
ROMANIA : Trusted List

Scheme Information

TSL Id TrustServiceStatusList – 1
TSLTag http://uri.etsi.org/02331/TSLTag
TSLVersionIdentifier 3
TSLSequenceNumber 2
TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-

TrustedList/TSLType/generic
SchemeOperatorName

Name [en]

Name [ro]

MINISTRY OF COMMUNICATION AND INFORMATION 
SOCIETY OF ROMANIA

MINISTERUL  COMUNICAŢIILOR  ŞI  SOCIETĂŢII 
INFORMAŢIONALE

PostalAddress
StreetAddress [en]
Locality [en]
PostalCode [en]
CountryName[en]

14 LIBERTĂŢII BVD. SECTOR 5
BUCHAREST
050706
RO

PostalAddress
StreetAddress [ro]
Locality [ro]
PostalCode [ro]
CountryName[ro]

BD. LIBERTĂŢII NR.14, SECTOR 5
BUCUREŞTI
050706
RO

ElectronicAddress
- URI
- URI

mailto: office@mcsi.ro
http://www.mcsi.ro

SchemeName
[en]

[ro]

Supervision/Accreditation  Status  List  of  certification 
services  from  Certification  Service  Providers,  which  are 
supervised/accredited by the referenced Scheme Operator 
Member State for compliance with the relevant provisions 
laid down in Directive 1999/93/EC

Lista furnizorilor de servicii de certificare digitale calificate, 
care  sunt  supravegheati/acreditati  in  conformitate  cu 
Directiva 1999/93/EC si cu legile nationale

SchemeInformationURI
URI [en]

URI [ro]

http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-
MCSI/Tehnologia-Informatiei/Servicii-
electronice/Semnatura-electronica

http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-
MCSI/Tehnologia-Informatiei/Servicii-
electronice/Semnatura-electronica

StatusDeterminationApproach http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/StatusDetn/appropriate

SchemeTypeCommunityRules
URI http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
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URI

TrustedList/schemerules/common

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/schemerules/RO

SchemeTerritory RO
PolicyOrLegalNotice

TSLLegalNotice [en]

TSLLegalNotice [ro]

The  applicable  legal  framework  for  the  present  TSL 
implementation  of  the  Trusted  List  of 
supervised/accredited  Certification  Service  Providers  for 
Romania  is  the  Directive  1999/93/EC  of  the  European 
Parliament and of the Council of 13 December 1999 on a 
Community  framework  for  electronic  signatures  and  its 
implementation in Romanian laws.

Cadrul  legal  aplicabil  pentru  punerea  în  aplicare  a 
prezentei Liste de încredere a Furnizorilor  de servicii  de 
certificare  supravegheati/acreditati  pentru  România  este 
Directiva  1999/93/CE  a  Parlamentului  European  şi  a 
Consiliului  din  13  decembrie  1999  privind  un  cadru 
comunitar  pentru  semnăturile  electronice  şi  de 
transpunerea sa in  legile romanesti.

HistoricalInformationPeriod 3650
PointersToOtherTSL

- Other TSLPointer
TSLLocation https://ec.europa.eu/information_society/policy/esignature/

trusted-list/tl-hr.pdf
TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-ECTrustedList/

TSLType/schemes 
SchemeOperatorName European Commission
SchemeTypeCommunity
Rules

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/schemerules/CompiledList/

SchemeTerritory EU
MimeType application/pdf

- Other TSLPointer
TSLLocation https://ec.europa.eu/information_society/policy/esignature/

trusted-list/tl-mp.xml
TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-

ECTrustedList/TSLType/schemes
SchemeOperatorName European Commission
SchemeTypeCommunity
Rules

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/schemerules/CompiledList/

SchemeTerritory EU
MimeType application/vnd.etsi.tsl+xml

ListIssueDateTime 2010-05-12T11:37:20Z
NextUpdate

- dateTime 2010-11-12T11:37:20Z
DistributionPoints

- URI http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-
MCSI/Tehnologia-Informatiei/Servicii-
electronice/Semnatura-electronica#

TRUSTED SERVICE PROVIDER LIST
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1. TSP: Trans Sped S.R.L.

TSPName
• Name [en]
• Name [ro]

Trans Sped S.R.L.
Trans Sped S.R.L.

PostalAddress
StreetAddress [en]
Locality [en]
PostalCode [en]
CountryName[en]

38 Despot Voda Street
Bucharest
020656
Romania

PostalAddress
StreetAddress [ro]
Locality [ro]
PostalCode [ro]
CountryName[ro]

Strada Despot Voda nr.38
Bucuresti
020656
Romania

ElectronicAddress
- URI
- URI

mailto: office@transsped.ro
http://www.transsped.ro 

TSPInformationURI
URI https://ca.transsped.ro/repository/

1.1. Trans Sped Qualified CA II

 ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

Trans Sped Qualified CA II
Trans Sped Qualified CA II

Service digital identities
X509SubjectName

• X509SubjectName CN = Trans Sped Qualified CA II, OU = Individual Subscriber 
CA, O = Trans Sped SRL, C = RO

Certificate fields details
• Version 3
• serialNumber 00 c5 9d 00 01 00 02 2a d3 f4 51 83 89 be f2
• X509Certificate -----BEGIN CERTIFICATE-----

MIIFETCCA/mgAwIBAgIPAMWdAAEAAirT9FGDib7yMA0GCSq
GSIb3DQEBBQUAMHYxCzAJBgNVBAYTAkRFMRwwGgYDVQ
QKExNUQyBUcnVzdENlbnRlciBHbWJIMSIwIAYDVQQLExlUQ
yBUcnVzdENlbnRlciBDbGFzcyAzIENBMSUwIwYDVQQDExxU
QyBUcnVzdENlbnRlciBDbGFzcyAzIENBIElJMB4XDTA5MTIxM
DA5MDAyOVoXDTI1MTIzMTIxNTk1OVowbjELMAkGA1UEBhM
CUk8xFzAVBgNVBAoTDlRyYW5zIFNwZWQgU1JMMSEwHwY
DVQQLExhJbmRpdmlkdWFsIFN1YnNjcmliZXIgQ0ExIzAhBgNV
BAMTGlRyYW5zIFNwZWQgUXVhbGlmaWVkIENBIElJMIIBIjAN
BgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAyQRkxuIKyp
H6rp+KqQodNBJCfIL4mRNIxA1huBPT/
+0e1Ays9zOD+xdh7+Uw/evkepUb4H/kevsltc7rWLTdCCzAgKbt
XIfdTi6c4QeDmK9kNCIIvZdlAR6d8rVhByEuUAwC8ixry/xMAOIs
ArnBT1qpSe6HcVISkh2Hdo+ahKZN8oYxire6WX42wmyAMA+E
7i+Yt4IzkfDqsSZZgwHQAxQM5lAgTXD2GRseXIeArmE0JwBbK
5pMrdJcVmt/zpbFXHb7pFlCutC2SvHmi0o1mpjHiWeAWG4Pst6
JkNeBDbpuHWABgWBuK+hBIbP7fdh/Auw7uUM2xg90z9rbB+
Q89wIDAQABo4IBojCCAZ4wgZUGCCsGAQUFBwEBBIGIMIG
FME8GCCsGAQUFBzAChkNodHRwOi8vd3d3LnRydXN0Y2Vu

ROMANIA Trusted List –according to Decision 2009/767/EC and ETSI TS 102 231 3

http://uri.etsi.org/TrstSvc/Svctype/CA/QC
https://ca.transsped.ro/repository/
http://www.transsped.ro/


dGVyLmRlL2NlcnRzZXJ2aWNlcy9jYWNlcnRzL3RjX2NsYXNzX
zNfY2FfSUkuY3J0MDIGCCsGAQUFBzABhiZodHRwOi8vb2Nzc
C50Y2NsYXNzMy1JSS50cnVzdGNlbnRlci5kZTAfBgNVHSMEG
DAWgBTUovyfs8PYA9NXXAek0CSnwPIA1DASBgNVHRMBAf
8ECDAGAQH/AgEAMEwGA1UdIARFMEMwQQYLKoIUACwBA
QYJAQEwMjAwBggrBgEFBQcCARYkaHR0cDovL3d3dy50cnVz
dGNlbnRlci5kZS9ndWlkZWxpbmVzMA4GA1UdDwEB/wQEAwI
BBjAdBgNVHQ4EFgQUqMACJMgVV0pXiMZGvLgm3frM/aYwU
gYDVR0fBEswSTBHoEWgQ4ZBaHR0cDovL2NybC50Y2NsYX
NzMy1paS50cnVzdGNlbnRlci5kZS9jcmwvdjIvdGNfY2xhc3NfM
19jYV9JSS5jcmwwDQYJKoZIhvcNAQEFBQADggEBAJ/PAP4d
5Dh8e1QfeSZG8bKaSd40QBK6DKtvkJdyTB9VZgp9JelQkIqA0
QV4FFKsKhXSXiMVWSjVyEt53wm9htk458nk4Eo0L90oy3aMa
KO83zrnGEEpLmLg6RUpbeDPwpNvqAF0rXOK6BrNAXzAG1U
sI44jk6zSAnufJudTy/KoKpoCAHEqSvu1errQBdTVazzQ56O/R6
oIPx3mP/SLo8o8Rqc21C6h1ANaiszRZkqffW426CG6a52z3wax
TSF/Hw0nCRMou+iuSnE1SAQBWtU94EYhPOPZ0JoaNSiNCx
CZN7w74HrxNTHfUrEihO0pN6kEzpEefV9860HvQGMjkmc=
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN TC TrustCenter Class 3 CA II
• IssuerDN OU TC TrustCenter Class 3 CA
• IssuerDN O TC TrustCenter GmbH
• IssuerDN C DE
• SubjectDN CN Trans Sped Qualified CA II
• SubjectDN OU Individual Subscriber CA
• SubjectDN O Trans Sped SRL
• SubjectDN C RO
• NotBefore Thursday, December 10, 2009 11:00:29 AM
• NotAfter Wednesday, December 31, 2025 11:59:59 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 c9 04 64 c6 e2 0a ca 91 fa ae 9f 8a 

a9 0a 1d 34 12 42 7c 82 f8 99 13 48 c4 0d 61 b8 13 d3 ff ed 1e 
d4 0c ac f7 33 83 fb 17 61 ef e5 30 fd eb e4 7a 95 1b e0 7f e4 
7a fb 25 b5 ce eb 58 b4 dd 08 2c c0 80 a6 ed 5c 87 dd 4e 2e 9c 
e1 07 83 98 af 64 34 22 08 bd 97 65 01 1e 9d f2 b5 61 07 21 2e 
50 0c 02 f2 2c 6b cb fc 4c 00 e2 2c 02 b9 c1 4f 5a a9 49 ee 87 
71 52 12 92 1d 87 76 8f 9a 84 a6 4d f2 86 31 8a b7 ba 59 7e 36 
c2 6c 80 30 0f 84 ee 2f 98 b7 82 33 91 f0 ea b1 26 59 83 01 d0 
03 14 0c e6 50 20 4d 70 f6 19 1b 1e 5c 87 80 ae 61 34 27 00 
5b 2b 9a 4c ad d2 5c 56 6b 7f ce 96 c5 5c 76 fb a4 59 42 ba d0 
b6 4a f1 e6 8b 4a 35 9a 98 c7 89 67 80 58 6e 0f b2 de 89 90 d7 
81 0d ba 6e 1d 60 01 81 60 6e 2b e8 41 21 b3 fb 7d d8 7f 02 ec 
3b b9 43 36 c6 0f 74 cf da db 07 e4 3c f7 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier a8 c0 02 24 c8 15 57 4a 57 88 c6 46 bc b8 26 dd fa cc fd a6
• AuthorityKeyIdentifier d4 a2 fc 9f b3 c3 d8 03 d3 57 5c 07 a4 d0 24 a7 c0 f2 00 d4
• CRLDistributionPoints URL=http://crl.tcclass3-

ii.trustcenter.de/crl/v2/tc_class_3_ca_II.crl
• KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2008-06-12T00:00:00Z
1.2. Trans Sped SAFE CA II
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ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

Trans Sped SAFE CA II
Trans Sped SAFE CA II

Service digital identities
X509SubjectName

• X509SubjectName CN = Trans Sped SAFE CA II, OU = Individual Subscriber CA, 
O = Trans Sped SRL, C = RO

Certificate fields details
• Version 3
• serialNumber 68 9c 00 01 00 02 28 f1 a5 10 af 07 65 48
• X509Certificate -----BEGIN CERTIFICATE-----

MIIFuzCCBKOgAwIBAgIOaJwAAQACKPGlEK8HZUgwDQYJKo
ZIhvcNAQEFBQAwdjELMAkGA1UEBhMCREUxHDAaBgNVBA
oTE1RDIFRydXN0Q2VudGVyIEdtYkgxIjAgBgNVBAsTGVRDIF
RydXN0Q2VudGVyIENsYXNzIDMgQ0ExJTAjBgNVBAMTHFR
DIFRydXN0Q2VudGVyIENsYXNzIDMgQ0EgSUkwHhcNMDkx
MjExMTIyNDU0WhcNMTkxMjA2MjE1OTU5WjBpMQswCQYDV
QQGEwJSTzEXMBUGA1UEChMOVHJhbnMgU3BlZCBTUkwxI
TAfBgNVBAsTGEluZGl2aWR1YWwgU3Vic2NyaWJlciBDQTEe
MBwGA1UEAxMVVHJhbnMgU3BlZCBTQUZFIENBIElJMIIBIjA
NBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEApl9z3ktqd2
uODOnhZlVqx1oYB8dZP3I6a3pO0FruOXIH1aPs9JqylXwtj99Y5
PN4Jvq1ae6/w10o8Aru58eTJ2FUDFMf3Ce1W3UZSLP6hxkg6
Hqq0YJdkkjXFBBu3TUBlI6uuhKLZAQoczFVJLGUhPK+hanCIo
vH84qWHpEhrUhmxqj1oxHY7GVtRL0XjAw+yMJQa0z/XM8DN
CmIhakqLBegydZ2hcrLcG2LiYiIzOlpeBQXDpOImr2ebYWRvtQ
7Y2DXBkyTuM0zz7aGL9SfvPBx5xfCTDPfaw4ektFfvNig4z1ou+
+zjqTZiPYfo3FhxtaofOiIvYTkCBDJgJFcGwIDAQABo4ICUjCCA
k4wgZUGCCsGAQUFBwEBBIGIMIGFMDIGCCsGAQUFBzABh
iZodHRwOi8vb2NzcC50Y2NsYXNzMy1JSS50cnVzdGNlbnRlci5
kZTBPBggrBgEFBQcwAoZDaHR0cDovL3d3dy50cnVzdGNlbnR
lci5kZS9jZXJ0c2VydmljZXMvY2FjZXJ0cy90Y19jbGFzc18zX2N
hX0lJLmNydDAfBgNVHSMEGDAWgBTUovyfs8PYA9NXXAek0
CSnwPIA1DASBgNVHRMBAf8ECDAGAQH/AgEAMFQGA1UdI
ARNMEswPwYLKoIUACwBAQYQAQEwMDAuBggrBgEFBQcC
ARYiaHR0cDovL3d3dy50cmFuc3NwZWQucm8vcmVwb3NpdG
9yeTAIBgYEAIswAQEwDgYDVR0PAQH/BAQDAgEGMB0GA1
UdDgQWBBRII1KXrVCqPFo/1FCEgb00AtI3tDCB+QYDVR0fBI
HxMIHuMIHroIHooIHlhkFodHRwOi8vY3JsLnRjY2xhc3MzLWlpL
nRydXN0Y2VudGVyLmRlL2NybC92Mi90Y19jbGFzc18zX2NhX
0lJLmNybIaBn2xkYXA6Ly93d3cudHJ1c3RjZW50ZXIuZGUvQ0
49VEMlMjBUcnVzdENlbnRlciUyMENsYXNzJTIwMyUyMENBJT
IwSUksTz1UQyUyMFRydXN0Q2VudGVyJTIwR21iSCxPVT1yb
290Y2VydHMsREM9dHJ1c3RjZW50ZXIsREM9ZGU/Y2VydGlm
aWNhdGVSZXZvY2F0aW9uTGlzdD9iYXNlPzANBgkqhkiG9w0
BAQUFAAOCAQEAOHtcizB7nKpf/nFf4XehDMV+
+MhImGTqrzzT7Zw9T6EhGmBubsBZ/U1IlGqb8maDqv8B6oiuV
mgCAwPkIXphaxPs+Shljdg9bFt5a9YO3unr+67gVqvTixFDWfK
YR+aBERw7Mfuf5DOUIT9ro+UCxigFn28Kq7e9zDrSSW3xE20
vvChwl3+UrAX6kZgHNmWkMyJkpnvwtWM04kAAUBgP4hLZj6
z7ThRAdf18jWc0VvVm4xVSwoorIxGVS2ILEEu8RotV0UApuU0
HkjBAvO9a5Lz1LadHUGWIS65GG238pPtRtVrdADK87OfDQIz/
a4wJRuzgODfRfy3/nJIZJ7Y3Hg==
-----END CERTIFICATE-----

• SigAlg sha1RSA
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• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN TC TrustCenter Class 3 CA II
• IssuerDN OU TC TrustCenter Class 3 CA
• IssuerDN O TC TrustCenter GmbH
• IssuerDN C DE
• SubjectDN CN Trans Sped SAFE CA II
• SubjectDN OU Individual Subscriber CA
• SubjectDN O Trans Sped SRL
• SubjectDN C RO
• NotBefore Friday, December 11, 2009 2:24:54 PM
• NotAfter Friday, December 06, 2019 11:59:59 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 a6 5f 73 de 4b 6a 77 6b 8e 0c e9 

e1 66 55 6a c7 5a 18 07 c7 59 3f 72 3a 6b 7a 4e d0 5a ee 39 
72 07 d5 a3 ec f4 9a b2 95 7c 2d 8f df 58 e4 f3 78 26 fa b5 69 
ee bf c3 5d 28 f0 0a ee e7 c7 93 27 61 54 0c 53 1f dc 27 b5 5b 
75 19 48 b3 fa 87 19 20 e8 7a aa d1 82 5d 92 48 d7 14 10 6e 
dd 35 01 94 8e ae ba 12 8b 64 04 28 73 31 55 24 b1 94 84 f2 
be 85 a9 c2 22 8b c7 f3 8a 96 1e 91 21 ad 48 66 c6 a8 f5 a3 11 
d8 ec 65 6d 44 bd 17 8c 0c 3e c8 c2 50 6b 4c ff 5c cf 03 34 29 
88 85 a9 2a 2c 17 a0 c9 d6 76 85 ca cb 70 6d 8b 89 88 88 cc 
e9 69 78 14 17 0e 93 88 9a bd 9e 6d 85 91 be d4 3b 63 60 d7 
06 4c 93 b8 cd 33 cf b6 86 2f d4 9f bc f0 71 e7 17 c2 4c 33 df 
6b 0e 1e 92 d1 5f bc d8 a0 e3 3d 68 bb ef b3 8e a4 d9 88 f6 1f 
a3 71 61 c6 d6 a8 7c e8 88 bd 84 e4 08 10 c9 80 91 5c 1b 02 
03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier 48 23 52 97 ad 50 aa 3c 5a 3f d4 50 84 81 bd 34 02 d2 37 b4
• AuthorityKeyIdentifier d4 a2 fc 9f b3 c3 d8 03 d3 57 5c 07 a4 d0 24 a7 c0 f2 00 d4
• CRLDistributionPoints URL=http://crl.tcclass3-

ii.trustcenter.de/crl/v2/tc_class_3_ca_II.crl
               URL=ldap://www.trustcenter.de/CN=TC
%20TrustCenter%20Class%203%20CA%20II,O=TC
%20TrustCenter
%20GmbH,OU=rootcerts,DC=trustcenter,DC=de?
certificateRevocationList?base?

• KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2008-06-12T00:00:00Z

1.3. Trans Sped Qualified CA 

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

Trans Sped Qualified CA 
Trans Sped Qualified CA 

Service digital identities
X509SubjectName

• X509SubjectName CN = Trans Sped Qualified CA, OU = Individual Subscriber CA, 
O = Trans Sped SRL, C = RO

Certificate fields details
• Version 3
• serialNumber 49 a8 00 00 00 02 53 0c 2d 49 85 dc e4 f3
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• X509Certificate -----BEGIN CERTIFICATE-----
MIIDwTCCAyqgAwIBAgIOSagAAAACUwwtSYXc5PMwDQYJKo
ZIhvcNAQEFBQAwgbwxCzAJBgNVBAYTAkRFMRAwDgYDVQ
QIEwdIYW1idXJnMRAwDgYDVQQHEwdIYW1idXJnMTowOAY
DVQQKEzFUQyBUcnVzdENlbnRlciBmb3IgU2VjdXJpdHkgaW4g
RGF0YSBOZXR3b3JrcyBHbWJIMSIwIAYDVQQLExlUQyBUcnV
zdENlbnRlciBDbGFzcyAzIENBMSkwJwYJKoZIhvcNAQkBFhpjZ
XJ0aWZpY2F0ZUB0cnVzdGNlbnRlci5kZTAeFw0wNDEyMTAxM
DUxMjhaFw0xMDEyMzEyMjU5NTlaMGsxCzAJBgNVBAYTAlJP
MRcwFQYDVQQKEw5UcmFucyBTcGVkIFNSTDEhMB8GA1UE
CxMYSW5kaXZpZHVhbCBTdWJzY3JpYmVyIENBMSAwHgYDV
QQDExdUcmFucyBTcGVkIFF1YWxpZmllZCBDQTCBnzANBgkq
hkiG9w0BAQEFAAOBjQAwgYkCgYEAuXpuuobA57u0XDUU9i/
RZQNdvJuY1x91GeRnnV72u4L3P+Q+M8thjz6MiWmduXHNra3
4/iulcFe19Tiq2YgOauuc9rVgNiJO4+j1B3Ri1wEovoY06oflhVmNe
aNlMv+QVABLOmWVAtISVi+XuEepR3QrErbaYF2U1fH8P7vs6o
0CAwEAAaOCARQwggEQMFwGCCsGAQUFBwEBBFAwTjBM
BggrBgEFBQcwAoZAaHR0cDovL3d3dy50cnVzdGNlbnRlci5kZS
9jZXJ0c2VydmljZXMvY2FjZXJ0cy90Y2NsYXNzMy0yMDExLmN
ydDAPBgNVHRMBAf8EBTADAQH/MBgGA1UdIAQRMA8wDQY
LKoIUACwBAQYJAQEwDgYDVR0PAQH/BAQDAgEGMB0GA1
UdDgQWBBT6ld127tVA4vGndyWfxysfvjeG1zBDBgNVHR8EPD
A6MDigNqA0hjJodHRwOi8vd3d3LnRydXN0Y2VudGVyLmRlL2N
ybC92Mi90Y2NsYXNzMy0yMDExLmNybDARBglghkgBhvhCAQ
EEBAMCAQYwDQYJKoZIhvcNAQEFBQADgYEAkfYHDfyWCgR
wbMZRN6+HqWf5GZhLR5MDpxJ3ZEkopWJlBpt2164AHXjvD5s
CW4cW6l1LVhS/D2u5yPVO0Ut2vsdPxel1wWWysvVrUOhd7z9L
UZnAFmFWIVbq9eTyCf5IXi/NvBeuea67Np4LEXhjrM26ZkCFXD
VoWGB8SoRdYxk=
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN TC TrustCenter Class 3 CA
• IssuerDN OU TC TrustCenter Class 3 CA
• IssuerDN O TC TrustCenter for Security in Data Networks GmbH
• IssuerDN C DE
• SubjectDN CN Trans Sped Qualified CA
• SubjectDN OU Individual Subscriber CA
• SubjectDN O Trans Sped SRL
• SubjectDN C RO
• NotBefore Friday, December 10, 2004 12:51:28 PM
• NotAfter Saturday, January 01, 2011 12:59:59 AM
• PublicKey 30 81 89 02 81 81 00 b9 7a 6e ba 86 c0 e7 bb b4 5c 35 14 f6 2f 

d1 65 03 5d bc 9b 98 d7 1f 75 19 e4 67 9d 5e f6 bb 82 f7 3f e4 
3e 33 cb 61 8f 3e 8c 89 69 9d b9 71 cd ad ad f8 fe 2b a5 70 57 
b5 f5 38 aa d9 88 0e 6a eb 9c f6 b5 60 36 22 4e e3 e8 f5 07 74 
62 d7 01 28 be 86 34 ea 87 e5 85 59 8d 79 a3 65 32 ff 90 54 00 
4b 3a 65 95 02 d2 12 56 2f 97 b8 47 a9 47 74 2b 12 b6 da 60 5d 
94 d5 f1 fc 3f bb ec ea 8d 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier fa 95 dd 76 ee d5 40 e2 f1 a7 77 25 9f c7 2b 1f be 37 86 d7
• AuthorityKeyIdentifier
• CRLDistributionPoints URL=http://www.trustcenter.de/crl/v2/tcclass3-2011.crl
• KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)
• SHA256 Cert.hash
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ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2008-06-12T00:00:00Z

1.4. Trans Sped SAFE CA I

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

Trans Sped SAFE CA I
Trans Sped SAFE CA I

Service digital identities
X509SubjectName

• X509SubjectName CN = Trans Sped SAFE CA I, OU = Individual Subscriber CA, O 
= Trans Sped SRL, C = RO

Certificate fields details
• Version 3
• serialNumber 29 c4 00 01 00 02 96 a8 c1 de 58 90 c5 76
• X509Certificate -----BEGIN CERTIFICATE-----

MIIEKzCCAxOgAwIBAgIOKcQAAQAClqjB3liQxXYwDQYJKoZIh
vcNAQEFBQAwdjELMAkGA1UEBhMCREUxHDAaBgNVBAoTE
1RDIFRydXN0Q2VudGVyIEdtYkgxIjAgBgNVBAsTGVRDIFRydX
N0Q2VudGVyIENsYXNzIDMgQ0ExJTAjBgNVBAMTHFRDIFRyd
XN0Q2VudGVyIENsYXNzIDMgQ0EgSUkwHhcNMDgwMzA2MT
QyMjExWhcNMTAxMjMxMjI1OTU5WjBoMQswCQYDVQQGEwJ
STzEXMBUGA1UEChMOVHJhbnMgU3BlZCBTUkwxITAfBgNVB
AsTGEluZGl2aWR1YWwgU3Vic2NyaWJlciBDQTEdMBsGA1UE
AxMUVHJhbnMgU3BlZCBTQUZFIENBIEkwgZ8wDQYJKoZIhvc
NAQEBBQADgY0AMIGJAoGBAJ08jB4WUklx7u19Gt3og7i8d8c5
tkDyarXsvY42nJH3fSa/vVvo1OhlYeIZtFAOiEt1WcyDV73jKylvlk7
54/OV9PWwtSgkxYPraplpVDvPIc1KtcwN3RD3bjfxPrI0Pn6143T
GDEjeacVCcPXUSmydq4mTeZ8NTjVwi3xAAm5jAgMBAAGjggF
HMIIBQzBCBggrBgEFBQcBAQQ2MDQwMgYIKwYBBQUHMAG
GJmh0dHA6Ly9vY3NwLnRjY2xhc3MzLUlJLnRydXN0Y2VudGV
yLmRlMB8GA1UdIwQYMBaAFNSi/J+zw9gD01dcB6TQJKfA8gD
UMA8GA1UdEwEB/wQFMAMBAf8wVAYDVR0gBE0wSzA/Bgsq
ghQALAEBBhABATAwMC4GCCsGAQUFBwIBFiJodHRwOi8vd3
d3LnRyYW5zc3BlZC5yby9yZXBvc2l0b3J5MAgGBgQAizABATA
OBgNVHQ8BAf8EBAMCAQYwHQYDVR0OBBYEFMR6x1kEFIj
KAJN+Y4FDFFRz1UGiMEYGA1UdHwQ/MD0wO6A5oDeGNWh
0dHA6Ly93d3cudHJ1c3RjZW50ZXIuZGUvY3JsL3YyL3RjX2NsY
XNzXzNfY2FfSUkuY3JsMA0GCSqGSIb3DQEBBQUAA4IBAQC
uNRZ/0noVi8Xrkq3rdgn75XVt0BG45xg76lLo8fzmQEEk6joioVgK
b/kuJehnbl86VEOdfeEI6kiL29A9IuK5dvv3Leetz1tbdrJuHHSpS6
ULq7fzKXudTW4EfnU7j3Lr+GQ/R7GoTWQjZ/qztSF9LzMi86bhc
6LTFuandbcpfgZDmyOeuKJwvqhphkpJxQi/BXjlq+eyuVIYUVp9x
6Dj/tNAhAQ9fDSAYb0FOJUZ1KUlmx+sAhTyPfU9brACSSZ94ei
JVrFHKLBsidYB/x+QYJWhQwG9oe5eFJ994Ppkw8rP1QDErGA
QKvYURFbYHGhu9LKTAlhIvx14KKqm352i
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN TC TrustCenter Class 3 CA II
• IssuerDN OU TC TrustCenter Class 3 CA
• IssuerDN O TC TrustCenter GmbH
• IssuerDN C DE
• SubjectDN CN Trans Sped SAFE CA I
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• SubjectDN OU Individual Subscriber CA
• SubjectDN O Trans Sped SRL
• SubjectDN C RO
• NotBefore Thursday, March 06, 2008 4:22:11 PM
• NotAfter Saturday, January 01, 2011 12:59:59 AM
• PublicKey 30 81 89 02 81 81 00 9d 3c 8c 1e 16 52 49 71 ee ed 7d 1a dd e8 

83 b8 bc 77 c7 39 b6 40 f2 6a b5 ec bd 8e 36 9c 91 f7 7d 26 bf 
bd 5b e8 d4 e8 65 61 e2 19 b4 50 0e 88 4b 75 59 cc 83 57 bd e3 
2b 29 6f 96 4e f9 e3 f3 95 f4 f5 b0 b5 28 24 c5 83 eb 6a 99 69 54 
3b cf 21 cd 4a b5 cc 0d dd 10 f7 6e 37 f1 3e b2 34 3e 7e b5 e3 
74 c6 0c 48 de 69 c5 42 70 f5 d4 4a 6c 9d ab 89 93 79 9f 0d 4e 
35 70 8b 7c 40 02 6e 63 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier c4 7a c7 59 04 14 88 ca 00 93 7e 63 81 43 14 54 73 d5 41 a2
• AuthorityKeyIdentifier d4 a2 fc 9f b3 c3 d8 03 d3 57 5c 07 a4 d0 24 a7 c0 f2 00 d4
• CRLDistributionPoints URL=http://www.trustcenter.de/crl/v2/tc_class_3_ca_II.crl

• KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2008-06-12T00:00:00Z
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2. TSP: DigiSign S.A.

TSPName
• Name [en]
• Name [ro]

DigiSign S.A.
DigiSign S.A.

PostalAddress
StreetAddress [en]
Locality [en]
PostalCode [en]
CountryName[en]

2 - 6 Virgil Madgearu Street
Bucharest
014135
Romania

PostalAddress
StreetAddress [ro]
Locality [ro]
PostalCode [ro]
CountryName[ro]

Strada Virgil Madgearu nr. 2 - 6
Bucuresti
014135
Romania

ElectronicAddress
- URI
- URI

mailto: sales@digisign.ro
http://www.digisign.ro

TSPInformationURI
URI http://ca-services.digisign.ro/registru/

http://www.digisign.ro/ro/servicii/semnatura_electronica
http://www.digisign.ro/ro/suport/suport
http://www.digisign.ro/ro/footer/codul_de_practici_si_proceduri

2.1. Digisign Qualified Root CA

 ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

Digisign Qualified Root CA
Digisign Qualified Root CA

Service digital identities
X509SubjectName

• X509SubjectName CN = Digisign Qualified Root CA
OU = DigiSign Root CA
O = DigiSign S.A.
C = RO

Certificate fields details
• Version 3
• serialNumber 00 92 9a 83 f9 53 4f 50 69
• X509Certificate -----BEGIN CERTIFICATE-----

MIIDsDCCApigAwIBAgIJAJKag/lTT1BpMA0GCSqGSIb3DQEBB
QUAMGUxCzAJBgNVBAYTAlJPMRYwFAYDVQQKEw1EaWdp
U2lnbiBTLkEuMRkwFwYDVQQLExBEaWdpU2lnbiBSb290IENB
MSMwIQYDVQQDExpEaWdpc2lnbiBRdWFsaWZpZWQgUm9vd
CBDQTAeFw0wOTAxMDcxMzU5MjdaFw0yOTAxMDcxMzU5Mj
daMGUxCzAJBgNVBAYTAlJPMRYwFAYDVQQKEw1EaWdpU2l
nbiBTLkEuMRkwFwYDVQQLExBEaWdpU2lnbiBSb290IENBMS
MwIQYDVQQDExpEaWdpc2lnbiBRdWFsaWZpZWQgUm9vdCB
DQTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggE
BAOmPMNGxhJRB8SACjjLc27MCqcPCGsMtgoyKoG1vBMa8vb
EZ+O+XDHGWJTRioEFGW23qOJmdqB5408HmlFj1E2iv/SUuN
KdG6c6gOh8R1dvCOp0Cu3X5ps2IaelzG20FU4C9MuRXtfBYUz
WyJKZ/jhywyTtxdrxMHbO9bgOQ/CLYHg3Sm3g6xxvUkReQu3D
cvWIBqKkOQXsUdxkpqyv4i0q15tKJO5bsFjOBA8ezVOeICCvuW
znBLo1PXAhQqSklcnx08b+ZYBbCYhQ63+9ndgfmMlRsoP68Na
dVxqF3PJEPdJgldFgSc635iRnUtGIWw8reVxbbFCdL0/3CuxXKx
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c0CAwEAAaNjMGEwHQYDVR0OBBYEFKgc7NJbIUtfexHAblPH
eCbrW71SMB8GA1UdIwQYMBaAFKgc7NJbIUtfexHAblPHeCbr
W71SMBIGA1UdEwEB/wQIMAYBAf8CAQEwCwYDVR0PBAQD
AgEGMA0GCSqGSIb3DQEBBQUAA4IBAQBwMW7N/GG3U6q6
RQLhTf33jqgf+mXz/HWs/AseIIvGKHtdm4ZP8zghEgKR2HCU+y
YeiEgyp3YuDplqFvzblXNo6+tqB+a6Qq9O08BRpfWocR4jLgsZvt
stpb5etnPNDAGRDlqC1lnCQS4moONgeWIU6EpBT9unK4nUU
C7podFEqGmXYDcMIfV4Bk5g0kELGv0qbOIuqeI36fpFcjjv7oh00
HMzO5L+meXwek1Xvi1LxccKFKj2cJgDNnSEh6PP0YEHsbK/V0
vNzbybm78bZnTsj+2rXKDncnqfQ2aVoNYLVhH2ws4cxrfrdbfUD
Z7idcGl4S2pfpyBB/SraC9irOY/
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN Digisign Qualified Root CA
• IssuerDN OU DigiSign Root CA
• IssuerDN O DigiSign S.A.
• IssuerDN C RO
• SubjectDN CN Digisign Qualified Root CA
• SubjectDN OU DigiSign Root CA
• SubjectDN O DigiSign S.A.
• SubjectDN C RO
• NotBefore 1/7/2009 4:59 PM
• NotAfter 1/7/2029 4:59 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 e9 8f 30 d1 b1 84 94 41 f1 20 02 8e 

32 dc db b3 02 a9 c3 c2 1a c3 2d 82 8c 8a a0 6d 6f 04 c6 bc bd 
b1 19 f8 ef 97 0c 71 96 25 34 62 a0 41 46 5b 6d ea 38 99 9d a8 
1e 78 d3 c1 e6 94 58 f5 13 68 af fd 25 2e 34 a7 46 e9 ce a0 3a 
1f 11 d5 db c2 3a 9d 02 bb 75 f9 a6 cd 88 69 e9 73 1b 6d 05 53 
80 bd 32 e4 57 b5 f0 58 53 35 b2 24 a6 7f 8e 1c b0 c9 3b 71 76 
bc 4c 1d b3 bd 6e 03 90 fc 22 d8 1e 0d d2 9b 78 3a c7 1b d4 91 
17 90 bb 70 dc bd 62 01 a8 a9 0e 41 7b 14 77 19 29 ab 2b f8 8b 
4a b5 e6 d2 89 3b 96 ec 16 33 81 03 c7 b3 54 e7 88 08 2b ee 5b 
39 c1 2e 8d 4f 5c 08 50 a9 29 25 72 7c 74 f1 bf 99 60 16 c2 62 
14 3a df ef 67 76 07 e6 32 54 6c a0 fe bc 35 a7 55 c6 a1 77 3c 
91 0f 74 98 25 74 58 12 73 ad f9 89 19 d4 b4 62 16 c3 ca de 57 
16 db 14 27 4b d3 fd c2 bb 15 ca c5 cd 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52
• AuthorityKeyIdentifier a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52
• CRLDistributionPoints URL= http://crl.digisign.ro/Qualified/drca.crl
• KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2009-07-01T16:59:00Z

2.2. DIGISIGN PUBLIC

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

DIGISIGN PUBLIC
DIGISIGN PUBLIC

Service digital identities
X509SubjectName
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• X509SubjectName CN = DIGISIGN PUBLIC
OU = Digisign Public CA
O = Digisign S.A.
C = RO

Certificate fields details
• Version 3
• serialNumber 7e 79 1f 91 53 56 19 c5 b5 c1 8d f8 fc 8e ad b8
• X509Certificate -----BEGIN CERTIFICATE-----

MIIDxDCCAqygAwIBAgIQfnkfkVNWGcW1wY34/I6tuDANBgkqhk
iG9w0BAQUFADBlMQswCQYDVQQGEwJSTzEWMBQGA1UE
ChMNRGlnaVNpZ24gUy5BLjEZMBcGA1UECxMQRGlnaVNpZ2
4gUm9vdCBDQTEjMCEGA1UEAxMaRGlnaXNpZ24gUXVhbGlm
aWVkIFJvb3QgQ0EwHhcNMDkwNDIzMTUwMTQ3WhcNMTQw
NDI0MTUwMTQ3WjBcMQswCQYDVQQGEwJSTzEWMBQGA1
UEChMNRGlnaXNpZ24gUy5BLjEbMBkGA1UECxMSRGlnaXNp
Z24gUHVibGljIENBMRgwFgYDVQQDEw9ESUdJU0lHTiBQVUJ
MSUMwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIB
AQDXKXDOF+y8SUjVEwcvQdUM5QEnqjVD7PSUgRcVY17+jg
uM9Iu7pJoT3AREIO6KkhqAPjLSjPQQZiugZMQvytbspBiFn5E2
GZM/l5yXSI38XsXwcGaZkr+7OBNbH5N12Lkgmh9WLm6sln8Ry
gM07UzxJNhknXUNpYUKN93dg+5YZOOOVHpt6fTfKaBi7wsgX
SvoSZW2lWtR2M/c5pCTiGIKOq8ZewUfWUQlTuUPjX+up03x7b
oZuS+eUr05Z0z3m4P2LVld/CgfnFNugNkn+4Z03uaBuXXXJKid
HsGIRPu6S5eoM4XqJu5AJNZOglo1Z/04vbF4q2m/8I/1KO0/map
pAgMBAAGjeTB3MBIGA1UdEwEB/wQIMAYBAf8CAQAwEQYJ
YIZIAYb4QgEBBAQDAgEGMA4GA1UdDwEB/wQEAwIBBjAdBg
NVHQ4EFgQUN7PV8s6d5htG6GW4rS7VnlxpDt0wHwYDVR0jB
BgwFoAUqBzs0lshS197EcBuU8d4JutbvVIwDQYJKoZIhvcNAQE
FBQADggEBAFtvWmPmcxJAAI3MG7ENzDpGRFvNSFMCNnT
D5OLmev0YDuZwoxel+WYeqoLHFtpPVA5AlmgoTdGVMErpRT
c9YgP5EGCsvPEjglZeVvNTegHURfKi7rgCD+6DU5faPN3MybM
DyGV0NwNvnO732BNfVeFfuiJ8LOWp0n0LTbtFcFDauH6uY6eB
YanCbFCrwWiKF26/zc6f9DQn/GN5xgX24vnUsum8/zhGhDzJ8x
QvLoX36vN0cxPk8Nd/9nnVglFxQT96RNSTjjAiV2ajct7iYNVPIE6
2pWYh17vMhNrde+C3bWraVXR6onOBY7CBaEp8qW7cbyDPS
6GDSR1m5RIKvCI=
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN Digisign Qualified Root CA
• IssuerDN OU DigiSign Root CA
• IssuerDN O DigiSign S.A.
• IssuerDN C RO
• SubjectDN CN DIGISIGN PUBLIC
• SubjectDN OU Digisign Public CA
• SubjectDN O Digisign S.A.
• SubjectDN C RO
• NotBefore 4/23/2009 6:01 PM
• NotAfter 4/24/2014 6:01 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 d7 29 70 ce 17 ec bc 49 48 d5 13 07 

2f 41 d5 0c e5 01 27 aa 35 43 ec f4 94 81 17 15 63 5e fe 8e 0b 
8c f4 8b bb a4 9a 13 dc 04 44 20 ee 8a 92 1a 80 3e 32 d2 8c f4 
10 66 2b a0 64 c4 2f ca d6 ec a4 18 85 9f 91 36 19 93 3f 97 9c 
97 48 8d fc 5e c5 f0 70 66 99 92 bf bb 38 13 5b 1f 93 75 d8 b9 
20 9a 1f 56 2e 6e ac 96 7f 11 ca 03 34 ed 4c f1 24 d8 64 9d 75 
0d a5 85 0a 37 dd dd 83 ee 58 64 e3 8e 54 7a 6d e9 f4 df 29 a0 
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62 ef 0b 20 5d 2b e8 49 95 b6 95 6b 51 d8 cf dc e6 90 93 88 62 
0a 3a af 19 7b 05 1f 59 44 25 4e e5 0f 8d 7f ae a7 4d f1 ed ba 19 
b9 2f 9e 52 bd 39 67 4c f7 9b 83 f6 2d 59 5d fc 28 1f 9c 53 6e 80 
d9 27 fb 86 74 de e6 81 b9 75 d7 24 a8 9d 1e c1 88 44 fb ba 4b 
97 a8 33 85 ea 26 ee 40 24 d6 4e 82 5a 35 67 fd 38 bd b1 78 ab 
69 bf f0 8f f5 28 ed 3f 99 aa 69 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier 37 b3 d5 f2 ce 9d e6 1b 46 e8 65 b8 ad 2e d5 9e 5c 69 0e dd
• AuthorityKeyIdentifier a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52
• CRLDistributionPoints URL= http://crl.digisign.ro/Qualified/drca.crl 
• KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2009-23-04T18:01:00Z

2.3. DIGISIGN FOR UNNPR 

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

DIGISIGN FOR UNNPR 
DIGISIGN FOR UNNPR

Service digital identities
X509SubjectName

• X509SubjectName CN = DIGISIGN FOR UNNPR
OU = UNNPR
O = Autoritati Digisign
C = RO

Certificate fields details
• Version 3
• serialNumber 7e 79 1f 91 53 56 19 c5 b5 c1 8d f8 fc 8e ad bb
• X509Certificate -----BEGIN CERTIFICATE-----

MIID+jCCAuKgAwIBAgIQfnkfkVNWGcW1wY34/I6tuzANBgkqhki
G9w0BAQUFADBlMQswCQYDVQQGEwJSTzEWMBQGA1UEC
hMNRGlnaVNpZ24gUy5BLjEZMBcGA1UECxMQRGlnaVNpZ24
gUm9vdCBDQTEjMCEGA1UEAxMaRGlnaXNpZ24gUXVhbGlma
WVkIFJvb3QgQ0EwHhcNMDkwNTI2MTI1NTExWhcNMTQwNTI
3MTI1NTExWjBYMQswCQYDVQQGEwJSTzEcMBoGA1UECh
MTQXV0b3JpdGF0aSBEaWdpc2lnbjEOMAwGA1UECxMFVU5
OUFIxGzAZBgNVBAMTEkRJR0lTSUdOIEZPUiBVTk5QUjCCAS
IwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMFJrR4r
tMgTzSm75OErL1LT9QLB12pg+Emx1Qvy7hwm9Vaa/261o/8m
YwRGB97Na9WtMT+gc+Cpgz/o+5ICk+n2OIReokQnygg53RAjY
8jI3ZlREB+BX0tKyfkUPZZuowvdYwet97h9NG5/oFrkX9rNBNkb/
Fusis3oxhSOJrWLuUYDmMNmyh8JIvrfpSjibFmxP3uvO+AxjtSW
xlH+XYaPUMSqpMbnGnj/2Euak3l91Z2uIN8hBybKODL1JtzCjYp
JtfYZMO9XZs5KxdFRt6c+PymHGCdoeqE49lkJbYwPbWTpCum
nBHcDXu+aFC+aks0aE2IIuIfh07Qtq9K45ukCAwEAAaOBsjCBrz
A2BglghkgBhvhCAQgEKRYnaHR0cDovL3d3dy5kaWdpc2lnbi5y
by91dGlscy9yby9jcHAucGRmMBIGA1UdEwEB/wQIMAYBAf8C
AQAwEQYJYIZIAYb4QgEBBAQDAgEGMA4GA1UdDwEB/wQE
AwIBBjAdBgNVHQ4EFgQU5+fEPIhpQE90X4aAMts7MyPIgBsw
HwYDVR0jBBgwFoAUqBzs0lshS197EcBuU8d4JutbvVIwDQYJK
oZIhvcNAQEFBQADggEBABq5GR19S0fQMmrM3FKJc9L6+ue0
0PiONsRsDKDd70mM58fvhgU8exwB1i6zU/WAuqNvQOUHEHc
njAaSQ47X5MMIVtdl/DC6ktIyYj/gkMICwNWGuIMi2XVBIo6ke8S
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EAZWpkvJOw2JOGZ+pDcBHaVTSvwiBbbKwMVklz53J3xaEf01
02YUY+Ep6V9DOqRZ7GFgPO4MMZPL/fLA/9YzoH9I61n9zEyv
O5kvMnzYB7/jpZGRbeZKobcj8LxLzW+k739WxMAzWx9AfSJW
Y/DyEV6rFcY1bX2nscegeikbTohtWlyXczvZjbnkQE36jm0C+aiLC
4Z3xvWVLnI71Qhh1aMU=
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN Digisign Qualified Root CA
• IssuerDN OU DigiSign Root CA
• IssuerDN O DigiSign S.A.
• IssuerDN C RO
• SubjectDN CN DIGISIGN FOR UNNPR
• SubjectDN OU UNNPR
• SubjectDN O Autoritati Digisign
• SubjectDN C RO
• NotBefore 5/26/2009 3:55 PM
• NotAfter 5/27/2014 3:55 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 c1 49 ad 1e 2b b4 c8 13 cd 29 bb e4 

e1 2b 2f 52 d3 f5 02 c1 d7 6a 60 f8 49 b1 d5 0b f2 ee 1c 26 f5 56 
9a ff 6e b5 a3 ff 26 63 04 46 07 de cd 6b d5 ad 31 3f a0 73 e0 a9 
83 3f e8 fb 92 02 93 e9 f6 38 84 5e a2 44 27 ca 08 39 dd 10 23 
63 c8 c8 dd 99 51 10 1f 81 5f 4b 4a c9 f9 14 3d 96 6e a3 0b dd 
63 07 ad f7 b8 7d 34 6e 7f a0 5a e4 5f da cd 04 d9 1b fc 5b ac 
8a cd e8 c6 14 8e 26 b5 8b b9 46 03 98 c3 66 ca 1f 09 22 fa df 
a5 28 e2 6c 59 b1 3f 7b af 3b e0 31 8e d4 96 c6 51 fe 5d 86 8f 
50 c4 aa a4 c6 e7 1a 78 ff d8 4b 9a 93 79 7d d5 9d ae 20 df 21 
07 26 ca 38 32 f5 26 dc c2 8d 8a 49 b5 f6 19 30 ef 57 66 ce 4a 
c5 d1 51 b7 a7 3e 3f 29 87 18 27 68 7a a1 38 f6 59 09 6d 8c 0f 
6d 64 e9 0a e9 a7 04 77 03 5e ef 9a 14 2f 9a 92 cd 1a 13 62 08 
b8 87 e1 d3 b4 2d ab d2 b8 e6 e9 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier e7 e7 c4 3c 88 69 40 4f 74 5f 86 80 32 db 3b 33 23 c8 80 1b
• AuthorityKeyIdentifier a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52
• CRLDistributionPoints URL= http://crl.digisign.ro/Qualified/drca.crl
• KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2009-26-05T15:55:00Z

2.4. Institutul pentru Tehnologii Avansate

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

Institutul pentru Tehnologii Avansate 
Institutul pentru Tehnologii Avansate

Service digital identities
X509SubjectName CN = Institutul pentru Tehnologii Avansate

OU = Tehnologia Informatiei
O = Autoritati Digisign

• X509SubjectName CN = Institutul pentru Tehnologii Avansate
OU = Tehnologia Informatiei
O = Autoritati Digisign

Certificate fields details
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• Version 3
• serialNumber 7e 79 1f 91 53 56 19 c5 b5 c1 8d f8 fc 8e ad bc
• X509Certificate -----BEGIN CERTIFICATE-----

MIIEETCCAvmgAwIBAgIQfnkfkVNWGcW1wY34/I6tvDANBgkqh
kiG9w0BAQUFADBlMQswCQYDVQQGEwJSTzEWMBQGA1UE
ChMNRGlnaVNpZ24gUy5BLjEZMBcGA1UECxMQRGlnaVNpZ2
4gUm9vdCBDQTEjMCEGA1UEAxMaRGlnaXNpZ24gUXVhbGlm
aWVkIFJvb3QgQ0EwHhcNMDkwNjExMTYzNTIwWhcNMTQwNj
EyMTYzNTIwWjBvMRwwGgYDVQQKExNBdXRvcml0YXRpIER
pZ2lzaWduMR8wHQYDVQQLExZUZWhub2xvZ2lhIEluZm9ybW
F0aWVpMS4wLAYDVQQDEyVJbnN0aXR1dHVsIHBlbnRydSBU
ZWhub2xvZ2lpIEF2YW5zYXRlMIIBIjANBgkqhkiG9w0BAQEFAA
OCAQ8AMIIBCgKCAQEA8FDM3FFbUibUN/UpP4Hg+lsG9ww3g
rtMUcXOytgeAY5aP1frz9tmF23NDXyg6KzL0ZQ/dWDxtE2SRKQ
TdXRzqNPBz4RQflxRwY1hZkkaLmOzxOg9V/eUFTlWv3mISbrjK
IILdMEQ95ZseoAIs5Y+sPo1BK2jiMrxMzSBlw7e3B7MTfr6mfhLf
KHLNeebSofv8K2A6AUDy1WDDEHMb36+xb8VJb8mlval+hjBL
m3HXJYN9ZUAqYj9hSFTrDObZ2zihcLEg4HLR9Kwdh7QFjar9t
WRekvJMg8USxntVY2N9HTvmQwh2HhkWB2MxX6qoIg5y+VGI
H53c1OBmVogLRS1RQIDAQABo4GyMIGvMDYGCWCGSAGG
+EIBCAQpFidodHRwOi8vd3d3LmRpZ2lzaWduLnJvL3V0aWxzL
3JvL2NwcC5wZGYwEgYDVR0TAQH/BAgwBgEB/wIBADARBglg
hkgBhvhCAQEEBAMCAQYwDgYDVR0PAQH/BAQDAgEGMB0
GA1UdDgQWBBQG54mOOKfCE2mY1qfF+quClJVGJDAfBgNV
HSMEGDAWgBSoHOzSWyFLX3sRwG5Tx3gm61u9UjANBgkqh
kiG9w0BAQUFAAOCAQEA2w3t37rd87+VIVcDpLMB2orE3330r
GSvIIYe2dM/3Cmk+Oj58aDei8+qCtZE/2jHCq5RkGX084iYaUMrl
CvCh+T6Pp3WqcF56FQQOk4zh2qqkZ2eJP7HItsqDoJtTcMHx2
Oesim9GagGWjPHQ1h83IdLa+dJe5P2w3iSmkpabW9gW3bK+R
FhZ9X3m5zBrCceOxGVIlx0BNLnawP8HfN0Q92C0yiHcCrEWLx
glZvSN+edeM8zmbGEIns4kWp/LvTaZMKtdBmBrlK40FxYbt0UB
sbeJEpiw9ZWVHDNUG6bXdriKJpgsOTy0ol+kBqJaMbO4QQl0+
C7dX1Ud2sB3GtzNw==
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN Digisign Qualified Root CA
• IssuerDN OU DigiSign Root CA
• IssuerDN O DigiSign S.A.
• IssuerDN C RO
• SubjectDN CN Institutul pentru Tehnologii Avansate
• SubjectDN OU Tehnologia Informatiei
• SubjectDN O Autoritati Digisign
• NotBefore 6/11/2009 7:35 PM
• NotAfter 6/12/2014 7:35 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 f0 50 cc dc 51 5b 52 26 d4 37 f5 29 

3f 81 e0 fa 5b 06 f7 0c 37 82 bb 4c 51 c5 ce ca d8 1e 01 8e 5a 3f 
57 eb cf db 66 17 6d cd 0d 7c a0 e8 ac cb d1 94 3f 75 60 f1 b4 
4d 92 44 a4 13 75 74 73 a8 d3 c1 cf 84 50 7e 5c 51 c1 8d 61 66 
49 1a 2e 63 b3 c4 e8 3d 57 f7 94 15 39 56 bf 79 88 49 ba e3 28 
82 0b 74 c1 10 f7 96 6c 7a 80 08 b3 96 3e b0 fa 35 04 ad a3 88 
ca f1 33 34 81 97 0e de dc 1e cc 4d fa fa 99 f8 4b 7c a1 cb 35 e7 
9b 4a 87 ef f0 ad 80 e8 05 03 cb 55 83 0c 41 cc 6f 7e be c5 bf 15 
25 bf 26 96 f6 a5 fa 18 c1 2e 6d c7 5c 96 0d f5 95 00 a9 88 fd 85 
21 53 ac 33 9b 67 6c e2 85 c2 c4 83 81 cb 47 d2 b0 76 1e d0 16 
36 ab f6 d5 91 7a 4b c9 32 0f 14 4b 19 ed 55 8d 8d f4 74 ef 99 
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0c 21 d8 78 64 58 1d 8c c5 7e aa a0 88 39 cb e5 46 20 7e 77 73 
53 81 99 5a 20 2d 14 b5 45 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier 06 e7 89 8e 38 a7 c2 13 69 98 d6 a7 c5 fa ab 82 94 95 46 24
• AuthorityKeyIdentifier a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52
• CRLDistributionPoints URL= http://crl.digisign.ro/Qualified/drca.crl 
• KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2009-11-06T19:35:00Z

3. TSP: Certsign S.A.
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TSPName
• Name [en]
• Name [ro]

Certsign S.A.
Certsign S.A.

PostalAddress
StreetAddress [en]
Locality [en]
PostalCode [en]
CountryName[en]

107A Oltenitei Avenue
Bucharest
041303
Romania

PostalAddress
StreetAddress [ro]
Locality [ro]
PostalCode [ro]
CountryName[ro]

Soseaua Oltenitei nr. 107A
Bucuresti
041303
Romania

ElectronicAddress
- URI
- URI

mailto: office@certsign.ro
http://www.certsign.ro/

TSPInformationURI
URI https://www.certsign.ro/cgi-bin/pubra/pubra/get_cert

http://www.certsign.ro/certsign/resurse/documentatie/documente
-certsign

3.1. certSIGN ROOT CA

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
ServiceName

• Name (en)
• Name (ro)

certSIGN ROOT CA
certSIGN ROOT CA

Service digital identities
X509SubjectName

• X509SubjectName OU=certSIGN ROOT CA,O=certSIGN,C=RO
Certificate fields details

• Version 3
• serialNumber 20 06 05 16 70 02
• X509Certificate -----BEGIN CERTIFICATE-----

MIIDODCCAiCgAwIBAgIGIAYFFnACMA0GCSqGSIb3DQEBBQ
UAMDsxCzAJBgNVBAYTAlJPMREwDwYDVQQKEwhjZXJ0U0l
HTjEZMBcGA1UECxMQY2VydFNJR04gUk9PVCBDQTAeFw0w
NjA3MDQxNzIwMDRaFw0zMTA3MDQxNzIwMDRaMDsxCzAJB
gNVBAYTAlJPMREwDwYDVQQKEwhjZXJ0U0lHTjEZMBcGA1U
ECxMQY2VydFNJR04gUk9PVCBDQTCCASIwDQYJKoZIhvcNA
QEBBQADggEPADCCAQoCggEBALczuX7IJUqOtdu0KBuqV5D
o0SLTZLrTk+jUrIZhQGpgV2hUhE28alQCBf/fm5oqrl0Hj0rDKH/v
+yv6efHHrfAQUySQi2bJqIirr1qjAOm+ukbuW3N7LBeCgV5iLKE
CZbO9xSsAfsT8AzNXDe3i+s5dRdY4zTW2ssHQnIFKquSyAVwd
j1+ZxLGt24gh65AIgoDzMKND5pCCrlUoSe1b16kQOA7+j0xbm0
bqQfWwCHTD0IgztnzXdN/chNFDDnU5oSVAKOp4yw4sLjmdjItu
FhwvJoIQ4uNllAoEwF73XVv4EOLQunpL+943AAAaWyjj0pxzPjK
HmKHJUS/X3qwzs08CAwEAAaNCMEAwDwYDVR0TAQH/BAU
wAwEB/zAOBgNVHQ8BAf8EBAMCAcYwHQYDVR0OBBYEFO
CMm9slSbPxfIbWskKHC9BroNnkMA0GCSqGSIb3DQEBBQUA
A4IBAQA+0hyJLjX8+HXd5n9liPRyTMks1zJO890ZeUe9jjtbkw9Q
SSQTaxQGcu8J06Gh40CEyecYMnQ8SG4Pn0vU9x7Tk4ZkVJdj
clDVVc/6IJMCopvDI5NOFlV2oHB5bc0hH88vLbwZ44gx+FkagQn
Il6Z0x2DEW8xXjrJ1/RsCCdtZb3KTafcxQdaIOL+Hsr0Wefmq5L6I
Jd1hJyMctTEHBDa0GpC9oHRxUIltvBTjD4au8as+x6AJzKNI0eD
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bZOeStc+vckNwi/nDhDwTqn6Sm1dTk/pwwpEOMfmbZ13pljheX
7NzTogVZ96edhBiIL5VaZVDADlN9u6wWk5JRFRYX0KD
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN
• IssuerDN OU certSIGN ROOT CA
• IssuerDN O certSIGN
• IssuerDN C RO
• SubjectDN CN
• SubjectDN OU certSIGN ROOT CA
• SubjectDN O certSIGN
• SubjectDN C RO
• NotBefore Tuesday, July 04, 2006 8:20:04 PM
• NotAfter Friday, July 04, 2031 8:20:04 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 b7 33 b9 7e c8 25 4a 8e b5 db b4 28 

1b aa 57 90 e8 d1 22 d3 64 ba d3 93 e8 d4 ac 86 61 40 6a 60 57 
68 54 84 4d bc 6a 54 02 05 ff df 9b 9a 2a ae 5d 07 8f 4a c3 28 7f 
ef fb 2b fa 79 f1 c7 ad f0 10 53 24 90 8b 66 c9 a8 88 ab af 5a a3 
00 e9 be ba 46 ee 5b 73 7b 2c 17 82 81 5e 62 2c a1 02 65 b3 bd 
c5 2b 00 7e c4 fc 03 33 57 0d ed e2 fa ce 5d 45 d6 38 cd 35 b6 
b2 c1 d0 9c 81 4a aa e4 b2 01 5c 1d 8f 5f 99 c4 b1 ad db 88 21 
eb 90 08 82 80 f3 30 a3 43 e6 90 82 ae 55 28 49 ed 5b d7 a9 10 
38 0e fe 8f 4c 5b 9b 46 ea 41 f5 b0 08 74 c3 d0 88 33 b6 7c d7 
74 df dc 84 d1 43 0e 75 39 a1 25 40 28 ea 78 cb 0e 2c 2e 39 9d 
8c 8b 6e 16 1c 2f 26 82 10 e2 e3 65 94 0a 04 c0 5e f7 5d 5b f8 
10 e2 d0 ba 7a 4b fb de 37 00 00 1a 5b 28 e3 d2 9c 73 3e 32 87 
98 a1 c9 51 2f d7 de ac 33 b3 4f 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 0b d0 6b a0 d9 e4
• AuthorityKeyIdentifier
• CRLDistributionPoints
• KeyUsage Digital Signature, Non-Repudiation, Certificate Signing, Off-line 

CRL Signing, CRL Signing (c6)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2006-05-16T12:00:00Z

3.2. certSIGN CA Clasa 2(Certificate simple)

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
ServiceName

• Name (en)
• Name (ro)

certSIGN CA Class 2(Simple certificates)
certSIGN CA Clasa 2(Certificate simple)

Service digital identities
X509SubjectName

• X509SubjectName CN=certSIGN CA Class 2,OU=certSIGN CA Class 
2,O=certSIGN,C=RO

Certificate fields details
• Version 3
• serialNumber 20 06 05 16 70 03 02
• X509Certificate -----BEGIN CERTIFICATE-----

MIIE3TCCA8WgAwIBAgIHIAYFFnADAjANBgkqhkiG9w0BAQUF
ADA7MQswCQYDVQQGEwJSTzERMA8GA1UEChMIY2VydFN
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JR04xGTAXBgNVBAsTEGNlcnRTSUdOIFJPT1QgQ0EwHhcNM
DYwNzA3MTg0MDUyWhcNMTYwNzA3MTg0MDUyWjBcMQsw
CQYDVQQGEwJSTzERMA8GA1UEChMIY2VydFNJR04xHDAa
BgNVBAsTE2NlcnRTSUdOIENBIENsYXNzIDIxHDAaBgNVBAM
TE2NlcnRTSUdOIENBIENsYXNzIDIwggEiMA0GCSqGSIb3DQE
BAQUAA4IBDwAwggEKAoIBAQC22SRim/R/OORrFEUyxtGezF
dpvAsHx7UgDSY8I7IGO6NsghwnhBoKEwByaKM69SQB1tf58/K
0UqjrnxN2cChMJLc/qa4DZw+BzIPF4LPZoEHr9OF70d5sFgG68
vbtKSNXWFu4RLRS0LEAdUWatxqiyNRqVrOyBuPMx/nJ0he39
NYGXe/bXg/mhzOr+vGMErRE2Q1s6cqgUAXtLpaNWdoIY/4DR
BFCmW8yAfEhSsNNjqtPT3JhGg7Uw6dR2Vd7RSehi2pSyCgVz
2uoZEg6BuwFgXUqZJ1byCTgTlQPjJRC5q6LPsee6dsMFPcw6fr
pgrDVd5pcwc4ywVW69aj0iw61AgMBAAGjggHDMIIBvzAzBggrB
gEFBQcBAQQnMCUwIwYIKwYBBQUHMAGGF2h0dHA6Ly9vY
3NwLmNlcnRzaWduLnJvMA8GA1UdEwEB/wQFMAMBAf8wDg
YDVR0PAQH/BAQDAgGGMGgGA1UdIwRhMF+AFOCMm9slSb
PxfIbWskKHC9BroNnkoT+kPTA7MQswCQYDVQQGEwJSTzER
MA8GA1UEChMIY2VydFNJR04xGTAXBgNVBAsTEGNlcnRTSU
dOIFJPT1QgQ0GCBiAGBRZwAjAdBgNVHQ4EFgQUt5JBzu090
aFIg04uhF4X2NUL4EcwSQYDVR0gBEIwQDA+BgsrBgEEAYHD
OQEBAjAvMC0GCCsGAQUFBwIBFiFodHRwOi8vd3d3LmNlcnR
zaWduLnJvL3JlcG9zaXRvcnkwgZIGA1UdHwSBijCBhzCBhKCB
gaB/hh9odHRwOi8vY3JsLmNlcnRzaWduLnJvL3Jvb3QuY3Jshlx
sZGFwOi8vbGRhcC5jZXJ0c2lnbi5yby9PVT1jZXJ0U0lHTiBST09
UIENBLE89Y2VydFNJR04sQz1STz9jZXJ0aWZpY2F0ZVJldm9j
YXRpb25MaXN0O2JpbmFyeTANBgkqhkiG9w0BAQUFAAOCA
QEAQNrYJSwqzh/eT6Ui1Z+Uo3gFksH0EF/F4muFyTSt7PBZlWl
+QlDts/5+EZQCMNNc1K6sEH0rafA2e2RMJqgYbgg9P67dHfRC
h8TaDeDHIffxK80Iekjn7ZsIfDWZ+PmZ9xFO1uAX7NiKCxCtJuiE
CsmF7x+UtSVB4NdbHekZbZq/a5cyCh4Axql41KFrlS7B55Go03g
aloqaR0dP6fo4NefqiAaMCR+AArDfjWLWaaTn6vks2Bgl/4C4Uhp
Aw1Goc/zUkSGs5QVlPGgHP+y/tZI3OPf/SqRynnjZ02DuhB+uw
HWZDnPbIewOfO63iuhF0VZEaXjUk1X8btPD0i/Zng==
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN
• IssuerDN OU certSIGN ROOT CA
• IssuerDN O certSIGN
• IssuerDN C RO
• SubjectDN CN certSIGN CA Class 2
• SubjectDN OU certSIGN CA Class 2
• SubjectDN O certSIGN
• SubjectDN C RO
• NotBefore Friday, July 07, 2006 9:40:52 PM
• NotAfter Thursday, July 07, 2016 9:40:52 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 b6 d9 24 62 9b f4 7f 38 e4 6b 14 45 

32 c6 d1 9e cc 57 69 bc 0b 07 c7 b5 20 0d 26 3c 23 b2 06 3b a3 
6c 82 1c 27 84 1a 0a 13 00 72 68 a3 3a f5 24 01 d6 d7 f9 f3 f2 
b4 52 a8 eb 9f 13 76 70 28 4c 24 b7 3f a9 ae 03 67 0f 81 cc 83 
c5 e0 b3 d9 a0 41 eb f4 e1 7b d1 de 6c 16 01 ba f2 f6 ed 29 23 
57 58 5b b8 44 b4 52 d0 b1 00 75 45 9a b7 1a a2 c8 d4 6a 56 b3 
b2 06 e3 cc c7 f9 c9 d2 17 b7 f4 d6 06 5d ef db 5e 0f e6 87 33 
ab fa f1 8c 12 b4 44 d9 0d 6c e9 ca a0 50 05 ed 2e 96 8d 59 da 
08 63 fe 03 44 11 42 99 6f 32 01 f1 21 4a c3 4d 8e ab 4f 4f 72 61 
1a 0e d4 c3 a7 51 d9 57 7b 45 27 a1 8b 6a 52 c8 28 15 cf 6b a8 
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64 48 3a 06 ec 05 81 75 2a 64 9d 5b c8 24 e0 4e 54 0f 8c 94 42 
e6 ae 8b 3e c7 9e e9 db 0c 14 f7 30 e9 fa e9 82 b0 d5 77 9a 5c 
c1 ce 32 c1 55 ba f5 a8 f4 8b 0e b5 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier b7 92 41 ce ed 3d d1 a1 48 83 4e 2e 84 5e 17 d8 d5 0b e0 47
• AuthorityKeyIdentifier e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 0b d0 6b a0 d9 e4
• CRLDistributionPoints URL=http://crl.certsign.ro/root.crl

URL=ldap://ldap.certsign.ro/OU=certSIGN ROOT 
CA,O=certSIGN,C=RO?certificateRevocationList;binary

• KeyUsage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL 
Signing (86)

• SHA256 Cert.hash
ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-

TrustedList/Svcstatus/accredited
StatusStartingTime 2006-05-16T12:00:00Z

3.3. certSIGN Enterprise CA Clasa 3(Certificate pentru organizatii)

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
ServiceName

• Name (en)
• Name (ro)

certSIGN Enterprise CA Class 3(Enterprise certificates)
certSIGN Enterprise CA Clasa 3(Certificate pentru organizatii)

Service digital identities
X509SubjectName

• X509SubjectName CN=certSIGN Enterprise CA Class 3,OU=certSIGN Enterprise CA 
Class 3,O=certSIGN,C=RO

Certificate fields details
• Version 3
• serialNumber 20 06 05 16 70 03 04
• X509Certificate -----BEGIN CERTIFICATE-----

MIIE8zCCA9ugAwIBAgIHIAYFFnADBDANBgkqhkiG9w0BAQUFA
DA7MQswCQYDVQQGEwJSTzERMA8GA1UEChMIY2VydFNJR
04xGTAXBgNVBAsTEGNlcnRTSUdOIFJPT1QgQ0EwHhcNMDY
wNzA3MTg0MzAzWhcNMTYwNzA3MTg0MzAzWjByMQswCQYD
VQQGEwJSTzERMA8GA1UEChMIY2VydFNJR04xJzAlBgNVBAs
THmNlcnRTSUdOIEVudGVycHJpc2UgQ0EgQ2xhc3MgMzEnMC
UGA1UEAxMeY2VydFNJR04gRW50ZXJwcmlzZSBDQSBDbGFz
cyAzMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAx
8FILAhQmfXXAaxtImnZxGVGxXYOI3tYCb2rqc0qVJ7ILi4ee5eAH
iIh4Kpc3IiCocazSP9xIbZ9w8VKkR0ULNSne2XH0sQTRiyCStwM
38TrCa9F0uxxIwPWqnWeGqvVJ4Er3CxcPYTyIH6u1cL0rzc+aXK
WuWn0oTfdJ7P0x1xrGlM2kn/ZkhnjqmBlCcoNS5Xaj89WAqHShp
xrumoPs34U5tY19FmDFmlFMZDfsbFp660XMtSG8Oy4e23q2jM1
R0E9jalplustdhOKPRk52Khrd2EdRD3pHC1Gj2tEPW5UmC7rRzu
Knsszed9qQaYzfpuE2D6wa68Jtubr1yy1gwIDAQABo4IBwzCCAb
8wMwYIKwYBBQUHAQEEJzAlMCMGCCsGAQUFBzABhhdodH
RwOi8vb2NzcC5jZXJ0c2lnbi5ybzAPBgNVHRMBAf8EBTADAQH/
MA4GA1UdDwEB/wQEAwIBhjBoBgNVHSMEYTBfgBTgjJvbJUmz
8XyG1rJChwvQa6DZ5KE/pD0wOzELMAkGA1UEBhMCUk8xETA
PBgNVBAoTCGNlcnRTSUdOMRkwFwYDVQQLExBjZXJ0U0lHTi
BST09UIENBggYgBgUWcAIwHQYDVR0OBBYEFG3NDJQM5Aa
crpZPL4P93rolzidLMEkGA1UdIARCMEAwPgYLKwYBBAGBwzk
BAQMwLzAtBggrBgEFBQcCARYhaHR0cDovL3d3dy5jZXJ0c2lnb
i5yby9yZXBvc2l0b3J5MIGSBgNVHR8EgYowgYcwgYSggYGgf4Y
faHR0cDovL2NybC5jZXJ0c2lnbi5yby9yb290LmNybIZcbGRhcDov
L2xkYXAuY2VydHNpZ24ucm8vT1U9Y2VydFNJR04gUk9PVCBD
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QSxPPWNlcnRTSUdOLEM9Uk8/Y2VydGlmaWNhdGVSZXZvY2
F0aW9uTGlzdDtiaW5hcnkwDQYJKoZIhvcNAQEFBQADggEBAD
8hjo4rB6f47SJSJyyt3rArA5/Ef1QYAB0ViZksco9q0SkwqZ/kJiuWU
9ka7N5gYM7LtOpOc7l7VSlsSl3n4LMk/KLCtx+amGyTEszxDVQ8
e9Lnof6ikl40T6FCfZ7QNLaRC4Htbw4HMrMMpVDiW6jxt7qB8lg3
EeQz1/JvF5lZs9bsEd4RLxETthYcjsjKfyoHsY9FRiHAEHFWLEqP
cKBJ2tmSjQ4aCtaXTE+Xs7Jm37+ydaJlvvC8Kb2nBgX6vglyhfzs
wKghKdQTzjWlPQU/atmIoa3oHNGcaHLcK95AgY3sMYAEtsl1/Za
o3oIb9FT5F9xhK0OcaGdg8bW4Wkw=
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN
• IssuerDN OU certSIGN ROOT CA
• IssuerDN O certSIGN
• IssuerDN C RO
• SubjectDN CN certSIGN Enterprise CA Class 3
• SubjectDN OU certSIGN Enterprise CA Class 3
• SubjectDN O certSIGN
• SubjectDN C RO
• NotBefore Friday, July 07, 2006 9:43:03 PM
• NotAfter Thursday, July 07, 2016 9:43:03 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 c7 c1 48 2c 08 50 99 f5 d7 01 ac 6d 

22 69 d9 c4 65 46 c5 76 0e 23 7b 58 09 bd ab a9 cd 2a 54 9e c8 
2e 2e 1e 7b 97 80 1e 22 21 e0 aa 5c dc 88 82 a1 c6 b3 48 ff 71 
21 b6 7d c3 c5 4a 91 1d 14 2c d4 a7 7b 65 c7 d2 c4 13 46 2c 82 
4a dc 0c df c4 eb 09 af 45 d2 ec 71 23 03 d6 aa 75 9e 1a ab d5 
27 81 2b dc 2c 5c 3d 84 f2 20 7e ae d5 c2 f4 af 37 3e 69 72 96 b9 
69 f4 a1 37 dd 27 b3 f4 c7 5c 6b 1a 53 36 92 7f d9 92 19 e3 aa 
60 65 09 ca 0d 4b 95 da 8f cf 56 02 a1 d2 86 9c 6b ba 6a 0f b3 7e 
14 e6 d6 35 f4 59 83 16 69 45 31 90 df b1 b1 69 eb ad 17 32 d4 
86 f0 ec b8 7b 6d ea da 33 35 47 41 3d 8d a9 69 96 eb 2d 76 13 
8a 3d 19 39 d8 a8 6b 77 61 1d 44 3d e9 1c 2d 46 8f 6b 44 3d 6e 
54 98 2e eb 47 3b 8a 9e cb 33 79 df 6a 41 a6 33 7e 9b 84 d8 3e 
b0 6b af 09 b6 e6 eb d7 2c b5 83 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier 6d cd 0c 94 0c e4 06 9c ae 96 4f 2f 83 fd de ba 25 ce 27 4b
• AuthorityKeyIdentifier e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 0b d0 6b a0 d9 e4
• CRLDistributionPoints URL=http://crl.certsign.ro/root.crl

URL=ldap://ldap.certsign.ro/OU=certSIGN ROOT 
CA,O=certSIGN,C=RO?certificateRevocationList;binary

• KeyUsage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL 
Signing (86)

• SHA256 Cert.hash
ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-

TrustedList/Svcstatus/accredited
StatusStartingTime 2006-05-16T12:00:00Z

3.4. certSIGN Qualified CA Clasa 3(Certificate calificate)

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/QC
ServiceName

• Name (en)
• Name (ro)

certSIGN Qualified CA Class 3(Qualified certificates)
certSIGN Qualified CA Clasa 3(Certificate calificate)

Service digital identities
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X509SubjectName
• X509SubjectName CN=certSIGN Qualified CA Class 3,OU=certSIGN Qualified CA 

Class 3,O=certSIGN,C=RO
Certificate fields details

• Version 3
• serialNumber 20 06 05 16 70 03 03
• X509Certificate -----BEGIN CERTIFICATE-----

MIIFLTCCBBWgAwIBAgIHIAYFFnADAzANBgkqhkiG9w0BAQUF
ADA7MQswCQYDVQQGEwJSTzERMA8GA1UEChMIY2VydFNJ
R04xGTAXBgNVBAsTEGNlcnRTSUdOIFJPT1QgQ0EwHhcNMD
YwNzA3MTg0MjE3WhcNMTYwNzA3MTg0MjE3WjBwMQswCQY
DVQQGEwJSTzERMA8GA1UEChMIY2VydFNJR04xJjAkBgNVB
AsTHWNlcnRTSUdOIFF1YWxpZmllZCBDQSBDbGFzcyAzMSYw
JAYDVQQDEx1jZXJ0U0lHTiBRdWFsaWZpZWQgQ0EgQ2xhc3M
gMzCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEB
AI6X1g0Ra2GpHDXcC17pMRwPduAB+Uz/T5o8hZGCiwgKendb
OD5ZTlgwRUZB5IE5nSz6MmnWQEtwIDcrKPyHCSm0byOlx5RSj
L+sU2Kz233GjpKjdx88hT2//49xVihqVW4tPq5P0CmX7YpmfU3Rj
DRdIjfpCj9c07JJIfLG4bxR2xhaPbfkPNqfdf6wkAQur+zVW2DGcU
pwl6jfBN9xHqoLASNYT6CqpNkmMfp86ZXEHk7S/ZOrU5tO8P91
4SGlW9XUs0YHVWi8TcfjrjUTREigVwZ4OeSaH8u5s4k+UhheyN
ZrewK511UbIwi+0ritwxrUsouwV9T4PfXmCmcTohMCAwEAAaOC
Af8wggH7MDMGCCsGAQUFBwEBBCcwJTAjBggrBgEFBQcwAY
YXaHR0cDovL29jc3AuY2VydHNpZ24ucm8wDwYDVR0TAQH/B
AUwAwEB/zAOBgNVHQ8BAf8EBAMCAYYwaAYDVR0jBGEwX4
AU4Iyb2yVJs/F8htayQocL0Gug2eShP6Q9MDsxCzAJBgNVBAYT
AlJPMREwDwYDVQQKEwhjZXJ0U0lHTjEZMBcGA1UECxMQY2
VydFNJR04gUk9PVCBDQYIGIAYFFnACMB0GA1UdDgQWBBS
Qg8MtnCgXgwOcPa4Tyncw8hejRjCBhAYDVR0gBH0wezA+Bgsr
BgEEAYHDOQEBAzAvMC0GCCsGAQUFBwIBFiFodHRwOi8vd3
d3LmNlcnRzaWduLnJvL3JlcG9zaXRvcnkwOQYGBACLMAEBM
C8wLQYIKwYBBQUHAgEWIWh0dHA6Ly93d3cuY2VydHNpZ24u
cm8vcmVwb3NpdG9yeTCBkgYDVR0fBIGKMIGHMIGEoIGBoH+
GH2h0dHA6Ly9jcmwuY2VydHNpZ24ucm8vcm9vdC5jcmyGXGxk
YXA6Ly9sZGFwLmNlcnRzaWduLnJvL09VPWNlcnRTSUdOIFJP
T1QgQ0EsTz1jZXJ0U0lHTixDPVJPP2NlcnRpZmljYXRlUmV2b2N
hdGlvbkxpc3Q7YmluYXJ5MA0GCSqGSIb3DQEBBQUAA4IBAQ
ASFe/7T4ESwPy8F+GxKE81enMBZ1XOXNN+YjyhfO71Dt9A4nl
G3FrYxXlKmMMkCl7Y2JW1j+pVmx44E4TfGzKPZTvYq7x93DoW
HjiLBmxyYzVhAHvk3dhragLLBW+0G4HeF6XXDgNkJwP4fClBFn
PPyQz8e4s6UV7zDZGlfJcdBof1wLAcrBYr0rrauYqCKOw56oqeP
wDAw1xenWTlMh3Y8xWDVB6iLes5HA5ed8C811IFHy5ms0BhV
Ybb2mKM1BLqQSAczOxXHv7YPBO+F+6+oI1YfJ2hvEXqAkzlqfx
bUh0FqBe+IN4FW+Z+/Q7KSr4rPrAdODVx4BgZ8IfaruYw
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN
• IssuerDN OU certSIGN ROOT CA
• IssuerDN O certSIGN
• IssuerDN C RO
• SubjectDN CN certSIGN Qualified CA Class 3
• SubjectDN OU certSIGN Qualified CA Class 3
• SubjectDN O certSIGN
• SubjectDN C RO
• NotBefore Friday, July 07, 2006 9:42:17 PM
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• NotAfter Thursday, July 07, 2016 9:42:17 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 8e 97 d6 0d 11 6b 61 a9 1c 35 dc 0b 

5e e9 31 1c 0f 76 e0 01 f9 4c ff 4f 9a 3c 85 91 82 8b 08 0a 7a 77 
5b 38 3e 59 4e 58 30 45 46 41 e4 81 39 9d 2c fa 32 69 d6 40 4b 
70 20 37 2b 28 fc 87 09 29 b4 6f 23 a5 c7 94 52 8c bf ac 53 62 b3 
db 7d c6 8e 92 a3 77 1f 3c 85 3d bf ff 8f 71 56 28 6a 55 6e 2d 3e 
ae 4f d0 29 97 ed 8a 66 7d 4d d1 8c 34 5d 22 37 e9 0a 3f 5c d3 
b2 49 21 f2 c6 e1 bc 51 db 18 5a 3d b7 e4 3c da 9f 75 fe b0 90 04 
2e af ec d5 5b 60 c6 71 4a 70 97 a8 df 04 df 71 1e aa 0b 01 23 
58 4f a0 aa a4 d9 26 31 fa 7c e9 95 c4 1e 4e d2 fd 93 ab 53 9b 
4e f0 ff 75 e1 21 a5 5b d5 d4 b3 46 07 55 68 bc 4d c7 e3 ae 35 
13 44 48 a0 57 06 78 39 e4 9a 1f cb b9 b3 89 3e 52 18 5e c8 d6 
6b 7b 02 b9 d7 55 1b 23 08 be d2 b8 ad c3 1a d4 b2 8b b0 57 d4 
f8 3d f5 e6 0a 67 13 a2 13 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier 90 83 c3 2d 9c 28 17 83 03 9c 3d ae 13 ca 77 30 f2 17 a3 46
• AuthorityKeyIdentifier e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 0b d0 6b a0 d9 e4
• CRLDistributionPoints URL=http://crl.certsign.ro/root.crl

URL=ldap://ldap.certsign.ro/OU=certSIGN ROOT 
CA,O=certSIGN,C=RO?certificateRevocationList;binary

• KeyUsage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL 
Signing (86)

• SHA256 Cert.hash
ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-

TrustedList/Svcstatus/accredited
StatusStartingTime 2006-05-16T12:00:00Z

3.5. certSIGN Non-Repudiation CA Class 4(Certificate pentru nerepudiere)

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
ServiceName

• Name (en)
• Name (ro)

certSIGN Non-Repudiation CA Class 4(Non-Repudiation 
certificates)
certSIGN Non-Repudiation CA Class 4(Certificate pentru 
nerepudiere)

Service digital identities
X509SubjectName

• X509SubjectName CN=certSIGN Non-Repudiation CA Class 4,OU=certSIGN Non-
Repudiation CA Class 4,O=certSIGN,C=RO

Certificate fields details
• Version 3
• serialNumber 20 06 05 16 70 03 05
• X509Certificate -----BEGIN CERTIFICATE-----

MIIE/TCCA+WgAwIBAgIHIAYFFnADBTANBgkqhkiG9w0BAQUF
ADA7MQswCQYDVQQGEwJSTzERMA8GA1UEChMIY2VydFNJ
R04xGTAXBgNVBAsTEGNlcnRTSUdOIFJPT1QgQ0EwHhcNMD
YwNzA3MTg0MzQwWhcNMTYwNzA3MTg0MzQwWjB8MQswCQ
YDVQQGEwJSTzERMA8GA1UEChMIY2VydFNJR04xLDAqBgN
VBAsTI2NlcnRTSUdOIE5vbi1SZXB1ZGlhdGlvbiBDQSBDbGFzcy
A0MSwwKgYDVQQDEyNjZXJ0U0lHTiBOb24tUmVwdWRpYXRp
b24gQ0EgQ2xhc3MgNDCCASIwDQYJKoZIhvcNAQEBBQADggE
PADCCAQoCggEBANj3aYbDtPIP0tGoYoasffaaUhja4gQCs2lQlA
BHN4dcXTz1aI28GkGj+AJSsrXz2zPuR9q2e15s0yn068V1dZRc4/
me1dA6U6NwsNQHR39wjsRFs/Wl1tqhmV0DWM7zhrs9XNrDrN4
dXjNVyty4cgGlAj8CK/WY7cFhGUDc80/m1UUD7VA8jLR/Zba/AX
8kkZyYj/edkI2CpPD2LDcxjSP81HbWrumN6cXzfkqbX1k2JFObl92
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N801nDmmQV1ArI9V2FwzAmS5MlBFR0McYomT+YfGb1LjB1FU
PXty/yUbvW3QQ+yQtOnJxzX2mrGzemw5ZNiaDgVSYjwe5gCmT
MosCAwEAAaOCAcMwggG/MDMGCCsGAQUFBwEBBCcwJTAj
BggrBgEFBQcwAYYXaHR0cDovL29jc3AuY2VydHNpZ24ucm8w
DwYDVR0TAQH/BAUwAwEB/zAOBgNVHQ8BAf8EBAMCAYYwa
AYDVR0jBGEwX4AU4Iyb2yVJs/F8htayQocL0Gug2eShP6Q9MD
sxCzAJBgNVBAYTAlJPMREwDwYDVQQKEwhjZXJ0U0lHTjEZM
BcGA1UECxMQY2VydFNJR04gUk9PVCBDQYIGIAYFFnACMB0
GA1UdDgQWBBQKV3iMP0dVa/jl47S3A4oo1BV3mjBJBgNVHSA
EQjBAMD4GCysGAQQBgcM5AQEEMC8wLQYIKwYBBQUHAgE
WIWh0dHA6Ly93d3cuY2VydHNpZ24ucm8vcmVwb3NpdG9yeTC
BkgYDVR0fBIGKMIGHMIGEoIGBoH+GH2h0dHA6Ly9jcmwuY2V
ydHNpZ24ucm8vcm9vdC5jcmyGXGxkYXA6Ly9sZGFwLmNlcnRz
aWduLnJvL09VPWNlcnRTSUdOIFJPT1QgQ0EsTz1jZXJ0U0lHTi
xDPVJPP2NlcnRpZmljYXRlUmV2b2NhdGlvbkxpc3Q7YmluYXJ5
MA0GCSqGSIb3DQEBBQUAA4IBAQBZRlySrLeeCQrqjRf7bL0Pv
kWgHydTqv/jQvDbMp/CuPYEoleIgJnWLTd/P/tOGApGZi+X5BXs
Uv1ZuoDYRvIv+NTY8T2ad7C7fSoF1YstbdscAjrvPNscYLvZtH6u
x7MEhlxtaJiMv3o1qeCM+PM7eZJJaH7dDqedY7saJIbLeXJQWIt
hUvIaqyy2CYWq5scypqi3cunnn+qOr/WdMPgch4yu3ljaesTHdVh4
7t3iqmXehCH7W27tMfaEN+Ou0z8+4rTfdNy1JNNG/SZLtGxx+vN
ooH90etAvJaNZsnSL9h+TKXUOBjzywi0POe5/HBNMWnNqDy5l5
+BKezYs/UjX
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN
• IssuerDN OU certSIGN ROOT CA
• IssuerDN O certSIGN
• IssuerDN C RO
• SubjectDN CN certSIGN Non-Repudiation CA Class 4
• SubjectDN OU certSIGN Non-Repudiation CA Class 4
• SubjectDN O certSIGN
• SubjectDN C RO
• NotBefore Friday, July 07, 2006 9:43:40 PM
• NotAfter Thursday, July 07, 2016 9:43:40 PM
• PublicKey 30 82 01 0a 02 82 01 01 00 d8 f7 69 86 c3 b4 f2 0f d2 d1 a8 62 

86 ac 7d f6 9a 52 18 da e2 04 02 b3 69 50 94 00 47 37 87 5c 5d 
3c f5 68 8d bc 1a 41 a3 f8 02 52 b2 b5 f3 db 33 ee 47 da b6 7b 
5e 6c d3 29 f4 eb c5 75 75 94 5c e3 f9 9e d5 d0 3a 53 a3 70 b0 
d4 07 47 7f 70 8e c4 45 b3 f5 a5 d6 da a1 99 5d 03 58 ce f3 86 
bb 3d 5c da c3 ac de 1d 5e 33 55 ca dc b8 72 01 a5 02 3f 02 2b 
f5 98 ed c1 61 19 40 dc f3 4f e6 d5 45 03 ed 50 3c 8c b4 7f 65 b6 
bf 01 7f 24 91 9c 98 8f f7 9d 90 8d 82 a4 f0 f6 2c 37 31 8d 23 fc 
d4 76 d6 ae e9 8d e9 c5 f3 7e 4a 9b 5f 59 36 24 53 9b 97 dd 8d 
f3 4d 67 0e 69 90 57 50 2b 23 d5 76 17 0c c0 99 2e 4c 94 11 51 
d0 c7 18 a2 64 fe 61 f1 9b d4 b8 c1 d4 55 0f 5e dc bf c9 46 ef 5b 
74 10 fb 24 2d 3a 72 71 cd 7d a6 ac 6c de 9b 0e 59 36 26 83 81 
54 98 8f 07 b9 80 29 93 32 8b 02 03 01 00 01

• BasicConstraints IsCA:true
• SubjectKeyIdentifier 0a 57 78 8c 3f 47 55 6b f8 e5 e3 b4 b7 03 8a 28 d4 15 77 9a
• AuthorityKeyIdentifier e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 0b d0 6b a0 d9 e4
• CRLDistributionPoints URL=http://crl.certsign.ro/root.crl

URL=ldap://ldap.certsign.ro/OU=certSIGN ROOT 
CA,O=certSIGN,C=RO?certificateRevocationList;binary

• KeyUsage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL 
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Signing (86)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2006-05-16T12:00:00Z

3.6. certSIGN Autoritate de Marcare Temporala

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
ServiceName

• Name (en)
• Name (ro)

certSIGN Timestamping Authority
certSIGN Autoritate de Marcare Temporala

Service digital identities
X509SubjectName

• X509SubjectName SERIALNUMBER=2009022001,CN=certSAFE Time Stamping 
Authority 1,OU=certSAFE Time Stamping 
Authority,O=certSIGN,C=RO

Certificate fields details
• Version 3
• serialNumber 20 06 05 16 70 04 05 02
• X509Certificate -----BEGIN CERTIFICATE-----

MIIFITCCBAmgAwIBAgIIIAYFFnAEBQIwDQYJKoZIhvcNAQEFB
QAwfDELMAkGA1UEBhMCUk8xETAPBgNVBAoTCGNlcnRTSUd
OMSwwKgYDVQQLEyNjZXJ0U0lHTiBOb24tUmVwdWRpYXRpb
24gQ0EgQ2xhc3MgNDEsMCoGA1UEAxMjY2VydFNJR04gTm9u
LVJlcHVkaWF0aW9uIENBIENsYXNzIDQwHhcNMDkwMjE5MTg
wODQ3WhcNMTEwMjE5MTgwODQ3WjCBjTELMAkGA1UEBhM
CUk8xETAPBgNVBAoTCGNlcnRTSUdOMSkwJwYDVQQLEyBjZ
XJ0U0FGRSBUaW1lIFN0YW1waW5nIEF1dGhvcml0eTErMCkG
A1UEAxMiY2VydFNBRkUgVGltZSBTdGFtcGluZyBBdXRob3Jpd
HkgMTETMBEGA1UEBRMKMjAwOTAyMjAwMTCBnzANBgkqhki
G9w0BAQEFAAOBjQAwgYkCgYEAwPOWp8RxVHlKW5FHjP1yn
Cs6w4o/S8odAznsG6N0liNwalXfF6a9CMd6N0BG8aaubRfzmOd
dplgaerSuaTLAMsXobjaXRYTm1Nza5NS8QBcie9u3/1euuB535x
B3dnRwpqK0H7aQNBC1+U5PqbQUglypCn1TIW+
+RpwovZz4gYECAwEAAaOCAhcwggITMDMGCCsGAQUFBwEB
BCcwJTAjBggrBgEFBQcwAYYXaHR0cDovL29jc3AuY2VydHNpZ
24ucm8wDAYDVR0TAQH/BAIwADAOBgNVHQ8BAf8EBAMCBs
AwaQYDVR0jBGIwYIAUCld4jD9HVWv45eO0twOKKNQVd5qhP6
Q9MDsxCzAJBgNVBAYTAlJPMREwDwYDVQQKEwhjZXJ0U0lH
TjEZMBcGA1UECxMQY2VydFNJR04gUk9PVCBDQYIHIAYFFnA
DBTAdBgNVHQ4EFgQUR6z9CJeNhwlHnQBUW18WUKyafh4wS
QYDVR0gBEIwQDA+BgsrBgEEAYHDOQEBBDAvMC0GCCsGA
QUFBwIBFiFodHRwOi8vd3d3LmNlcnRzaWduLnJvL3JlcG9zaXR
vcnkwgdAGA1UdHwSByDCBxTCBwqCBv6CBvIYhaHR0cDovL2
NybC5jZXJ0c2lnbi5yby9jbGFzczQuY3JshoGWbGRhcDovL2xkYX
AuY2VydHNpZ24ucm8vQ049Y2VydFNJR04gTm9uLVJlcHVkaW
F0aW9uIENBIENsYXNzIDQsT1U9Y2VydFNJR04gTm9uLVJlcHV
kaWF0aW9uIENBIENsYXNzIDQsTz1jZXJ0U0lHTixDPVJPP2Nlcn
RpZmljYXRlUmV2b2NhdGlvbkxpc3Q7YmluYXJ5MBYGA1UdJQE
B/wQMMAoGCCsGAQUFBwMIMA0GCSqGSIb3DQEBBQUAA4I
BAQCto6yKiQCgA+Nv69zwaqM1BlflfTYGlg/GOumePcvZDn5NR
qH3HqtxUExpKpOo1hCpk7gt/9RprzqEiYEDRMRqE1aFfw/3ian5o
oN+j0O6qvRzkYd5CANtUP+/5e89psNKnk4FSUehm6l6I0FkdRdw
7BUq9dwDdExrxCZwC/sNcxM1iNk1n7D77xRcWUOjdu2l8Xw1mf
mUDxRtnvXOfXtZkTnuqheU3jAnaniRBPBxdy3Ayei3k1Ync7qotR
ClwjStMBykpyeTlc0/w7CZlSbJh8CmCI9uqT5hpzhrTJ81HWfSx/6
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EwkVBdY1aM7wB+2PGRgY9wTOQWg129hWwX87d
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN certSIGN Non-Repudiation CA Class 4
• IssuerDN OU certSIGN Non-Repudiation CA Class 4
• IssuerDN O certSIGN
• IssuerDN C RO
• SubjectDN CN certSAFE Time Stamping Authority 1
• SubjectDN OU certSAFE Time Stamping Authority
• SubjectDN O certSIGN
• SubjectDN C RO
• NotBefore  Thursday, February 19, 2009 9:08:47 PM
• NotAfter  Saturday, February 19, 2011 9:08:47 PM
• PublicKey 30 81 89 02 81 81 00 c0 f3 96 a7 c4 71 54 79 4a 5b 91 47 8c fd 

72 9c 2b 3a c3 8a 3f 4b ca 1d 03 39 ec 1b a3 74 96 23 70 6a 55 
df 17 a6 bd 08 c7 7a 37 40 46 f1 a6 ae 6d 17 f3 98 e7 5d a6 58 
1a 7a b4 ae 69 32 c0 32 c5 e8 6e 36 97 45 84 e6 d4 dc da e4 d4 
bc 40 17 22 7b db b7 ff 57 ae b8 1e 77 e7 10 77 76 74 70 a6 a2 
b4 1f b6 90 34 10 b5 f9 4e 4f a9 b4 14 82 5c a9 0a 7d 53 21 6f be 
46 9c 28 bd 9c f8 81 81 02 03 01 00 01

• BasicConstraints IsCA:false

• SubjectKeyIdentifier 47 ac fd 08 97 8d 87 09 47 9d 00 54 5b 5f 16 50 ac 9a 7e 1e

• AuthorityKeyIdentifier 0a 57 78 8c 3f 47 55 6b f8 e5 e3 b4 b7 03 8a 28 d4 15 77 9a

• CRLDistributionPoints URL=http://crl.certsign.ro/class4.crl
URL=ldap://ldap.certsign.ro/CN=certSIGN Non-Repudiation CA 
Class 4,OU=certSIGN Non-Repudiation CA Class 
4,O=certSIGN,C=RO?certificateRevocationList;binary

• KeyUsage Digital Signature, Non-Repudiation (c0)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2009-02-20T12:00:00Z

3.7. certSIGN Autoritatea de Validare a starii Certificatelor Digitale

ServiceTypeIdentifier http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
ServiceName

• Name (en)
• Name (ro)

certSIGN Digital Certificate Validation Authority
certSIGN Autoritatea de Validare a starii Certificatelor Digitale

Service digital identities
X509SubjectName

• X509SubjectName CN=certSIGN Validation Service,OU=certSIGN Validation 
Service,O=certSIGN,C=RO

Certificate fields details
• Version 3
• serialNumber 20 06 05 16 70 04 04 63
• X509Certificate -----BEGIN CERTIFICATE-----

MIIE/TCCA+WgAwIBAgIIIAYFFnAEBGMwDQYJKoZIhvcNAQEF
BQAwcjELMAkGA1UEBhMCUk8xETAPBgNVBAoTCGNlcnRTSU
dOMScwJQYDVQQLEx5jZXJ0U0lHTiBFbnRlcnByaXNlIENBIENs
YXNzIDMxJzAlBgNVBAMTHmNlcnRTSUdOIEVudGVycHJpc2Ug
Q0EgQ2xhc3MgMzAeFw0xMDAyMDkxMzEwMzZaFw0xMTAyM

ROMANIA Trusted List –according to Decision 2009/767/EC and ETSI TS 102 231 26

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited


DkxMzEwMzZaMGwxCzAJBgNVBAYTAlJPMREwDwYDVQQKE
whjZXJ0U0lHTjEkMCIGA1UECxMbY2VydFNJR04gVmFsaWRhd
GlvbiBTZXJ2aWNlMSQwIgYDVQQDExtjZXJ0U0lHTiBWYWxpZG
F0aW9uIFNlcnZpY2UwgZ8wDQYJKoZIhvcNAQEBBQADgY0AMI
GJAoGBAMquu9tgY5JquKmcYzbrFnfroHrdix+RKr80/vKNnB2IML
Zac5O0sO6mQgTD9Jioaiti+03UPqr9OSFeXtu1Yh/hFccktNy4MO
pGQTSVLEz0bqyDgjda2fqQn/5o931WAV/3i1qUW41MoHyN+jbc
WATTQJn1UyyTONrWeudG9drzAgMBAAGjggIfMIICGzAzBggrB
gEFBQcBAQQnMCUwIwYIKwYBBQUHMAGGF2h0dHA6Ly9vY3
NwLmNlcnRzaWduLnJvMAwGA1UdEwEB/wQCMAAwDgYDVR0
PAQH/BAQDAgbAMGkGA1UdIwRiMGCAFG3NDJQM5AacrpZPL
4P93rolzidLoT+kPTA7MQswCQYDVQQGEwJSTzERMA8GA1UE
ChMIY2VydFNJR04xGTAXBgNVBAsTEGNlcnRTSUdOIFJPT1Qg
Q0GCByAGBRZwAwQwHQYDVR0OBBYEFKZqj0YRUSjDI4erAJ
3nrvXXwgc3MEkGA1UdIARCMEAwPgYLKwYBBAGBwzkBAQM
wLzAtBggrBgEFBQcCARYhaHR0cDovL3d3dy5jZXJ0c2lnbi5yby9
yZXBvc2l0b3J5MIHKBgNVHR8EgcIwgb8wgbyggbmggbaGJWh0
dHA6Ly9jcmwuY2VydHNpZ24ucm8vZW50ZXJwcmlzZS5jcmyGg
YxsZGFwOi8vbGRhcC5jZXJ0c2lnbi5yby9DTj1jZXJ0U0lHTiBFbn
RlcnByaXNlIENBIENsYXNzIDMsT1U9Y2VydFNJR04gRW50ZXJ
wcmlzZSBDQSBDbGFzcyAzLE89Y2VydFNJR04sQz1STz9jZXJ0
aWZpY2F0ZVJldm9jYXRpb25MaXN0O2JpbmFyeTATBgNVHSU
EDDAKBggrBgEFBQcDCTAPBgkrBgEFBQcwAQUEAgUAMA0G
CSqGSIb3DQEBBQUAA4IBAQAbZo0i2ueh1NtizwvUYxwdkkVmf
Rc9SM1nUjEi7MyoRZus0oLjugCZ4omBbIoF77wcKEGKySzw7R
BXvwYI2QgxwRik7pW2pUomMqj1T/tR242cUsWancToegQJJqHq
3EWlNTuwZv74ALMib4ineYU0U4iBw5Qv9ofvGAOnzLRYWQ6B
RhU0unPzvfw4VaqABpulzwyTERXk6NthSjvZuW0N3Fpy6HKwkw
bm3x9AadgO7jDYXEEDHxaPlmZiwO0iNAJoGH2+Ue6GdVKvu5
p9gZfoIefjMTIQxHyk50WAiNVY2y3aMKjP8j+ubAVRVwIeNj6sOE
cujIMhDHr+J5aKMaqL
-----END CERTIFICATE-----

• SigAlg sha1RSA
• SigAlgOID 1.2.840.113549.1.1.5
• IssuerDN CN certSIGN Enterprise CA Class 3
• IssuerDN OU certSIGN Enterprise CA Class 3
• IssuerDN O certSIGN
• IssuerDN C RO
• SubjectDN CN certSIGN Validation Service
• SubjectDN OU certSIGN Validation Service
• SubjectDN O certSIGN
• SubjectDN C RO
• NotBefore  Thursday, February 19, 2009 9:08:47 PM
• NotAfter  Saturday, February 19, 2011 9:08:47 PM
• PublicKey 30 81 89 02 81 81 00 ca ae bb db 60 63 92 6a b8 a9 9c 63 36 eb 

16 77 eb a0 7a dd 8b 1f 91 2a bf 34 fe f2 8d 9c 1d 88 30 b6 5a 73 
93 b4 b0 ee a6 42 04 c3 f4 98 a8 6a 2b 62 fb 4d d4 3e aa fd 39 
21 5e 5e db b5 62 1f e1 15 c7 24 b4 dc b8 30 ea 46 41 34 95 2c 
4c f4 6e ac 83 82 37 5a d9 fa 90 9f fe 68 f7 7d 56 01 5f f7 8b 5a 
94 5b 8d 4c a0 7c 8d fa 36 dc 58 04 d3 40 99 f5 53 2c 93 38 da 
d6 7a e7 46 f5 da f3 02 03 01 00 01

• BasicConstraints IsCA:false
• SubjectKeyIdentifier a6 6a 8f 46 11 51 28 c3 23 87 ab 00 9d e7 ae f5 d7 c2 07 37
• AuthorityKeyIdentifier 6d cd 0c 94 0c e4 06 9c ae 96 4f 2f 83 fd de ba 25 ce 27 4b
• CRLDistributionPoints URL=http://crl.certsign.ro/enterpise.crl

URL=ldap://ldap.certsign.ro/CN=certSIGN Enterprise CA Class 
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3,OU=certSIGN Enterprise CA Class 3,O=certSIGN,C=RO?
certificateRevocationList;binary

• KeyUsage Digital Signature, Non-Repudiation (c0)
• SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/Svcstatus/undersupervision
StatusStartingTime 2006-05-16T12:00:00Z
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