ROMANIA : Trusted List

Scheme Information

TSL Id TrustServiceStatusList — 1
TSLTag http://uri.etsi.org/02331/TSLTag
TSLVersionldentifier 3
TSLSequenceNumber 2
TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/TSLType/generic
SchemeOperatorName
Name [en] MINISTRY OF COMMUNICATION AND INFORMATION
SOCIETY OF ROMANIA
Name [ro] MINISTERUL COMUNICATIILOR Sl  SOCIETATII
INFORMATIONALE
PostalAddress
StreetAddress [en] 14 LIBERTATII BVD. SECTOR 5
Locality [en] BUCHAREST
PostalCode [en] 050706
CountryName[en] RO
PostalAddress
StreetAddress [ro] BD. LIBERTA‘!’II NR.14, SECTOR 5
Locality [ro] BUCURESTI
PostalCode [ro] 050706
CountryName[ro] RO
ElectronicAddress
- URI mailto: office@mcsi.ro
- URI http://www.mcsi.ro
SchemeName
[en] Supervision/Accreditation Status List of certification
services from Certification Service Providers, which are
supervised/accredited by the referenced Scheme Operator
Member State for compliance with the relevant provisions
laid down in Directive 1999/93/EC
[ro] Lista furnizorilor de servicii de certificare digitale calificate,

care sunt supravegheati/acreditati in conformitate cu
Directiva 1999/93/EC si cu legile nationale

SchemelnformationURI
URI [en] http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-

MCSI/Tehnologia-Informatiei/Servicii-

electronice/Semnatura-electronica

URI [ro] http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-
MCSI/Tehnologia-Informatiei/Servicii-
electronice/Semnatura-electronica

StatusDeterminationApproach http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/StatusDetn/appropriate

SchemeTypeCommunityRules
URI http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
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http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/TSLType/generic
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/TSLType/generic
http://uri.etsi.org/02331/TSLTag

URI

TrustedList/schemerules/common

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/schemerules/RO

SchemeTerritory

RO

PolicyOrLegalNotice

TSLLegalNotice [en]

TSLLegalNotice [ro]

The applicable legal framework for the present TSL
implementation of the Trusted List of
supervised/accredited Certification Service Providers for
Romania is the Directive 1999/93/EC of the European
Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures and its
implementation in Romanian laws.

Cadrul legal aplicabil pentru punerea in aplicare a
prezentei Liste de incredere a Furnizorilor de servicii de
certificare supravegheati/acreditati pentru Romania este
Directiva 1999/93/CE a Parlamentului European si a
Consiliului din 13 decembrie 1999 privind un cadru
comunitar pentru semnaturile electronice si de
transpunerea sa in legile romanesti.

HistoricallnformationPeriod

3650

PointersToOtherTSL
- Other TSLPointer

TSLLocation

https://ec.europa.eu/information_society/policy/esignature/
trusted-list/tl-hr.pdf

TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-ECTrustedList/
TSLType/schemes
SchemeOperatorName European Commission
SchemeTypeCommunity | http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
Rules TrustedList/schemerules/CompiledList/
SchemeTerritory EU
MimeType application/pdf
- Other TSLPointer
TSLLocation https://ec.europa.eu/information_society/policy/esignature/
trusted-list/tl-mp.xml
TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-
ECTrustedList/TSLType/schemes
SchemeOperatorName European Commission
SchemeTypeCommunity | http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
Rules TrustedList/schemerules/CompiledList/
SchemeTerritory EU
MimeType application/vnd.etsi.tsl+xml
ListlssueDateTime 2010-05-12T11:37:20Z
NextUpdate
- dateTime 2010-11-12T11:37:20Z
DistributionPoints
- URI http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-

MCSI/Tehnologia-Informatiei/Servicii-
electronice/Semnatura-electronica#

TRUSTED SERVICE PROVIDER LIST
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1. TSP: Trans Sped S.R.L.

TSPName
¢« Name [en]
« Name [ro]

Trans Sped S.R.L.
Trans Sped S.R.L.

PostalAddress
StreetAddress [en]
Locality [en]
PostalCode [en]
CountryName[en]

38 Despot Voda Street
Bucharest

020656

Romania

PostalAddress
StreetAddress [ro]

Strada Despot Voda nr.38

Locality [ro] Bucuresti

PostalCode [ro] 020656

CountryName[ro] Romania
ElectronicAddress

- URI mailto: office@transsped.ro

- _URI http://www.transsped.ro
TSPInformationURI

URI https://ca.transsped.ro/repository/

1.1. Trans Sped Qualified CA Il

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Trans Sped Qualified CA Il
Trans Sped Qualified CA Il

Service digital identities

X509SubjectName

e X509SubjectName

CN = Trans Sped Qualified CA Il, OU = Individual Subscriber
CA, O =Trans Sped SRL, C = RO

Certificate fields details

* \ersion

3

* serialNumber

00 ¢59d 00 01 00 02 2a d3 f4 51 83 89 be 2

*  X509Certificate

MIIFETCCA/mgAwIBAgIPAMWAAAEAAIrT9FGDib7yMAOGCSq
GSIb3DQEBBQUAMHYxCzAJBgNVBAYTAKRFMRwwGgYDVQ
QKExNUQyBUcnVzdENIbnRIciBHbWJIMSIWIAYDVQQLEXIUQ
yBUcnVzdENIbnRIciBDbGFzcyAzIENBMSUwIwYDVQQDExxU
QyBUcnVzdENIbnRIciBDbGFzcyAzIENBIEIUMB4XDTASMTIXM
DASMDAYyOVoXDTIMMTIzMTIXNTk1OVowb]ELMAKGA1UEBhM
CUk8xFzAVBgNVBAoOTDIRyYW5zIFNwZWQgU1JMMSEwWHwWY
DVQQLExhJbmRpdmlkdWFsIFN1YnNjcmliZXIgQOExIzAhBgNV
BAMTGIRyYW5zIFNwZWQgUXVhbGIimaWVKIENBIEIJMIIBIJAN
BgkghkiGOwWOBAQEFAAOCAQ8AMIIBCgKCAQEAYQRkxulKyp
H6rp+KgQodNBJCfILAMRNIXAThuBPT/
+0e1Ays9zOD+xdh7+Uw/evkepUb4H/kevsltc7rWLTdCCzAgKbt
XIfdTi6c4QeDmKIKNCIIvZdIAR6d8rVhByEuUAwWCSixry/xMAOIs
ArnBT1gpSe6HcVISkh2Hdo+ahKZN8oY xire6WX42wmyAMA+E
7i+Yt41zkfDqsSZZgwHQAXQMSIAgTXD2GRseXleArmEOJwBbK
5pMrdJcVmt/zpbFXHb7pFICutC2SvHmMIi0o1mpjHIWeAWG4Pst6
JkNeBDbpuHWABgWBuUK+hBIbP7fdh/Auw7uUM2xg90z9rbB+
Q89wIDAQAB04IBojCCAZ4wgZUGCCsGAQUFBWEBBIGIMIG
FME8GCCsGAQUFBzAChkNodHRwOIi8vd3d3LnRydXNOY2Vu
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC
https://ca.transsped.ro/repository/
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dGVyLmRIL2NIcnRzZXJ2aWNIcy9jYWNIcnRzL3RjX2NsYXNzX
zNfY2FfSUkuY3JOMDIGCCsGAQUFBzABhiZodHRwOIi8vb2Nzc
C50Y2NsYXNzMy1JSS50cnVzdGNIbnRIci5SkZTAfBQNVHSMEG
DAWgBTUovyfs8PYAINXXAekOCSnwPIA1DASBgNVHRMBAf
8ECDAGAQH/AgEAMEWGA1UdIARFMEMwWQQYLKolUACwWBA
QYJAQEwMjAwBggrBgEFBQcCARYkaHROcDovL3d3dy50cnVz
dGNIbnRIci5kZS9ndWIkZWxpbmVzMA4GA1UdDwWEB/wWQEAwI
BBjAdBgNVHQ4EFgQUgMACJIMgVVOpXiMZGvLgm3frM/aYwU
gYDVROfBEswSTBHoEWgQ4ZBaHROcDovL2NybC50Y2NsY X
NzMy1paS50cnVzdGNIbnRIciSkZS9jcmwvdjlvdGNfY2xhc3NfM
19jYV9JSS5jcmwwDQY JKoZIhveNAQEFBQADggEBAJ/PAP4d
5Dh8e1QfeSZG8bKaSd40QBK6DKtvkJdyTBIVZgp9JelQkIgAO
QV4FFKsKhXSXiMVWSjVyEt53wm9htk458nk4Eo0L900y3aMa
KO83zrnGEEpLmLg6RUpbeDPwpNvqAFOrXOK6BrNAXzAG1U
sl44jk6zSAnufJudTy/KoKpoCAHEQqSvu1errQBdTVazzQ560/R6
olPx3mP/SLo808Rqc21C6h1ANaiszRZkqffW426CG6a52z3wax
TSF/HWOnCRMou+iuSnE1SAQBWtU94EYhPOPZ0JoaNSiNCx
CZN7w74HrxNTHfUrEihOOpN6kEzpEefV9860HVQGMjkmc=
----- END CERTIFICATE-----

» SigAlg sha1RSA

» SigAlgOID 1.2.840.113549.1.1.5

* |IssuerDN CN TC TrustCenter Class 3 CA Il
* |ssuerDN OU TC TrustCenter Class 3 CA

* IssuerDN O TC TrustCenter GmbH

* |IssuerDN C DE

SubjectDN CN

Trans Sped Qualified CA Il

SubjectDN OU

Individual Subscriber CA

SubjectDN O

Trans Sped SRL

SubjectDN C

RO

* NotBefore Thursday, December 10, 2009 11:00:29 AM
* NotAfter Wednesday, December 31, 2025 11:59:59 PM
e PublicKey 308201 0a0282010100c9 04 64 c6 e20aca91faae 9f 8a

a90a1d 341242 7¢c 821899 1348 c4 0d 61 b8 13 d3 ffed 1e
d4 Ocacf7 3383fb 1761 efe5 30 fd ebed 7a 95 1b el 7f e4
7a fb 25 b5 ce eb 58 b4 dd 08 2c c0 80 a6 ed 5¢c 87 dd 4e 2e 9¢c
e1 07 83 98 af 64 34 22 08 bd 97 65 01 1e 9d f2 b5 61 07 21 2e
50 0c 02 f2 2¢c 6b cb fc 4c 00 e2 2c 02 b9 c1 4f 5a a9 49 ee 87
71521292 1d 87 76 8f 9a 84 a6 4d f2 86 31 8a b7 ba 59 7e 36
c2 6¢ 80 30 0f 84 ee 2f 98 b7 82 33 91 fO ea b1 26 59 83 01 dO
0314 0c e6 5020 4d 70 f6 19 1b 1e 5¢ 87 80 ae 61 34 27 00
5b 2b 9a 4c¢c ad d2 5¢ 56 6b 7f ce 96 c5 5¢ 76 fb a4 59 42 ba dO
b6 4a f1 e6 8b 4a 35 9a 98 c7 89 67 80 58 6e Of b2 de 89 90 d7
81 0d ba 6e 1d 60 01 81 60 6e 2b €8 41 21 b3 fb 7d d8 7f 02 ec
3b b9 43 36 c6 0f 74 cf da db 07 e4 3¢ f7 02 03 01 00 01

BasicConstraints

IsCA:true

* SubjectKeyldentifier a8 c0 02 24 c8 15 57 4a 57 88 c6 46 bc b8 26 dd fa cc fd a6
» AuthorityKeyldentifier d4 a2 fc 9f b3 ¢3 d8 03 d3 57 5¢ 07 a4 d0 24 a7 c0 f2 00 d4
¢ CRLDistributionPoints URL=http://crl.tcclass3-

ii.trustcenter.de/crl/v2/tc class 3 ca ll.crl
» KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)

SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2008-06-12T00:00:00Z

1.2. Trans Sped SAFE CA Il
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http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
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ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Trans Sped SAFE CA Il
Trans Sped SAFE CA ll

Service digital identities

X509SubjectName

e X509SubjectName

CN = Trans Sped SAFE CA Il, OU = Individual Subscriber CA,
O = Trans Sped SRL, C = RO

Certificate fields details

* Version

3

* serialNumber

68 9¢ 00 01 00 02 28 f1 a5 10 af 07 65 48

*  X509Certificate

MIIFuzCCBKOgAwIBAglOaJwAAQACKPGIEK8HZUgwDQY JKo
ZIhveNAQEFBQAwWdJELMAKGA1UEBhMCREUxHDAaBgNVBA
oTE1RDIFRydXNOQ2VudGVylEdtYkgxljAgBgNVBAsTGVRDIF
RydXN0OQ2VudGVyIENsYXNzIDMgQOExJTABgNVBAMTHFR
DIFRydXN0OQ2VudGVyIENsYXNzIDMgQOEgSUkwHhcNMDkx
MJEXMTIyNDUOWhcNMTkxMjA2ME10TUSWjBpMQswCQYDV
QQGEWJSTzZEXMBUGA1UEChMOVHJhbnMgU3BIZCBTUkwxI
TABgNVBAsSTGEIuZGI2aWR1YWwgU3Vic2NyaWJIciBDQTEe
MBwWGA1UEAXMVVHJhbnMgU3BIZCBTQUZFIENBIEIJMIIBIjA
NBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEApI9z3ktqd2
uODONhZIVgx10YB8dZP316a3pO0FruOXIH1aPs9JqyIXwtj99Y5
PN4Jvg1ae6/w1008Aru58eTJ2FUDFMf3Ce1W3UZSLP6hxkg6
HqqOYJdkkjXFBBu3TUBII6uuhKLZAQoczFVJLGUhPK+hanClo
vH84qWHpEhrUhmxqgj1oxHY7GVtRLOXjAw+yMJQa0z/XM8DN
CmlhakqglLBegydZ2hcrLcG2LiYilzOlpeBQXDpOImr2ebYWRVLQ
7Y2DXBkyTuMO0zz7aGL9SfvPBx5xfCTDPfaw4ektFfvNig4z1ou+
+zjqTZiPYfo3FhxtaofOilvYTkCBDJgJFcGwIDAQAB04ICUjCCA
kdwgZUGCCsGAQUFBWEBBIGIMIGFMDIGCCsGAQUFBzABhO
iZodHRwOIi8vb2NzcC50Y2NsYXNzMy1JSS50cnVzdGNIbnRIci5
kZTBPBggrBgEFBQcwAoZDaHR0OcDovL3d3dy50cnVzdGNIbnR
IciSkZS9jZXJ0c2VydmljiZXMVY 2FjZXJ0cy90Y 19jbGFzc18zX2N
hX0lIJLmNydDAfBgNVHSMEGDAWgBTUovyfs8PYAINXXAekO
CSnwPIA1DASBgNVHRMBAfSECDAGAQH/AgEAMFQGA1UdI
ARNMEswPwYLKolUACWBAQYQAQEwWMDAuBggrBgEFBQcC
ARYiaHROcDovL3d3dy50cmFuc3NwZWQucm8vemVwb3NpdG
9yeTAIBgYEAIswWAQEwWDgYDVROPAQH/BAQDAgEGMBOGA1
UdDgQWBBRIITKXrVCqPFo/1FCEgb00AtI3tDCB+QYDVROfBI
HxMIHuMIHrolHoolHIhkFodHRwOIi8vY3JsLnRjY2xhc3MzLWIpL
NRydXNOY2VudGVyLmRIL2NybC92Mi90Y 19jbGFzc18zX2NhX
OlJLmNyblaBn2xkYXA6Ly93d3cudHJ1c3RjZW50ZXIuZGUvQO
49VEMIMjBUcnVzdENIbnRICIUYyMENSYXNzJTIwMyUyMENBJT
IwSUksTz1UQyUyMFRydXNOQ2VudGVyJTIwR21iSCxPVT1yb
290Y2VydHMsREM9dHJ1c3RjZW50ZXIsREM9ZGU/Y2VydGIm
aWNhdGVSZXZvY2F0aW9uTGIzdD9iYXNIPzANBgkghkiGOw0
BAQUFAAOCAQEAOHTtcizB7nKpf/nFf4XehDMV+
+MhImGTqrzzT7Zw9T6EhGmBubsBZ/U11IGgb8maDqv8B6oiuV
mgCAwPKkIXphaxPs+Shljdg9bFt5a9YO3unr+67gVqvTixFDWfK
YR+aBERw7Mfuf5DOUIT9ro+UCxigFn28Kq7e9zDrSSW3xE20
vwChwlI3+UrAX6kZgHNmWkMyJkpnvwtWMO4kAAUBgP4hLZj6
z7ThRAdf18jWc0VvVm4xVSwoorIxGVS2ILEEu8RotVOUApuUO
HkjBAvO9a5Lz1LadHUGWIS65GG238pPtRtVrdADK870fDQlz/
a4wJRuzgODfRfy3/nJI1ZJ7Y3Hg==

----- END CERTIFICATE-----

* SigAlg

sha1RSA
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC

.+ SigAlgoID

1.2.840.113549.1.1.5

* |ssuerDN CN

TC TrustCenter Class 3 CA Il

¢ [ssuerDN OU

TC TrustCenter Class 3 CA

e |IssuerDN O

TC TrustCenter GmbH

* |ssuerDN C

DE

e SubjectDN CN

Trans Sped SAFE CA Il

* SubjectDN OU

Individual Subscriber CA

»  SubjectDN O

Trans Sped SRL

e SubjectDN C

RO

* NotBefore

Friday, December 11, 2009 2:24:54 PM

* NotAfter

Friday, December 06, 2019 11:59:59 PM

¢ PublicKey

30 82 01 0a 02 82010100 a6 5f 73 de 4b 6a 77 6b 8e Oc €9
e1 66 55 6a c7 5a 18 07 ¢7 59 3f 72 3a 6b 7a 4e d0 5a ee 39
72 07 d5 a3 ec f4 9a b2 95 7c 2d 8f df 58 e4 f3 78 26 fa b5 69
ee bf ¢3 5d 28 fO Oa ee e7 c7 93 27 61 54 Oc 53 1f dc 27 b5 5b
7519 48 b3 fa 87 19 20 e8 7a aa d1 82 5d 92 48 d7 14 10 6e
dd 350194 8e ae ba 12 8b 64 04 28 73 31 55 24 b1 94 84 2
be 85 a9 c222 8bc7 f38a96 1e 91 21 ad 48 66 c6 a8 f5 a3 11
d8 ec 65 6d 44 bd 17 8c Oc 3e ¢8 c2 50 6b 4c ff 5¢ cf 03 34 29
8885a92a2c 17 a0 c9 d6 76 85 cacb 70 6d 8b 89 88 88 cc
€969 78 14 17 Oe 93 88 9a bd 9e 6d 85 91 be d4 3b 63 60 d7
06 4c 93 b8 cd 33 cf b6 86 2f d4 9f bc fO 71 €7 17 c2 4c 33 df
6b Oe 1e 92 d1 5f bc d8 a0 €3 3d 68 bb ef b3 8e a4 d9 88 f6 1f
a37161c6d6 a8 7ce888bd384ed40810c980915¢c1b 02
03 01 00 01

+ BasicConstraints

IsCA:true

* SubjectKeyldentifier

48 23 52 97 ad 50 aa 3c 5a 3f d4 50 84 81 bd 34 02 d2 37 b4

» AuthorityKeyldentifier

d4 a2 fc 9f b3 ¢3 d8 03 d3 57 5¢ 07 a4 d0 24 a7 c0 f2 00 d4

« CRLDistributionPoints

URL=http://crl.tcclass3-
ii.trustcenter.de/crl/v2/tc_class 3 ca_ll.crl
URL=Ildap://www.trustcenter.de/CN=TC
%20TrustCenter%20Class%203%20CA%20I11,0=TC
%20TrustCenter
%20GmbH,OU=rootcerts,DC=trustcenter,DC=de?
certificateRevocationList?base?

 KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2008-06-12T00:00:00Z2

1.3. Trans Sped Qualified CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

* Name (en)
¢ Name (ro)

Trans Sped Qualified CA
Trans Sped Qualified CA

Service digital identities

X509SubjectName

e X509SubjectName

CN = Trans Sped Qualified CA, OU = Individual Subscriber CA,
O =Trans Sped SRL, C =RO

Certificate fields details

¢ Version

3

* serialNumber

49 a8 00 00 00 02 53 Oc 2d 49 85 dc e4 3
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC
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http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

*  X509Certificate

MIIDWTCCAyqgAwIBAgIOSagAAAACUwWWLSY Xc5PMwDQY JKo
ZIhveNAQEFBQAwgbwxCzAJBgNVBAYTAKRFMRAwWDgYDVQ
QIEwdIYW1idXJnMRAwDgYDVQQHEwdIYW1idXJnMTowOAY
DVQQKEzFUQyBUcnVzdENIbnRIciBmb3lgU2VjdXJpdHkgaW4g
RGFOYSBOZXR3b3JrcyBHbWJIMSIWIAYDVQQLExIUQyBUcnV
zdENIbnRIciBDbGFzcyAzIENBMSkwJwY JKoZlhveNAQKBFhpjZ
XJ0aWZpY2F0ZUB0OcnVzdGNIbnRIciSkZTAeFWOWNDEyMTAXxM
DUxMjhaFwOxMDEyMzEyMjUSNTIaMGsxCzAJBgNVBAYTAIJP
MRcwFQYDVQQKEwSUcmFucyBTcGVKIFNSTDEhMB8GA1UE
CxMYSW5kaXZpZHVhbCBTdWJzY3JpYmVyI[ENBMSAwWHgYDV
QQDExdUcmFucyBTcGVKIFF1YWxpZmIlZCBDQTCBnzANBgkq
hkiGOWOBAQEFAAOBjQAwWgYKkCgYEAuXpuuobA57u0XDUU9i/
RZQNdvJuY 1x91GeRnnV72u4L3P+Q+M8thjz6 MiWmduXHNra3
4/iulcFe19Tiq2YgOauuc9rVgNiJO4+j1B3Ri1wEovoYO06oflhVmNe
aNIMv+QVABLOmMWVALtISVi+XuEepR3QrErbaYF2U1fH8P7vs60
0CAWEAAaOCARQwggEQMFWGCCsGAQUFBWEBBFAWTBM
BggrBgEFBQcwAoZAaHROcDovL3d3dy50cnVzdGNIbnRIciSkZS
9jZXJ0c2VydmljiZXMvY2FjZXJ0cy90Y2NsYXNzMyOyMDExLmN
ydDAPBgNVHRMBAfSEBTADAQH/MBgGA1UdIAQRMA8SwWDQY
LKolUACWBAQYJAQEwDgYDVROPAQH/BAQDAGEGMBOGA1
UdDgQWBBT6Id127tVA4vGndyWfxysfvjeG1zBDBgNVHRSEPD
A6MDigNgAOhjJodHRwOIi8vd3d3LnRydXNOY2VudGVyLmRIL2N
ybC92Mi90Y2NsYXNzMyOyMDExLmNybDARBglghkgBhvhCAQ
EEBAMCAQYwDQYJKoZIhveNAQEFBQADgYEAkfYHDfyWCgR
WbMZRNG6+HqWf5GZhLR5MDpxJ3ZEkopWJIBpt2164AHXjvD5s
CW4cW6I1LVhS/D2u5yPVO0Ut2vsdPxel1wWWysvVruOhd7z9L
UZnAFmFWIVbq9eTyCf5IXi/NvBeuea67Np4LEXhjrM26ZkCFXD
VoWGB8SoRdY xk=

» SigAlg

sha1RSA

. SigAlgOID

1.2.840.113549.1.1.5

¢ |ssuerDN CN

TC TrustCenter Class 3 CA

* |ssuerDN OU

TC TrustCenter Class 3 CA

e |ssuerDN O

TC TrustCenter for Security in Data Networks GmbH

e |IssuerDN C

DE

» SubjectDN CN

Trans Sped Qualified CA

e SubjectDN OU

Individual Subscriber CA

e SubjectDN O

Trans Sped SRL

» SubjectDN C

RO

* NotBefore

Friday, December 10, 2004 12:51:28 PM

* NotAfter

Saturday, January 01, 2011 12:59:59 AM

¢ PublicKey

30 8189 02 81 81 00 b9 7a 6e ba 86 cO e7 bb b4 5¢c 35 14 16 2f
d1 65 03 5d bc 9b 98 d7 1f 75 19 e4 67 9d Se f6 bb 82 {7 3f e4

3e 33 cb 61 8f 3e 8¢ 89 69 9d b9 71 cd ad ad f8 fe 2b a5 70 57

b5 f5 38 aa d9 88 Oe 6a eb 9c 6 b5 60 36 22 4e €3 €8 f5 07 74

62 d7 01 28 be 86 34 ea 87 €5 85 59 8d 79 a3 65 32 ff 90 54 00
4b 3a 65 95 02 d2 12 56 2f 97 b8 47 a9 47 74 2b 12 b6 da 60 5d
94 d5 f1 fc 3f bb ec ea 8d 02 03 01 00 01

+ BasicConstraints

IsCA:true

» SubjectKeyldentifier

fa 95 dd 76 ee d5 40 e2 1 a7 77 25 9f c7 2b 1f be 37 86 d7

» AuthorityKeyldentifier

+ CRLDistributionPoints

URL=http://www.trustcenter.de/crl/v2/tcclass3-2011.crl

» KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

* SHA256 Cert.hash
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ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2008-06-12T00:00:00Z

1.4. Trans Sped SAFE CA |

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Trans Sped SAFE CA |
Trans Sped SAFE CA |

Service digital identities

X509SubjectName

e X509SubjectName

CN = Trans Sped SAFE CA [, OU = Individual Subscriber CA, O
= Trans Sped SRL, C =RO

Certificate fields details

* \Version

3

* serialNumber

29 ¢4 00 01 00 02 96 a8 c1 de 58 90 ¢5 76

*  X509Certificate

MIIEKzCCAxOgAwIBAgIOKcQAAQACIqjB3liQxXYwDQYJKoZlh
vcNAQEFBQAWdJELMAKkGA1UEBhMCREUxHDAaBgNVBAoOTE
1RDIFRydXN0Q2VudGVylEdtYkgxljAgBgNVBAsSTGVRDIFRydX
NOQ2VudGVyYIENsYXNzIDMgQOExJTABgNVBAMTHFRDIFRyd
XN0Q2VudGVyYIENsYXNzIDMgQOEgSUkwHhcNMDgwMzA2MT
QyMEXWhcNMTAxMjMxMjl1O0TUSWjBoMQswCQYDVQQGEwJ
STzEXMBUGA1UEChMOVHJhbnMgU3BIZCBTUkwxITAfBgNVB
AsTGEIuZGI2aWR1YWwgU3Vic2NyaWJIciBDQTEdMBsGA1UE
AxMUVHJhbnMgU3BIZCBTQUZFIENBIEkwgZ8wDQY JKoZlhvc
NAQEBBQADgYOAMIGJA0oGBAJ08jB4WUkIx7u19Gt30g7i8d8cS
tkDyarXsvY42nJH3fSa/vVvo10hlYelZtFAOQIEt1WcyDV73jKylvik7
54/0VIPWwtSgkxYPraplpVDvPIc1KtcwN3RD3bjfxPrlOPn6143T
GDEjeacVCcPXUSmydg4mTeZ8NTjVwi3xAAmM5jAgMBAAGjggF
HMIIBQzBCBggrBgEFBQcBAQQ2MDQwMgYIKwYBBQUHMAG
GJmhOdHAGBLY9VY 3NWLNRjY2xhc3MzLUIJLNRydXNOY2VudGV
yLmRIMB8GA1UdIwQYMBaAFNSi/J+zw9gD01dcB6TQJKfA8gD
UMA8GA1UdEWEB/WQFMAMBAf8wWVAYDVROgBEOWSzA/Bgsq
ghQALAEBBhABATAWMC4GCCsGAQUFBwIBFiJodHRwOIi8vd3
d3LnRyYW5zc3BIZC5yby9yZXBvc2l0b3J5MAgGBgQAizABATA
OBgNVHQ8BAfSEBAMCAQYwWHQYDVROOBBYEFMR6x1KEFI]
KAJN+Y4FDFFRz1UGIMEYGA1UdHWQ/MDOwO6A50DeGNWh
0dHAG6LY93d3cudHJ1c3RjZW50ZXIuZGUVY 3JsL3YyL3RjX2NsY
XNzXzNfY2FfSUkuY3JsMAOGCSqGSIb3DQEBBQUAA4IBAQC
uNRZ/0noVi8Xrkq3rdgn75XVt0BG45xg76ILo8fzmQEEk6GjoioVgK
b/kudehnbl86VEOdfeEI6kiL29A9IuK5dvv3Leetz1tbdrduHHSPS6
ULQq7fzKXudTW4EfnU7j3Lr+GQ/R7GoTWQjZ/qztSFILzMi86bhc
6LTFuandbcpfgZDmyOeuKJwvghphkpJxQi/BXjlg+eyuVIYUVp9x
6Dj/tINARAQIfDSAYbOFOJUZ1KUIMx+sAhTyPfU9brACSSZ9%4ei
JVrFHKLBsidYB/x+QYJWhQwG90e5eFJ994Ppkw8rP1QDErGA
QKVYURFbYHGhu9LKTAIhlvx14KKgm352i

----- END CERTIFICATE-----

» SigAlg

sha1RSA

» SigAlgOID

1.2.840.113549.1.1.5

* |ssuerDN CN

TC TrustCenter Class 3 CA Il

¢ |ssuerDN OU

TC TrustCenter Class 3 CA

e |IssuerDN O

TC TrustCenter GmbH

* |ssuerDN C

DE

e SubjectDN CN

Trans Sped SAFE CA |

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 8



http://uri.etsi.org/TrstSvc/Svctype/CA/QC
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

* SubjectDN OU

Individual Subscriber CA

» SubjectDN O

Trans Sped SRL

e SubjectDN C

RO

* NotBefore

Thursday, March 06, 2008 4:22:11 PM

* NotAfter

Saturday, January 01, 2011 12:59:59 AM

¢ PublicKey

308189028181009d3c8c1e 16524971 eeed7d 1adde8
83 b8 bc 77 c7 39 b6 40 f2 6a b5 ec bd 8e 36 9¢c 91 f7 7d 26 bf
bd 5b e8 d4 e8 65 61 e2 19 b4 50 Oe 88 4b 75 59 cc 83 57 bd e3
2b 29 6f 96 4e f9 e3 f3 95 f4 5 b0 b5 28 24 ¢5 83 eb 6a 99 69 54
3b cf 21 cd 4a b5 cc 0d dd 10 f7 6e 37 f1 3e b2 34 3e 7e b5 e3
74 c6 0c 48 de 69 ¢c542 70 f5 d4 4a 6¢ 9d ab 89 93 79 9f 0d 4e
3570 8b 7c 40 02 6e 63 02 03 01 00 01

+ BasicConstraints

IsCA:true

* SubjectKeyldentifier

c4 7ac7 59 04 14 88 ca 00 93 7e 63 81 43 14 54 73 d5 41 a2

» AuthorityKeyldentifier

d4 a2 fc 9f b3 ¢3 d8 03 d3 57 5¢ 07 a4 d0 24 a7 c0 f2 00 d4

* CRLDistributionPoints

URL=http://www.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl

«  KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2008-06-12T00:00:00Z2

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 9



http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

2. TSP: DigiSign S.A.

TSPName

* Name [en] DigiSign S.A.
« Name [ro] DigiSign S.A.
PostalAddress
StreetAddress [en] 2 - 6 Virgil Madgearu Street
Locality [en] Bucharest
PostalCode [en] 014135
CountryName[en] Romania
PostalAddress
StreetAddress [ro] Strada Virgil Madgearu nr. 2 - 6
Locality [ro] Bucuresti
PostalCode [ro] 014135
CountryName[ro] Romania
ElectronicAddress
- URI mailto: sales@digisign.ro
- _URI http://www.digisign.ro
TSPInformationURI
URI http://ca-services.digisign.ro/registru/
http://www.digisign.ro/ro/servicii/semnatura_electronica
http://www.digisign.ro/ro/suport/suport
http://www.digisign.ro/ro/footer/codul_de_practici_si_proceduri
21. Digisign Qualified Root CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
¢ Name (ro)

Digisign Qualified Root CA
Digisign Qualified Root CA

Service digital identities

X509SubjectName

e X509SubjectName

CN = Digisign Qualified Root CA
OU = DigiSign Root CA

O = DigiSign S.A.

C=RO

Certificate fields details

* \ersion

3

* serialNumber

00 92 9a 83 f9 53 4f 50 69

*  X509Certificate

MIIDsDCCApigAwIBAgIJAJKag/ITT1BpMAOGCSqGSIb3DQEBB
QUAMGUxCzAJBgNVBAYTAIJPMRYwWFAYDVQQKEw1EaWdp
U2InbiBTLKEUMRkwFwYDVQQLExBEaWdpU2InbiBSb290IENB
MSMwIQYDVQQDExpEaWdpc2InbiBRdWFsaWZpZWQgUm9vd
CBDQTAeFwOWOTAxMDcxMzU5MjdaFwOyOTAxMDcxMzU5Mj
daMGUxCzAJBgNVBAYTAIJPMRYwWFAYDVQQKEw1EaWdpU2|
nbiBTLKEUMRkwFwYDVQQLExBEaWdpU2InbiBSb290IENBMS
MwlQYDVQQDExpEaWdpc2InbiBRAWFsaWZpZWQgUm9vdCB
DQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggE
BAOMPMNGxhJRB8SAC]jLc27MCqcPCGsMtgoyKoG1vBMa8vb
EZ+O+XDHGWJTRiIoOEFGW23q0JmdqB5408HmIFj1E2iv/SUUN
KdG6c6gOh8R1dvCOp0Cu3X5ps2laelzG20FU4COMURXtBY Uz
WyJKZ/jhywy TtxdrxMHbO9bgOQ/CLYHg3Sm3g6xxvUkReQu3D
cvWIBgKkOQXsUdxkpqyv4i0q15tKJO5bsFjOBA8ezVOelCCvuW
znBLo1PXAhQqSklcnx08b+ZYBbCYhQ63+9ndgfmMIRsoP68Na
dVxqF3PJEPdJgldFgSc635iRnUtGIWw8reVxbbFCdL0/3CuxXKx

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 10


http://uri.etsi.org/TrstSvc/Svctype/CA/QC
http://www.digisign.ro/ro/footer/codul_de_practici_si_proceduri
http://www.digisign.ro/ro/suport/suport
http://www.digisign.ro/ro/servicii/semnatura_electronica
http://ca-services.digisign.ro/registru/
http://www.digisign.ro/
mailto:sales@digisign.ro

cOCAWEAAaNjMGEwWHQYDVROOBBYEFKgc7NJblUtfexHAbIPH
eCbrWw71SMB8GA1UdIwQYMBaAFKgc7NJblUtfexHAbIPHeCbr

W71SMBIGA1UdEWEB/WQIMAYBAfSCAQEwWCwWYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBBQUAA4IBAQBWMWT7N/GG3U6q6
RQLhTf33jqgf+mXz/HWs/AsellvGKHtdm4ZP8zghEgKR2HCU+y
YeiEgyp3YuDplgFvzbIXNo6+tqB+a6Qq9008BRpfWocR4jLgsZvt
stpb5etnPNDAGRDIqC1InCQS4moONgeWIUGEpBT9unK4nUU

C7podFEqGmXYDcMIfV4Bk5g0kELGvOqbOluqel36fpFcjjv7oh00
HMzO5L+meXwek1Xvi1LxccKFKj2cJgDNnSEh6PPOYEHsbK/VO
vNzbybm78bZnTsj+2rXKDncnqfQ2aVoNYLVhH2ws4cxrfrdbfUD

Z7idcGl4S2pfpyBB/SraC9oirOY/

----- END CERTIFICATE-----

* SigAlg

sha1RSA

.+ SigAlgoID

1.2.840.113549.1.1.5

* |ssuerDN CN

Digisign Qualified Root CA

* |ssuerDN OU

DigiSign Root CA

e |ssuerDN O

DigiSign S.A.

* |ssuerDN C

RO

* SubjectDN CN

Digisign Qualified Root CA

e SubjectDN OU

DigiSign Root CA

e SubjectDN O

DigiSign S.A.

e SubjectDN C

RO

* NotBefore

1/7/2009 4:59 PM

* NotAfter

1/7/2029 4:59 PM

e PublicKey

3082 01 0a 0282010100 e9 8f30d1b1849441f120028e
32 dc db b3 02 a9 ¢3 c2 1a c3 2d 82 8¢ 8a a0 6d 6f 04 c6 bc bd
b1 19 f8 ef 97 Oc 71 96 25 34 62 a0 41 46 5b 6d ea 38 99 9d a8
1e 78 d3 c1 e6 94 58 f5 13 68 af fd 25 2e 34 a7 46 €9 ce a0 3a
1f 11 d5 db ¢2 3a 9d 02 bb 75 f9 a6 cd 88 69 €9 73 1b 6d 05 53
80 bd 32 e4 57 b5 fO 58 53 35 b2 24 a6 7f 8e 1c b0 c9 3b 71 76
bc 4c 1d b3 bd 6e 03 90 fc 22 d8 1e 0d d2 9b 78 3a c7 1b d4 91
17 90 bb 70 dc bd 62 01 a8 a9 Oe 41 7b 14 77 19 29 ab 2b f8 8b
4a b5 e6 d2 89 3b 96 ec 16 33 81 03 c7 b3 54 e7 88 08 2b ee 5b
39 c1 2e 8d 4f 5¢ 08 50 a9 29 25 72 7c 74 f1 bf 99 60 16 c2 62
14 3a df ef 67 76 07 e6 32 54 6¢ a0 fe bc 35 a7 55 c6 a1 77 3¢
91 0f 74 98 2574 58 12 73 ad f9 89 19 d4 b4 62 16 c3 ca de 57
16 db 14 27 4b d3 fd c2 bb 15 ca ¢5 cd 02 03 01 00 01

+ BasicConstraints

IsCA:true

* SubjectKeyldentifier

a8 1cecd25b 21 4b 5f7b 11 c0 6e 53 c7 78 26 eb 5b bd 52

» AuthorityKeyldentifier

a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52

« CRLDistributionPoints

URL-= http://crl.digisign.ro/Qualified/drca.crl

« KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-07-01T16:59:00Z

2.2. DIGISIGN PUBLIC

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

DIGISIGN PUBLIC
DIGISIGN PUBLIC

Service digital identities

X509SubjectName

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 11



http://uri.etsi.org/TrstSvc/Svctype/CA/QC
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

X509SubjectName

CN = DIGISIGN PUBLIC
OU = Digisign Public CA
O = Digisign S.A.
C=RO

Certificate fields details

Version

3

serialNumber

7e 79 11 91 53 56 19 ¢c5 b5 c1 8d f8 fc 8e ad b8

X509Certificate

MIIDxDCCAqygAwIBAgIQfnkfkVNWGcW1wY 34/I6tuDANBgkghk
iGOWOBAQUFADBIMQswCQYDVQQGEwWJSTzZEWMBQGA1UE
ChMNRGInaVNpZ24gUy5BLjEZMBcGA1UECXMQRGInaVNpZ2
4gUm9vdCBDQTEjMCEGA1UEAXxMaRGInaXNpZ24gUXVhbGIm
aWVkIFJvb3QgQOEWHhcNMDKwNDIzMTUWMTQ3WhcNMTQw
NDIOMTUwWMTQ3WjBcMQswCQYDVQQGEwWJSTZEWMBQGA1
UEChMNRGInaXNpZ24gUy5BLjEbMBKGATUECXMSRGInaXNp
Z24gUHVibGIljIENBMRgwFgYDVQQDEW9ESUdJUOIHTIBQVUJ
MSUMwggEIMAOGCSqgGSIb3DQEBAQUAA4IBDWAwggEKA0IB
AQDXKXDOF+y8SUjVEwcvQdUMSQENQjVD7PSUgRcVY17+jg
uM9lu7pJoT3AREIO6KkhgAPjLS]PQQZiugZMQvytbspBiFn5E2
GZM/15yXSI38XsXwcGaZkr+70OBNbH5N12LkgmhOWLmM6sIN8Ry
gMO07UzxJNhknXUNpYUKN93dg+5YZOOO0OVHpt6fTfKaBi7wsgX
SvoSZW2IWtR2M/c5pCTiGIKOg8ZewUfWUQITuUPjX+up03x7b
0ZuS+eUr05Z0z3m4P2LVId/CgfnFNugNkn+4Z03uaBuXXXJKid
HsGIRPu6S5eoM4XqJu5AJNZOglo1Z/04vbF4q2m/81/1KO0/map
pAgMBAAGjeTB3MBIGA1UdEWEB/WQIMAYBAfSCAQAWEQYJ
Y1ZIAYb4QgEBBAQDAgEGMA4GA1UdDWEB/WQEAwIBBjAdBg
NVHQ4EFgQUN7PV8s6d5htG6GW4rS7VnixpDtOwHwWYDVRO|B
BgwFoAUqBzs0IshS197EcBuU8d4JutbvVIwDQY JKoZIhveNAQE
FBQADggEBAFtvWmMPmMcxJAAIBMG7ENzDpGRFVYNSFMCNNT
D50Lmev0YDuZwoxel+WYeqoLHFtpPVA5SAImgoTdGVMErpRT
c9YgP5EGCsvPEjglZeVVNTegHURfKi7rgCD+6DUSfaPN3MybM
DyGVONwNvnO732BNfVeFfuiJ8LOWpONOLTbtFcFDauH6uY6eB
YanCbFCrwWiKF26/zc6fODQn/GN5xgX24vnUsum8/zhGhDzJ8x
QvLoX36vNOcxPk8Nd/9nnVgIFXQTI96RNSTI]jAiV2ajct7iYNVPIEG
2pWYh17vMhNrde+C3bWraVXR6onOBY7CBaEp8gW7cbyDPS
6GDSR1m5RIKvCI=

SigAlg

sha1RSA

SigAlgOID

1.2.840.113549.1.1.5

IssuerDN CN

Digisign Qualified Root CA

IssuerDN OU

DigiSign Root CA

IssuerDN O

DigiSign S.A.

IssuerDN C

RO

SubjectDN CN

DIGISIGN PUBLIC

SubjectDN OU

Digisign Public CA

SubjectDN O

Digisign S.A.

SubjectDN C

RO

* NotBefore 4/23/2009 6:01 PM
* NotAfter 4/24/2014 6:01 PM
* PublicKey 308201 0a0282010100d72970ce 17 ec bc 4948 d5 13 07

2f41d50ce5 0127 aa 3543 ecf494 8117 1563 5e fe 8e Ob
8c f4 8b bb a4 9a 13 dc 04 44 20 ee 8a 92 1a 80 3e 32 d2 8c f4
10 66 2b a0 64 c4 2f ca d6 ec a4 18 85 9f 91 36 19 93 3f 97 9c
97 48 8d fc 5e ¢5 f0 70 66 99 92 bf bb 38 13 5b 1f 93 75 d8 b9
20 9a 1f 56 2e 6e ac 96 7f 11 ca 03 34 ed 4c f1 24 d8 64 9d 75
0d a5 85 0a 37 dd dd 83 ee 58 64 €3 8e 54 7a 6d €9 f4 df 29 a0
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62 ef Ob 20 5d 2b e8 49 95 b6 95 6b 51 d8 cf dc e6 90 93 88 62
Oa 3a af 19 7b 05 1f 59 44 25 4e e5 0f 8d 7f ae a7 4d f1 ed ba 19
b9 2f 9e 52 bd 39 67 4c f7 9b 83 6 2d 59 5d fc 28 1f 9c 53 6e 80
d9 27 fb 86 74 de e6 81 b9 75 d7 24 a8 9d 1e c1 88 44 fb ba 4b
97 a8 33 85 ea 26 ee 40 24 d6 4e 82 5a 35 67 fd 38 bd b1 78 ab
69 bf fO 8f f5 28 ed 3f 99 aa 69 02 03 01 00 01

+ BasicConstraints

IsCA:true

« SubjectKeyldentifier

37 b3 d5 f2 ce 9d e6 1b 46 e8 65 b8 ad 2e d5 9e 5¢ 69 Oe dd

» AuthorityKeyldentifier

a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52

* CRLDistributionPoints

URL= http://crl.digisign.ro/Qualified/drca.crl

« KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

* SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-23-04T18:01:00Z

2.3. DIGISIGN FOR UNNPR

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

DIGISIGN FOR UNNPR
DIGISIGN FOR UNNPR

Service digital identities

X509SubjectName

e X509SubjectName

CN = DIGISIGN FOR UNNPR

OU = UNNPR
O = Autoritati Digisign
C=RO
Certificate fields details
* Version 3

* serialNumber

7e 79 11 91 53 56 19 ¢5 b5 c1 8d 8 fc 8e ad bb

*  X509Certificate

MIID+jCCAuKgAwIBAgIQfnkfkVNWGcW1wY 34/I16tuzANBgkghki
G9wOBAQUFADBIMQswCQYDVQQGEwWJSTzZEWMBQGA1UEC
hMNRGInaVNpZ24gUy5BL|EZMBcGA1UECXMQRGInaVNpZ24
gUm9vdCBDQTEjMCEGA1UEAxMaRGInaXNpZ24gUXVhbGIma
WVKIFJvb3QgQOEWHhcNMDKwWNTI2ZMTIMNTEXWhcNMTQWNTI
SMTIMNTEXWjBYMQswCQYDVQQGEwWJSTzEcMBoGA1UECh
MTQXV0b3JpdGF0aSBEaWdpc2lnbjEOMAWGA1UECXMFVU5S
OUFIxGzAZBgNVBAMTEKRJROITSUdOIEZPUIBVTk5QUjCCAS
IwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMFJrR4r
tMgTzSm750ErL1LT9QLB12pg+Emx1Qvy7hwm9Vaa/2610/8m
YWRGB97Na9WtMT+gc+Cpgz/o+51Ck+n20IReokQnygg53RAjY
8jI3ZIREB+BX0tKyfkUPZZuowvdYwet97hONG5/0FrkX9rNBNkb/
Fusis3oxhSOJrWLuUYDmMNmyh8JIvrfpSjibFmxP3uvO+AxjtSW
xIH+XYaPUMSqpMbnGnj/2Euak3191Z2ulN8hBybKODL1JtzCjYp
JIFYZMO9XZs5KxdFRt6c+PymHGCdoeqE49lkdbYwPbWTpCum
nBHcDXu+aFC+aks0aE2llulfh07Qtq9K45ukCAWEAAaOBsjCBrz
A2BglghkgBhvhCAQgEKRYnaHROcDovL3d3dySkaWdpc2InbiSy
by91dGlscy9yby9jcHAucGRmMBIGA1UdEWEB/WQIMAYBAf8C
AQAWEQYJYIZIAYb4QgEBBAQDAgEGMA4GA1UdDWEB/WQE
AwIBBjAdBgNVHQ4EFgQU5+fEPIhpQE90X4aAMts7MyPIgBsw
HwYDVROjBBgwFoAUqBzs0IshS197EcBuU8d4JutbvVIwDQYJK
0ZIhveNAQEFBQADggEBABQ5GR19S0fQMmrM3FKJcOL6+uel
O0PiONsRsDKDd70mM58fvhgU8exwB1i6zU/WAugNvQOUHEHCc
njAaSQ47X5MMIVidI/DCBktlyYj/gkMICWNWGulMi2XVBlo6ke8S
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EAZWpkvJOw2JOGZ+pDcBHaVTSvwiBbbKwMVkIz53J3xaEf01
02YUY+Ep6VIDOgRZ7GFgPO4MMZPL/fLA/9YZzoH9I61n9zEyv
O5kvMnzYB7/jpZGRbeZKobcj8LxLzW+k739WxMAZzWx9AfSIJW
Y/DyEV6rFcY 1bX2nscegeikbTohtWlyXczvZjbnkQE36jm0C+ailL.C
4Z3xvWVLnl71Qhh1aMU=

» SigAlg

sha1RSA

. SigAlgOID

1.2.840.113549.1.1.5

¢ |ssuerDN CN

Digisign Qualified Root CA

* |ssuerDN OU

DigiSign Root CA

* lIssuerDN O DigiSign S.A.

* IssuerDN C RO

»  SubjectDN CN DIGISIGN FOR UNNPR
*  SubjectDN OU UNNPR

* SubjectDN O Autoritati Digisign

» SubjectDN C RO

* NotBefore

5/26/2009 3:55 PM

* NotAfter

5/27/2014 3:55 PM

¢ Publickey

3082010a0282010100c149ad 1e 2b b4 c8 13 cd 29 bb e4
el 2b 2f 52 d3 502 c1 d7 6a 60 f8 49 b1 d5 Ob f2 ee 1c 26 f5 56
9a ff 6e b5 a3 ff 26 63 04 46 07 de cd 6b d5 ad 31 3fa0 73 e0 a9
83 3f e8 fb 92 02 93 €9 f6 38 84 5e a2 44 27 ca 08 39 dd 10 23
63 c8 c8 dd 99 51 10 1f 81 5f 4b 4a c9 f9 14 3d 96 6e a3 Ob dd
63 07 ad f7 b8 7d 34 6e 7f a0 5a e4 5f da cd 04 d9 1b fc 5b ac
8a cd e8 c6 14 8e 26 b5 8b b9 46 03 98 c3 66 ca 1f 09 22 fa df
ab 28 e2 6¢ 59 b1 3f 7b af 3b e0 31 8e d4 96 c6 51 fe 5d 86 8f
50 c4 aaad c6e7 1a 78 ff d8 4b 9a 93 79 7d d5 9d ae 20 df 21
07 26 ca 38 32 f5 26 dc c2 8d 8a 49 b5 f6 19 30 ef 57 66 ce 4a
c5d1 51 b7 a7 3e 3f29 87 18 27 68 7a a1 38 f6 59 09 6d 8¢ Of
6d 64 e9 0ae9 a7 04 77 03 5e ef 9a 14 2f 9a 92 cd 1a 13 62 08
b8 87 e1 d3 b4 2d ab d2 b8 e6 €9 02 03 01 00 01

+ BasicConstraints

IsCA:true

* SubjectKeyldentifier

e7 e7 ¢4 3c 88 69 40 4f 74 5f 86 80 32 db 3b 33 23 ¢8 80 1b

» AuthorityKeyldentifier

a8 1cec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52

* CRLDistributionPoints

URL= http://crl.digisign.ro/Qualified/drca.crl

» KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-26-05T15:55:00Z

24, Institutul pentru Tehnologii Avansate

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Institutul pentru Tehnologii Avansate
Institutul pentru Tehnologii Avansate

Service digital identities

X509SubjectName

CN = Institutul pentru Tehnologii Avansate
OU = Tehnologia Informatiei
O = Autoritati Digisign

»  X509SubjectName

CN = Institutul pentru Tehnologii Avansate
OU = Tehnologia Informatiei
O = Autoritati Digisign

Certificate fields details
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Version

3

serialNumber

7e 79 11 91 53 56 19 ¢5 b5 c1 8d 8 fc 8e ad bc

X509Certificate

MIIEETCCAvmgAwIBAgIQfnkfkVNWGcW1wY 34/16tvDANBgkgh
kiGOwWOBAQUFADBIMQswCQYDVQQGEwWJSTzEWMBQGA1UE
ChMNRGInaVNpZ24gUy5BLJEZMBcGA1UECXMQRGInaVNpZ2
4gUm9vdCBDQTEjMCEGA1UEAXxMaRGInaXNpZ24gUXVhbGIm
aWVKIFJvb3QgQOEWHhcNMDKwWNEXMTYzNTIWWhcNMTQwN;j
EyMTYzNTIwWjBvMRwwGgYDVQQKExXNBdXRvemIOYXRpIER
pZ21zaWduMR8wHQYDVQQLExZUZWhub2xvZ2IhIEluZm9ybW
FOaWVpMS4wLAYDVQQDEyYVJbnNOaXR1dHVsIHBIbnRydSBU
ZWhub2xvZ2IplEF2YW5zYXRIMIIBIJANBgkghkiGOWOBAQEFAA
OCAQ8AMIIBCgKCAQEA8FDM3FFbUibUN/UpP4Hg+IsG9ww3g
rtMUcXOytgeAY5aP1frz9tmF23NDXyg6KzL0ZQ/dWDxtE2SRKQ
TdXRzqgNPBz4RQfIxXRwY 1hZkkaLmOzxOg9V/eUFTIWv3mISbrjK
[ILAMEQ95ZseoAls5Y+sPo1BK2jiMrxMzSBIw7e3B7MTfromfhLf
KHLNeebSofv8K2A6AUDy1WDDEHMb36+xb8VJb8mlval+hjBL
M3HXJYN9ZUAQYj9hSFTrDObZ2zihcLEg4HLRIKwdh7QFjarot
WRekvJMg8USxntVY2NIHTvmQwh2HhkWB2MxX6qolg5y+VGl
H53¢c10BmVogLRS1RQIDAQAB04GyMIGVYMDYGCWCGSAGG
+EIBCAQpFidodHRwOIi8vd3d3LmRpZ2lzaWduLnJvL3V0aWxzL
3JvL2NwcC5wZGYWEgYDVROTAQH/BAgwBgEB/WIBADARBGgIg
hkgBhvhCAQEEBAMCAQYwDgYDVROPAQH/BAQDAgEGMBO
GA1UdDgQWBBQG54mOOKfCE2mY1qfF+quClJVGJDAfBgNV
HSMEGDAWgBSoHOzSWyFLX3sRwG5Tx3gm61u9UjANBgkgh
kiGOWOBAQUFAAOCAQEA2w3t37rd87+VIVcDpLMB20rE3330r
GSvllYe2dM/3Cmk+Qj58aDei8+qCtZE/2JHCq5RkGX084iYaUMrl
CvCh+T6Pp3WqcF56FQQOk4zh2qqkZ2eJP7HItsgDoJtTcMHx2
Oesim9GagGWjPHQ1h83IdLa+dJe5P2w3iSmkpabW9gW3bK+R
FhZ9X3m5zBrCceOxGVIIXOBNLnawP8HfNOQ92CO0yiHcCrEWLX
glZvSN+edeM8zmbGEIns4kWp/LvTaZMKtdBmBriK40FxYbtOUB
sbeJEpiw9ZWVHDNUG6bXdriKJpgsOTy0ol+kBqJaMbO4QQI0+
C7dX1Ud2sB3GtzNw==

SigAlg

sha1RSA

SigAlgOID

1.2.840.113549.1.1.5

IssuerDN CN

Digisign Qualified Root CA

IssuerDN OU

DigiSign Root CA

IssuerDN O

DigiSign S.A.

IssuerDN C

RO

SubjectDN CN

Institutul pentru Tehnologii Avansate

SubjectDN OU

Tehnologia Informatiei

SubjectDN O

Autoritati Digisign

+ NotBefore 6/11/2009 7:35 PM
* NotAfter 6/12/2014 7:35 PM
* PublicKey 308201 0a0282010100f050ccdc515b5226d4 37529

3f 81 e0 fa 5b 06 f7 Oc 37 82 bb 4¢ 51 c5 ce ca d8 1e 01 8e 5a 3f
57 eb cf db 66 17 6d cd 0d 7c a0 e8 ac cb d1 94 3f 75 60 f1 b4
4d 9244 a4 137574 73 a8 d3 c1 ¢cf 84 50 7e 5¢ 51 c1 8d 61 66
49 1a 2e 63 b3 c4 €8 3d 57 f7 94 15 39 56 bf 79 88 49 ba €3 28
82 0b 74 c¢1 10 f7 96 6¢ 7a 80 08 b3 96 3e b0 fa 35 04 ad a3 88
caf1 33348197 0e de dc 1e cc 4d fafa 99 f8 4b 7c a1 cb 35 e7
9b 4a 87 ef fO0 ad 80 €8 05 03 cb 55 83 Oc 41 cc 6f 7e be c5 bf 15
25 bf 26 96 f6 a5 fa 18 ¢c1 2e 6d c7 5¢ 96 0d 5 95 00 a9 88 fd 85
2153 ac339b 67 6¢ce285c2c48381cb47 d2b0 76 1e d0 16
36 ab 6 d5 91 7a 4b c9 32 0f 14 4b 19 ed 55 8d 8d f4 74 ef 99
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0c21d87864581d8ccb7eaaald8839cbe546207e77 73
538199 5a 20 2d 14 b5 45 02 03 01 00 01

+ BasicConstraints

IsCA:true

* SubjectKeyldentifier

06 e7 89 8e 38 a7 c2 13 69 98 d6 a7 c5 fa ab 82 94 95 46 24

» AuthorityKeyldentifier

a8 1cec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52

* CRLDistributionPoints

URL= http://crl.digisign.ro/Qualified/drca.crl

«  KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

+ SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-11-06T19:35:00Z

3. TSP: Certsign S.A.
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TSPName

*  Name [en] Certsign S.A.

« Name [ro] Certsign S.A.
PostalAddress

StreetAddress [en] 107A Oltenitei Avenue

Locality [en] Bucharest

PostalCode [en] 041303

CountryName[en] Romania
PostalAddress

StreetAddress [ro]

Soseaua Oltenitei nr. 107A

Locality [ro] Bucuresti
PostalCode [ro] 041303
CountryName[ro] Romania
ElectronicAddress
-  URI mailto: office@certsign.ro
- _URI http://www.certsign.ro/
TSPInformationURI
URI https://www.certsign.ro/cgi-bin/pubra/pubra/get_cert
http://www.certsign.ro/certsign/resurse/documentatie/documente
-certsign
3.1. certSIGN ROOT CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en)
* Name (ro)

certSIGN ROOT CA
certSIGN ROOT CA

Service digital identities

X509SubjectName

o X509SubjectName

OU=certSIGN ROOT CA,O=certSIGN,C=RO

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 02

*  X509Certificate

MIIDODCCAICgAwIBAgIGIAYFFNACMAOGCSqGSIb3DQEBBQ
UAMDsxCzAJBgNVBAYTAIJPMREwDwYDVQQKEwhjZXJOUOI
HTJEZMBcGATUECxMQY2VydFNJR04gUk9PVCBDQTAeFwOw
NjASMDQxNzlwMDRaFw0zMTA3MDQxNzIwMDRaMDsxCzAJB
gNVBAYTAIJPMREwWDwWYDVQQKEwWhjZXJOUOIHT;EZMBcGA1U
ECxMQY2VydFNJR0O4gUk9PVCBDQTCCASIwDQYJKoZIhveNA
QEBBQADggEPADCCAQoCggEBALczuX71JUqOtdu0KBuqV5D
00SLTZLrTk+jUrlZhQGpgV2hUhE28alQCBf/fm50qrlOHj0rDKH/v
+yv6efHHrfAQUyYSQi2bJqlirr1qjAOm+ukbuW3N7LBeCgV5iLKE
CZbO9xSsAfsT8AzNXDe3i+s5dRdY4zTW2ssHQnIFKquSyAVwd
j1+ZxLGt24gh65AIgoDzMKND5pCCrlUoSe 1b16kQOAT7+j0xbmO
bqQfWwCHTDOIgztnzXdN/chNFDDnU50SVAKOp4yw4sLjmdjltu
FhwvJolQ4uNIIAocEwF73XVVv4EOLQunpL+943AAAaWYyjj0pxzPjK
HmMKHJUS/X3qwzs08 CAWEAAaNCMEAwDwWYDVROTAQH/BAU
wAWEB/zAOBgNVHQ8BAfSEBAMCACYwWHQYDVROOBBYEFO
CMm9sISbPxflbWskKHC9BroNnkMAOGCSqGSIb3DQEBBQUA
A41BAQA+0hyJLjX8+HXd5n9IiPRyTMks1zJO890ZeUe9jjtbkw9Q
SSQTaxQGcu8J06Gh40CEyecYMnQ8SG4Pn0OvU9X7Tk4ZkVJdj
cIDVVc/61JMCopvDISNOFIV20HBS5bcOhH88vLbwZ44gx+FkagQn
[16Z0x2DEW8xXjrJ1/RsCCdtZb3KTafcxQdalOL+HsrOWefmqg5L6I
Jd1hJyMctTEHBDa0GpC9oHRxUIItvBTjD4au8as+x6AJzKNI0eD
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http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
http://www.certsign.ro/certsign/resurse/documentatie/documente-certsign
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https://www.certsign.ro/cgi-bin/pubra/pubra/get_cert
http://www.certsign.ro/
mailto:office@certsign.ro

bZOeStc+vckNwi/nDhDwTqn6Sm1dTk/pwwpEOMfmbZ13pljheX
7NzTogVZ96edhBilL5VaZVDADIN9u6wWk5JRFRYX0KD
----- END CERTIFICATE-----

» SigAlg sha1RSA

e SigAlgOID 1.2.840.113549.1.1.5
* |IssuerDN CN

* |ssuerDN OU certSIGN ROOT CA
e |ssuerDN O certSIGN

* |IssuerDN C RO

SubjectDN CN

SubjectDN OU

certSIGN ROOT CA

SubjectDN O

certSIGN

SubjectDN C

RO

» NotBefore Tuesday, July 04, 2006 8:20:04 PM
» NotAfter Friday, July 04, 2031 8:20:04 PM
* PublicKey 3082 01 0a0282010100b7 33 b9 7e c8 25 4a 8e b5 db b4 28

1b aa 57 90 e8 d1 22 d3 64 ba d3 93 e8 d4 ac 86 61 40 6a 60 57
68 54 84 4d bc 6a 54 02 05 ff df 9b 9a 2a ae 5d 07 8f 4a c3 28 7f
ef fbo 2b fa 79 f1 c¢7 ad f0 10 53 24 90 8b 66 c9 a8 88 ab af 5a a3
00 €9 be ba 46 ee 5b 73 7b 2c 17 82 81 5e 62 2c a1 02 65 b3 bd
c52b 00 7e c4 fc 03 33 57 0d ed e2 fa ce 5d 45 d6 38 cd 35 b6
b2 c1 d0 9c 81 4a aa e4 b2 01 5¢ 1d 8f 5f 99 c4 b1 ad db 88 21
eb 90 08 82 80 f3 30 a3 43 e6 90 82 ae 55 28 49 ed 5b d7 a9 10
38 Oe fe 8f 4c 5b 9b 46 ea 41 5 b0 08 74 c3 dO 88 33 b6 7c d7
74 df dc 84 d1 43 Oe 75 39 a1 25 40 28 ea 78 cb Oe 2c 2e 39 9d
8c 8b 6e 16 1c 2f 26 82 10 e2 e3 65 94 Oa 04 c0 5e f7 5d 5b 8
10 €2 d0 ba 7a 4b fb de 37 00 00 1a 5b 28 e3 d2 9¢c 73 3e 32 87
98 a1 c9 51 2f d7 de ac 33 b3 4f 02 03 01 00 01

BasicConstraints

IsCA:true

* SubjectKeyldentifier e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 Ob d0 6b a0 d9 e4

» AuthorityKeyldentifier

* CRLDistributionPoints

+ KeyUsage Digital Signature, Non-Repudiation, Certificate Signing, Off-line

CRL Signing, CRL Signing (c6)

SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.2.

certSIGN CA Clasa 2(Certificate simple)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/IPKC

ServiceName

* Name (en) certSIGN CA Class 2(Simple certificates)
« Name (ro) certSIGN CA Clasa 2(Certificate simple)
Service digital identities
X509SubjectName
» X509SubjectName CN=certSIGN CA Class 2,0U=certSIGN CA Class

2,0=certSIGN,C=RO

Certificate fields details

 Version 3
» serialNumber 2006 0516 70 03 02
 X509Certificate | -—-- BEGIN CERTIFICATE-----

MIIE3TCCA8WgAwWIBAgGIHIAYFFnADAJANBgkqghkiGOWOBAQUF
ADA7MQswCQYDVQQGEwJSTZzERMA8GATUEChMIY2VydFN
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JRO4xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1QgQOEWHhcNM
DYwWNzA3MTgOMDUyWhcNMTYwNzA3MTgOMDUyWjBcMQsw
CQYDVQQGEwWJSTzERMA8GA1UEChMIY2VydFNJRO4xHDAa
BgNVBASTE2NIcnRTSUdOIENBIENsYXNzIDIxHDAaBgNVBAM
TE2NIcnRTSUdOIENBIENsYXNzIDIwggEIMAOGCSqGSIb3DQE
BAQUAA4IBDwWAwWggEKA0IBAQC22SRim/R/OORrFEUyxtGezF
dpvAsHx7UgDSY8I7IGO6NsghwnhBoKEwByaKM69S QB 1tf58/K
0UqjrnxN2cChMJLc/qa4dDZw+BzIPF4LPZoEHr9OF70d5sFgG68
VbtKSNXWFu4RLRSOLEAdUWatxqiyNRqVrOyBuPMx/nJOhe39
NYGXe/bXg/mhzOr+vGMErRE2Q1s6cqgUAXtLpaNWdolY/4DR
BFCmWB8yAfEhSsNNjqtPT3JhGg7Uw6dR2Vd7RSehi2pSyCgVz
2uo0ZEg6BuwFgXuqZJ1byCTgTIQPjJRC5q6LPsee6dsMFPcw6fr
pgrDVd5pcwcdywVW6E9aj0iwe 1AgMBAAGjggHDMIIBvzAzBggrB
gEFBQcBAQQNMCUwIWYIKwYBBQUHMAGGF2hOdHAGLY9VY
3NwLmNIcnRzaWduLnJvMA8GA1UdEWEB/wQFMAMBAf8wDg
YDVROPAQH/BAQDAgGGMGgGA1UdIwWRhMF+AFOCMm9sISb
PxfloWskKHCO9BroNnkoT+kPTA7MQswCQYDVQQGEwWJSTzER
MABSGA1UEChMIY2VydFNJRO4xGTAXBgNVBASTEGNIcnRTSU
dOIFJPT1QgQOGCBIAGBRZWAjAdBgNVHQ4EFgQUt5JBzu090
aF1g04uhF4X2NUL4EcwSQYDVROgBEIwQDA+BgsrBgEEAYHD
OQEBAJAVMCO0GCCsGAQUFBwIBFiFodHRwOIi8vd3d3LmNIicnR
zaWduLnJvL3JIcG9zaXRvenkwgZIGA1UdHwWSBIjCBhzCBhKCB
gaB/hh9odHRwOIi8vY3JsLmNIcnRzaWduLnJvL3Jvb3QuY3Jshlix
sZGFwOi8vbGRhcC5jZXJ0c2InbiSyby9PVT1jZXJOUOIHTIBSTO09
UIENBLE89Y2VydFNJR04sQz1STz9jZXJ0aWZpY2F0ZVJIdm9j
YXRpb25MaXN0O2JpbmFyeTANBgkghkiGOWOBAQUFAAOCA
QEAQNrYJSwqzh/eT6Ui1Z+Uo3gFksHOEF/FAmuFyTSt7PBZIWI
+QIDts/5+EZQCMNNc1K6sEHOrafA2e2RMJqgYbgg9P67dHfRC
h8TaDeDHIffxK80lekjn7ZsIfDWZ+PmZ9xFO1uAX7NiKCxCtJuiE
CsmF7x+UtSVB4NdbHekZbZqg/a5cyCh4Axql41KFrIS7B55G0o03g
alogaR0dP6fo4NefqiAaMCR+AArDfiWLWaaTn6vks2Bgl/4C4Uhp
Aw1Goc/zUkSGs5QVIPGgHP+y/tZI3SOPf/SqRynnjZ02DuhB+uw
HWZDnPblewOfO63iuhFOVZEaXjUk1X8btPDO0i/Zng==

----- END CERTIFICATE-----

SigAlg sha1RSA

SigAlgOID 1.2.840.113549.1.1.5
IssuerDN CN

IssuerDN OU certSIGN ROOT CA
IssuerDN O certSIGN

IssuerDN C RO

SubjectDN CN

certSIGN CA Class 2

SubjectDN OU

certSIGN CA Class 2

SubjectDN O

certSIGN

SubjectDN C

RO

NotBefore Friday, July 07, 2006 9:40:52 PM
NotAfter Thursday, July 07, 2016 9:40:52 PM
PublicKey 308201 0a0282010100b6d9 24 62 9b f4 7f 38 e4 6b 14 45

32 ¢c6 d1 9e cc 57 69 bc 0b 07 ¢7 b5 20 0d 26 3c 23 b2 06 3b a3
6c 82 1c 27 84 1a0a 13 00 72 68 a3 3a f5 24 01 d6 d7 f9 f3 f2
b4 52 a8 eb 9f 13 76 70 28 4c 24 b7 3f a9 ae 03 67 0f 81 cc 83
c5e0b3d9al41ebfdel7bdlde6c 1601 baf2 6 ed29 23
57 58 5b b8 44 b4 52 d0 b1 00 75 45 9a b7 1a a2 ¢8 d4 6a 56 b3
b2 06 e3 ccc7f9¢c9d2 17 b7 f4 d6 06 5d ef db 5e Of e6 87 33
ab faf1 8c 12 b4 44 d9 0d 6¢ €9 ca a0 50 05 ed 2e 96 8d 59 da
08 63 fe 03 44 11 42 99 6f 32 01 f1 21 4a c3 4d 8e ab 4f 4f 72 61
1a 0e d4 c3 a7 51 d9 57 7b 45 27 a1 8b 6a 52 ¢8 28 15 cf 6b a8
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64 48 3a 06 ec 05 81 75 2a 64 9d 5b c8 24 €0 4e 54 Of 8¢c 94 42
e6 ae 8b 3e c79e e9db 0Oc 14 f7 30 e9 fa e9 82 b0 d5 77 9a 5¢
c1ce 32c155baf5a8f4 8b 0e b502 03010001

e BasicConstraints

IsCA:true

» SubjectKeyldentifier

b7 92 41 ce ed 3d d1 a1 48 83 4e 2e 84 5e 17 d8 d5 Ob e0 47

» AuthorityKeyldentifier

€0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 Ob dO 6b a0 d9 e4

 CRLDistributionPoints

URL=http://crl.certsign.ro/root.crl
URL=Idap://Ildap.certsign.ro/OU=certSIGN ROOT
CA,O=certSIGN,C=R0O?certificateRevocationList;binary

» KeyUsage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL
Signing (86)

+ SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.3. certSIGN Enterprise CA Clasa 3(Certificate pentru organizatii)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en)
* Name (ro)

certSIGN Enterprise CA Class 3(Enterprise certificates)
certSIGN Enterprise CA Clasa 3(Certificate pentru organizatii)

Service digital identities

X509SubjectName

»  X509SubjectName

CN=certSIGN Enterprise CA Class 3,0U=certSIGN Enterprise CA
Class 3,0=certSIGN,C=RO

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 03 04

e X509Certificate

MIIE8zCCA9ugAwIBAgIHIAYFFnADBDANBgkghkiGOWOBAQUFA
DA7MQswCQYDVQQGEwWJSTzZERMA8SGA1UEChMIY2VydFNJR
04xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1QgQOEWHhcNMDY
WNzA3MTgOMzAzWhcNMTYwNzA3MTgOMzAzWjByMQswCQYD
VQQGEwWJSTzZERMASGA1UEChMIY2VydFNJR04xJzAIBgNVBASs
THmMNIcnRTSUdOIEVudGVycHJpc2UgQOEgQ2xhc3MgMzEnMC
UGA1UEAxMeY2VydFNJRO4gRW50ZXJwcmlzZSBDQSBDbGFz
cyAzMIIBIJANBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAX
8FILAhQmMfXXAaxtimnZxGVGxXYOI3tYCb2rqcOqVJ7ILi4dee5eAH
ilh4Kpc3liCocazSP9xIbZ9w8VKKROULNSne2XHOsQTRiyCStwM
38TrCa9FOuxxlwPWqgnWeGqvVJ4Er3CxcPYTylH6u1cLOrzc+axXK
WuWn0oTfdJ7P0x1xrGIM2kn/ZkhnjgmBICcoNS5Xaj89WAqHShp
xrumoPs34U5tY 19FmDFmIFMZDfsbFp660XMtSG80y4e23qg2jM1
ROE9jalplustdhOKPRk52Khrd2EdRD3pHC1Gj2tEPW5UmC7rRzu
Knsszed9gQaYzfpuE2D6wa68Jtubr1yy1gwlDAQABo041BwzCCAb
8wMwYIKwYBBQUHAQEEJzZAIMCMGCCsGAQUFBzABhhdodH
RwQi8vb2NzcC5jZXJ0c2Inbi5ybzAPBgNVHRMBAfSEBTADAQH/
MA4GA1UdDwWEB/WQEAwIBhjBoBgNVHSMEY TBfgBTgjJvbJUmz
8XyG1rJChwvQa6DZ5KE/pDOWOzELMAKGAT1UEBhMCUKSXETA
PBgNVBAOTCGNIcnRTSUdOMRkwFwYDVQQLEXBjZXJOUOIHTi
BSTO9UIENBggYgBgUWCcAIWHQYDVROOBBYEFG3NDJQM5Aa
crpZPL4P93rolzidLMEKGA1UdIARCMEAWPgYLKwYBBAGBwzk
BAQMwLzAtBggrBgEFBQcCARYhaHROcDovL3d3dy5jZXJ0c2Inb
i5yby9yZXBvc2l0b3J5MIGSBgNVHRBEgYowgYcwgYSggYGgfdY
faHROcDovL2NybC5jZXJ0c2Inbi5yby9yb290LmNyblZcbGRhcDov
L2xkYXAuY2VydHNpZ24ucm8vT1U9Y2VydFNJR04gUk9PVCBD
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QSxPPWNIcnRTSUdOLEMY9UkK8/Y2VydGImaWNhdGVSZXZvY?2
FOaW9uTGlzdDtiaW5hcnkwDQYJKoZIhveNAQEFBQADggEBAD
8hjo4rB6f47SJSJyyt3rArAS5/Ef1QYABOViZksco9q0SkwqZ/kJiuwU
9ka7N5gYM7LtOpOc717VSIsSI3n4LMk/KLCtx+amGyTEszxDVQ8
e9Lnof6ikl40T6FCfZ7QNLaRC4Htbw4HMrMMpVDiW6jxt7qB8Ig3
EeQz1/JvF51Zs9bsEd4RLXETthY cjsjKfyoHsY9FRIHAEHFWLEQP
cKBJ2tmSjQ4aCtaXTE+Xs7Jm37+ydadlvwvC8Kb2nBgX6vglyhfzs
wKghKdQTzjWIPQU/atmloa3oHNGcaHLcK95AgY3sMYAEtsI1/Za
030lb9FT5F9xhK0OcaGdg8bW4Wkw=

----- END CERTIFICATE-----

» SigAlg

sha1RSA

. SigAlgOID

1.2.840.113549.1.1.5

e |ssuerDN CN

* |ssuerDN OU

certSIGN ROOT CA

* |ssuerDN O

certSIGN

e |ssuerDN C

RO

»  SubjectDN CN

certSIGN Enterprise CA Class 3

*  SubjectDN OU

certSIGN Enterprise CA Class 3

» SubjectDN O

certSIGN

e SubjectDN C

RO

* NotBefore

Friday, July 07, 2006 9:43:03 PM

* NotAfter

Thursday, July 07, 2016 9:43:03 PM

* PublicKey

308201 0a0282010100c7c1482c0850991f5d7 01 ac 6d
22 69 d9 c4 6546 ¢c5 76 0e 23 7b 58 09 bd ab a9 cd 2a 54 9e c8
2e 2e 1e 7b 97 80 1e 22 21 e0 aa 5¢ dc 88 82 a1 c6 b3 48 ff 71
21 b6 7d c3c54a911d 14 2c d4 a7 7b 65 c7 d2 c4 13 46 2¢c 82
4adcOcdfcd eb09 af45d2 ec 71 23 03 d6 aa 75 9e 1a ab d5
27 81 2b dc 2¢c 5¢ 3d 84 f2 20 7e ae d5 c2 f4 af 37 3e 69 72 96 b9
69 f4 a1 37 dd 27 b3 f4 c7 5¢c 6b 1a 53 36 92 7f d9 92 19 e3 aa
60 65 09 ca 0d 4b 95 da 8f cf 56 02 a1 d2 86 9c 6b ba 6a 0f b3 7e
14 €6 d6 354 59 83 16 69 45 31 90 df b1 b1 69 eb ad 17 32 d4
86 fO ec b8 7b 6d ea da 33 3547 41 3d 8d a9 69 96 eb 2d 76 13
8a3d 1939d8 a8 6b 77 61 1d 44 3d e9 1c 2d 46 8f 6b 44 3d 6e
54 98 2e eb 47 3b 8a 9e cb 33 79 df 6a 41 a6 33 7e 9b 84 d8 3e
b0 6b af 09 b6 e6 eb d7 2c b5 83 02 03 01 00 01

+ BasicConstraints

IsCA:true

» SubjectKeyldentifier

6d cd Oc 94 Oc e4 06 9c ae 96 4f 2f 83 fd de ba 25 ce 27 4b

» AuthorityKeyldentifier

€0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 Ob d0 6b a0 d9 e4

 CRLDistributionPoints

URL=http://crl.certsign.ro/root.crl
URL=Idap://ldap.certsign.ro/OU=certSIGN ROOT
CA,O=certSIGN,C=R0O?certificateRevocationList;binary

» KeyUsage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL
Signing (86)

« SHAZ256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.4. certSIGN Qualified CA Clasa 3(Certificate calificate)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

* Name (en)
* Name (ro)

certSIGN Qualified CA Class 3(Qualified certificates)
certSIGN Qualified CA Clasa 3(Certificate calificate)

Service digital identities
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X509SubjectName

* X509SubjectName

CN=certSIGN Qualified CA Class 3,0U=certSIGN Qualified CA
Class 3,0=certSIGN,C=RO

Certificate fields details

« Version

3

e serialNumber

20 06 05 16 70 03 03

» X509Certificate

MIIFLTCCBBWgAwIBAgIHIAYFFnADAzANBgkghkiGOwWOBAQUF
ADA7MQswCQYDVQQGEwWJSTzERMA8GA1UEChMIY2VydFNJ
R04xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1QgQOEwWHhcNMD
YwNzA3MTgOME3WhcNMTYwNzA3MTgOMJE3WjBwMQswCQY
DVQQGEwWJSTZERMASGA1UEChMIY2VydFNJR0O4xJjAkBgNVB
AsTHWNIcnRTSUdOIFF1YWxpZmIIZCBDQSBDbGFzcyAzMSYw
JAYDVQQDEXx1jZXJOUOIHTiIBRAWFsaWZpZWQgQOEgQ2xhc3M
gMzCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEB
Al6X1g0Ra2GpHDXcC17pMRwPduAB+Uz/T508hZGCiwgKendb
OD5ZTIgwRUZBSIESNSz6MmnWQEtwIDcrKPyHCSmObyOIX5RS;
L+sU2Kz233GjpKjdx88hT2//49xVihqVW4tPg5P0CmX7YpmfU3R]
DRdIjfpCj9c07JJIFLG4bxR2xhaPbfkPNgfdfewkAQur+zVW2DGcU
pwl6jf BNOXHqoLASNYT6CqpNkmMfp86ZXEHK7S/Z0rU5t08P91
4SGIW9XUsOYHVWi8TcfirjlUTREigVwZ40eSaH8u5s4k+UhheyN
ZrewK511Ublwi+0ritwxrUsouwV9T4PfXmCmcTohMCAWEAAaOC
Af8wggH7MDMGCCsGAQUFBWEBBCcwJTAjBggrBgEFBQCwWAY
YXaHRO0cDovL29jc3AuY2VydHNpZ24ucm8wDwYDVROTAQH/B
AUWAWEB/zAOBgNVHQ8BAfSEBAMCAYYwaAYDVROjBGEwX4
AU4lyb2yVJs/F8htayQocL0Gug2eShP6Q9MDsxCzAJBgNVBAYT
AIJPMREwDwYDVQQKEwWhjZXJOUOIHT]EZMBcGA1UECXMQY2
VydFNJR04gUk9PVCBDQYIGIAYFFnACMBOGA1UdDgQWBBS
Qg8MtnCgXgwOcPa4Tyncw8hejRjCBhAYDVROgBHOwezA+Bgsr
BgEEAYHDOQEBAzAVMCOGCCsGAQUFBwIBFiFodHRwQIi8vd3
d3LmNIcnRzaWduLnJvL3JIcG9zaXRvcnkwOQYGBACLMAEBM
C8wLQYIKwYBBQUHAGEWIWhOdHAG6LY93d3cuY2VydHNpZ24u
cm8vecmVwb3NpdG9yeTCBkgYDVROBIGKMIGHMIGEoIGBoH+
GH2h0dHAGLY9jcmwuY2VydHNpZ24ucm8vem9vdC5jcmyGXGxk
YXA6Ly9sZGFwLmNIcnRzaWduLnJvLO9VPWNIcnRTSUdOIFJP
T1QgQOEsTz1jZXJOUOIHTiXxDPVJPP2NIcnRpZmljYXRIUMV2b2N
hdGlvbkxpc3Q7YmIuYXJ5MAOGCSqGSIb3DQEBBQUAA4IBAQ
ASFe/7TT4ESWPY8F+GxKE81enMBZ1XOXNN+YjyhfO71Dt9A4n|
G3FrYxXIKmMMKCI7Y2JW1j+pVmx44E4TfGzKPZTvYq7x93DoW
HjiLBmxyYzVhAHvk3dhragLLBW+0G4HeF6XXDgNkJwP4fCIBFn
PPyQz8e4s6UV7zDZGIfJcdBof1twLAcrBYrOrrauYqCKOw560qeP
wDAw1xenWTIMh3Y8xWDVB6iLes5HA5ed8C811IFHy5ms0BhV
Ybb2mKM1BLgQSAczOxXHv7YPBO+F+6+0l1YfJ2hvEXqAkzIgfx
bUhOFgBe+IN4FW+Z+/Q7KSr4rPrAdODVx4BgZ8IfaruYw

----- END CERTIFICATE-----

» SigAlg

sha1RSA

. SigAlgOID

1.2.840.113549.1.1.5

e |ssuerDN CN

* |ssuerDN OU

certSIGN ROOT CA

* IssuerDN O

certSIGN

e |ssuerDN C

RO

» SubjectDN CN

certSIGN Qualified CA Class 3

* SubjectDN OU

certSIGN Qualified CA Class 3

» SubjectDN O

certSIGN

» SubjectDN C

RO

* NotBefore

Friday, July 07, 2006 9:42:17 PM
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* NotAfter

Thursday, July 07, 2016 9:42:17 PM

» PublicKey

308201 0a02820101008e97d60d 11 6b61a9 1c 35dc0b
5e €931 1c 0f 76 €0 01 f9 4c¢ ff 4f 9a 3¢ 85 91 82 8b 08 0a 7a 77
5b 38 3e 59 4e 58 30 45 46 41 e4 81 39 9d 2c fa 32 69 d6 40 4b
70 20 37 2b 28 fc 87 09 29 b4 6f 23 a5 ¢7 94 52 8c bf ac 53 62 b3
db 7d c6 8e 92 a3 77 1f 3c 85 3d bf ff 8f 71 56 28 6a 55 6e 2d 3e
ae 4f d0 29 97 ed 8a 66 7d 4d d1 8c 34 5d 22 37 €9 0a 3f 5¢ d3
b2 49 21 f2 c6 e1 bc 51 db 18 5a 3d b7 e4 3c da 9f 75 fe b0 90 04
2e afec d55b 60 c6 71 4a 70 97 a8 df 04 df 71 1e aa Ob 01 23
58 4fa0 aa a4 d9 26 31fa7ce9 95 c4 1e 4e d2 fd 93 ab 53 9b
4e fO ff 75 e1 21 a5 5b d5 d4 b3 46 07 55 68 bc 4d c7 e3 ae 35
13 44 48 a0 57 06 78 39 e4 9a 1f cb b9 b3 89 3e 52 18 5e c8 d6
6b 7b 02 b9 d7 55 1b 23 08 be d2 b8 ad ¢3 1a d4 b2 8b b0 57 d4
f8 3d f5e6 0a 67 13 a2 13 02 03 01 00 01

+ BasicConstraints

IsCA:true

» SubjectKeyldentifier

9083 ¢32d9c 28 17 83 03 9c 3d ae 13 ca 77 30 f2 17 a3 46

» AuthorityKeyldentifier

€0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 Ob dO 6b a0 d9 e4

+ CRLDistributionPoints

URL=http://crl.certsign.ro/root.crl
URL=Idap://ldap.certsign.ro/OU=certSIGN ROOT
CA,O=certSIGN,C=R0O?certificateRevocationList;binary

» KeyUsage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL
Signing (86)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.5. certSIGN Non-Repudiation CA Class 4(Certificate pentru nerepudiere)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en)
* Name (ro)

certSIGN Non-Repudiation CA Class 4(Non-Repudiation
certificates)

certSIGN Non-Repudiation CA Class 4(Certificate pentru
nerepudiere)

Service digital identities

X509SubjectName

» X509SubjectName

CN=certSIGN Non-Repudiation CA Class 4,0U=certSIGN Non-
Repudiation CA Class 4,0=certSIGN,C=R0O

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 03 05

e X509Certificate

MIIE/TCCA+WgAwIBAgIHIAYFFnADBTANBgkghkiGOwWOBAQUF
ADA7MQswCQYDVQQGEwWJSTZzERMA8GA1UEChMIY2VydFNJ
R04xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1QgQOEwWHhcNMD
YWNzA3MTgOMzQwWWhcNMTYwWNzA3MTgOMzQwWjB8MQswCQ
YDVQQGEwWJSTzERMA8GA1UEChMIY2VydFNJRO4xLDAgBgN
VBAsTI2NIcnRTSUdOIE5vbi1SZXB1ZGlhdGlvbiBDQSBDbGFzcy
AOMSwwKgYDVQQDEyYN;jZXJOUOIHTiBOb24tUmVwdWRpYXRp
b24gQ0EgQ2xhc3MgNDCCASIwDQYJKoZIhveNAQEBBQADggE
PADCCAQoCggEBAN;3aYbDtPIPOtGoYoasffaaUhja4gQCs2IQIA
BHN4dcXTz1al28GkGj+AJSsrXz2zPuR9g2e15s0yn068V1dZRc4/
me1dAGUGNwsNQHR39wjsRFs/WI1tghmVODWM7zhrsOXNrDrN4
dXjNVyty4cgGIAJ8CK/WY7cFhGUDc80/m1UUD7VAS8jLR/Zba/AX
8kkZyYj/edkl2CpPD2LDcxjSP81HbWrumN6cXzfkgbX1k2JFObI92
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N801nDmmQV1ArI9V2FwzAmS5MIBFROMcYomT+YfGb1LjB1FU
PXty/yUbvW3QQ+yQtOnJdxzX2mrGzemw5ZNiaDgVSYjwe5gCmT
MosCAWEAAaOCAcMwggG/MDMGCCsGAQUFBWEBBCcwJTA]
BggrBgEFBQcwWAYY XaHR0OcDovL29jc3AuY2VydHNpZ24ucm8w
DwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAfSEBAMCAYYwa
AYDVROjBGEwWX4AU4lyb2yVJs/F8htayQocL0Gug2eShP6Q9MD
sxCzAJBgNVBAYTAIJPMREwDwYDVQQKEwhjZXJOUOIHTEZM
BcGA1UECxMQY2VydFNJR04gUk9PVCBDQYIGIAYFFnACMBO
GA1UdDgQWBBQKV3iMP0dVa/jl47S3A4001BV3mjBJBgNVHSA
EQjBAMD4GCysGAQQBgcM5AQEEMC8wWLQYIKwYBBQUHAQE
WIWhOdHAG6LY93d3cuY2VydHNpZ24ucm8vemVwb3NpdG9yeTC
BkgYDVROfBIGKMIGHMIGEoIGBoH+GH2hOdHAGLY9jcmwuY2V
ydHNpZ24ucm8vem9vdC5jcmyGXGxkYXA6LYy9sZGFwLmNIcnRz
aWduLnJvLO9VPWNIcnRTSUdOIFJPT1QgQOEsTz1jZXJOUOIHTI
xDPVJPP2NIcnRpZmljYXRIUmMV2b2NhdGIvbkxpc3Q7YmIuYXJ5
MAOGCSqGSIb3DQEBBQUAA4IBAQBZRIySrLeeCQrqjRf7bLOPv
kWgHydTqv/jQvDbMp/CuPYEolelgJnWLTd/P/tOGApGZi+X5BXs
Uv1ZuoDYRVIVENTY8T2ad7C7fSoF1YstbdscAjrvPNscYLvZtH6u
x7MEhIxtadJiMv3o1qgeCM+PM7eZJJaH7dDqgedY7sadlbLeXJQWIt
hUvlaqyy2CYWq5scypgi3cunnn+gOr/WdMPgch4yu3ljaesTHdVh4
7t3igmXehCH7W27tMfaEN+Ou0z8+4rTfdNy1JNNG/SZLtGxx+vN
00H90etAvJaNZsnSLOh+TKXUOBjzywiOPOe5/HBNMWnNqgDy515

+BKezYs/UjX
----- END CERTIFICATE-----
» SigAlg sha1RSA
» SigAlgOID 1.2.840.113549.1.1.5
* |ssuerDN CN
e [ssuerDN OU certSIGN ROOT CA
* |ssuerDN O certSIGN
* |IssuerDN C RO

SubjectDN CN

certSIGN Non-Repudiation CA Class 4

SubjectDN OU

certSIGN Non-Repudiation CA Class 4

*  SubjectDN O certSIGN

e SubjectDN C RO

» NotBefore Friday, July 07, 2006 9:43:40 PM

* NotAfter Thursday, July 07, 2016 9:43:40 PM

e PublicKey 30 82 01 0a 02 82 01 01 00 d8 f7 69 86 c3 b4 f2 0f d2 d1 a8 62

86 ac 7d f6 9a 52 18 da e2 04 02 b3 69 50 94 00 47 37 87 5¢ 5d
3c 568 8d bc 1a 41 a3 f8 02 52 b2 b5 f3 db 33 ee 47 da b6 7b
5e 6¢cd3 294 ebc5757594 5¢ce3f9 9e d5d0 3a 53 a3 70 b0
d4 07 47 7f 70 8e c4 45 b3 f5 a5 d6 da a1 99 5d 03 58 ce f3 86
bb 3d 5¢c da c3 ac de 1d 5e 33 55 ca dc b8 72 01 a5 02 3f 02 2b
f5 98 ed c1 61 19 40 dc f3 4f e6 d5 45 03 ed 50 3c 8c b4 7f 65 b6
bf 01 7f 24 91 9¢ 98 8f f7 9d 90 8d 82 a4 f0 f6 2¢ 37 31 8d 23 fc
d4 76 d6 ae €9 8d e9 c5 f3 7e 4a 9b 5f 59 36 24 53 9b 97 dd 8d
f3 4d 67 0e 69 90 57 50 2b 23 d5 76 17 Oc c0 99 2e 4c 94 11 51
d0 c7 18 a2 64 fe 61 f1 9b d4 b8 c1 d4 55 0f 5e dc bf c9 46 ef 5b
74 10fb 24 2d 3a 72 71 cd 7d a6 ac 6¢c de 9b Oe 59 36 26 83 81
54 98 8f 07 b9 80 29 93 32 8b 02 03 01 00 01

BasicConstraints

IsCA:true

» SubjectKeyldentifier Oa 57 78 8¢ 3f 47 55 6b f8 €5 €3 b4 b7 03 8a 28 d4 15 77 9a

» AuthorityKeyldentifier | €0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 Ob d0 6b a0 d9 e4

« CRLDistributionPoints | URL=http://crl.certsign.ro/root.crl
URL=Idap://ldap.certsign.ro/OU=certSIGN ROOT
CA,O=certSIGN,C=R0O?certificateRevocationList;binary

+  KeyUsage Digital Signature, Certificate Signing, Off-line CRL Signing, CRL
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Signing (86)

e SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.6. certSIGN Autoritate de Marcare Temporala

ServiceTypeldentifier

http://uri.etsi.ora/TrstSvc/Svctype/TSA/QTST

ServiceName

* Name (en)
» Name (ro)

certSIGN Timestamping Authority
certSIGN Autoritate de Marcare Temporala

Service digital identities

X509SubjectName

»  X509SubjectName

SERIALNUMBER=2009022001,CN=certSAFE Time Stamping
Authority 1,0U=certSAFE Time Stamping
Authority,O=certSIGN,C=RO

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 04 05 02

e X509Certificate

MIIFITCCBAmMgAwIBAgIIIAYFFNAEBQIwWDQY JKoZlIhveNAQEFB
QAWfDELMAKGA1UEBhMCUK8XETAPBgNVBAoTCGNIcnRTSUd
OMSwwKgYDVQQLEyYNjZXJOUOIHTiBOb24tUmVwdWRpYXRpb
249Q0EgQ2xhc3MgNDEsMCoGA1UEAXMjY2VydFNJR04gTm9u
LVJIcHVkaWF0aW9QuIENBIENsYXNzIDQwHhcNMDkwM]ESMTg
wODQ3WhcNMTEWMJESMTgwODQ3W|CBjTELMAKGATUEBhM
CUk8XETAPBgNVBAoTCGNIcnRTSUdOMSkwJwYDVQQLEyYBjZ
XJOUOFGRSBUaW1IIFNOYW1waW5nIEF1dGhvemlOe TErMCKG
ATUEAXMiY2VydFNBRkUgVGItZSBTdGFtcGluZyBBdXRob3Jpd
HkgMTETMBEGA1UEBRMKMjAwWOTAYMjAWMTCBnzANBgkghki
GO9wOBAQEFAAOBjQAWgYKCgYEAWPOWpP8RXVHIKWSFHjP1yn
Csbw40/S80dAznsGENOIiNwalXfF6a9CMd6N0BG8aaubRfzmOd
dplgaerSuaTLAMsXobjaXRYTm1Nza5NS8QBcie9u3/1euuB535x
B3dnRwpgKOH7aQNBC1+U5PgbQUglypCn1TIW+
+RpwovZz4gYECAWEAAaOCAhcwggI TMDMGCCsGAQUFBWEB
BCcwJTAjBggrBgEFBQcwAYYXaHROcDovL29jc3AuY2VydHNpZ
24ucm8wDAYDVROTAQH/BAIWADAOBgNVHQ8BAfSEBAMCBs
AwaQYDVROjBGIwYIAUCId4jD9HVWv45e O0twOKKNQVd5ghP6
Q9MDsxCzAJBgNVBAYTAIJPMREwDwYDVQQKEwhjZXJOUOIH
TIEZMBcGA1UECXxMQY2VydFNJR04gUk9PVCBDQYIHIAYFFnA
DBTAdBgNVHQ4EFgQUR6z9CJeNhwlHNQBUW 18WUKyafh4wS
QYDVROgBEIwWQDA+BgsrBgEEAYHDOQEBBDAVMCOGCCsGA
QUFBwIBFiFodHRwOIi8vd3d3LmNIcnRzaWduLnJvL3JlcG9zaXR
venkwgdAGA1UdHwWSBYDCBXTCBwqCBv6CBvIYhaHROcDovL2
NybC5jZXJ0c2Inbi5yby9jbGFzczQuY3JshoGWbGRhcDovL2xkY X
AuY2VydHNpZ24ucm8vQ049Y2VydFNJR04gTm9uLVJIcHVkaW
FOaW9UIENBIENsYXNzIDQsT1U9Y2VydFNJR04gTm9uLVJIcHV
kaWF0aW9uIENBIENsYXNzIDQsTz1jZXJOUOIHTixDPVJPP2NIcn
RpZmljY XRIUMV2b2NhdGlvbkxpc3Q7YmIuYXJSMBYGA1UdJQE
B/wQMMA0oGCCsGAQUFBWMIMAOGCSqGSIb3DQEBBQUAA4|
BAQCtobyKiQCgA+Nv69zwagM1BIfIfTY Glg/GOumePcvZDn5NR
gH3HqgtxUExpKpOo1hCpk7gt/9RprzqEiYEDRMRqE 1aFfw/3ian50
oN+j006qvRzkYd5CANtUP+/5e89psNKnk4FSUehm61610FkdRdw
7BUQ9dwDdExrxCZwC/sNcxM1iNk1n7D77xRcWUOjdu2I8Xw1mf
MUDXxRtnvXOfXtZkTnugheU3jAnaniRBPBxdy3Ayei3k1Ync7qotR
ClwjStMBykpyeTIc0/w7CZISbJh8CmCI9uqT5hpzhrTJ81HW{Sx/6

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 25



http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

EwkVBdY1aM7wB+2PGRgY9wTOQWg129hWwX87d
----- END CERTIFICATE--—-

. SigAlg

sha1RSA

. SigAlgoID

1.2.840.113549.1.1.5

* |ssuerDN CN

certSIGN Non-Repudiation CA Class 4

* |ssuerDN OU

certSIGN Non-Repudiation CA Class 4

e |ssuerDN O

certSIGN

 |ssuerDN C

RO

e SubjectDN CN

certSAFE Time Stamping Authority 1

*  SubjectDN OU

certSAFE Time Stamping Authority

e SubjectDN O

certSIGN

e SubjectDN C

RO

* NotBefore

Thursday, February 19, 2009 9:08:47 PM

* NotAfter

Saturday, February 19, 2011 9:08:47 PM

» PublicKey

30818902818100c0f396a7cd4 715479 4a5b 9147 8c fd
72 9c 2b 3a c3 8a 3f4b ca 1d 03 39 ec 1b a3 74 96 23 70 6a 55
df 17 a6 bd 08 ¢7 7a 37 40 46 f1 a6 ae 6d 17 f3 98 e7 5d a6 58
1a 7a b4 ae 69 32 c0 32 c5 €8 6e 36 97 45 84 e6 d4 dc da e4 d4
bc4017 22 7Tb db b7 ff 57 ae b8 1e 77 €7 10 77 76 74 70 a6 a2
b4 1f b6 90 34 10 b5 f9 4e 4f a9 b4 14 82 5¢ a9 0a 7d 53 21 6f be
46 9c 28 bd 9¢ f8 81 81 02 03 01 00 01

+ BasicConstraints

IsCA:false

» SubjectKeyldentifier

47 ac fd 08 97 8d 87 09 47 9d 00 54 5b 5f 16 50 ac 9a 7e 1e

* AuthorityKeyldentifier

Oa 57 78 8¢ 3f 47 55 6b f8 €5 €3 b4 b7 03 8a 28 d4 1577 9a

 CRLDistributionPoints

URL=http://crl.certsign.ro/class4.crl
URL=Idap://Idap.certsign.ro/CN=certSIGN Non-Repudiation CA
Class 4,0U=certSIGN Non-Repudiation CA Class
4,0=certSIGN,C=RO?certificateRevocationList;binary

» KeyUsage

Digital Signature, Non-Repudiation (c0)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-02-20T12:00:00Z2

3.7. certSIGN Autoritatea de Validare a starii Certificatelor Digitale

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

ServiceName

* Name (en)
» Name (ro)

certSIGN Digital Certificate Validation Authority
certSIGN Autoritatea de Validare a starii Certificatelor Digitale

Service digital identities

X509SubjectName

» X509SubjectName

CN=certSIGN Validation Service,OU=certSIGN Validation
Service,O=certSIGN,C=RO

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 04 04 63

e X509Certificate

MIIE/TCCA+WgAwIBAgIIIAYFFnAEBGMwDQY JKoZIhveNAQEF
BQAwCjELMAKGA1UEBhMCUKSXETAPBgNVBAOTCGNIcnRTSU
dOMScwJQYDVQQLEXx5jZXJOUOIHTiIBFbnRIcnByaXNIIENBIENs
YXNzIDMxJzAIBgNVBAMTHmMNIcnRTSUdOIEVudGVycHJpc2Ug
QOEgQ2xhc3MgMzAeFwO0xMDAyMDkxMzEwMzZaFwOxMTAyM
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DkxMzEwMzZaMGwxCzAJBgNVBAYTAIJPMREwDwYDVQQKE
whjZXJOUOIHT]EKMCIGA1TUECxMbY2VydFNJR04gVmFsaWRhd
GlvbiBTZXJ2aWNIMSQwIgYDVQQDEXtjZXJOUOIHTIBWYWxpZG
FOaW9ulFNIcnZpY2UwgZ8wDQY JKoZlIhveNAQEBBQADgYOAMI
GJAoGBAMquu9tgY5JquKmceYzbrFnfroHrdix+RKr80/vKNnB2IML
Zac500s06mQgTD9Jioaiti+03UPqro9OSFeXtu1Yh/hFccktiNy4MO
pGQTSVLEzObqyDgjda2fqQn/50931WAV/3i1qUW41MoHyN+jbc
WATTQJIn1UyyTONrWeudG9drzAgMBAAGjgglfMIICGzAzBggrB
gEFBQcBAQQNMCUwWIWYIKwYBBQUHMAGGF2hOdHAGLY9VY3
NwLmNIcnRzaWduLnJvMAWGA1UdEWEB/WQCMAAwDgYDVRO
PAQH/BAQDAgbAMGKGA1UdIWRIMGCAFG3NDJQM5AacrpZPL
4P93rolzidLoT+kPTA7MQswCQYDVQQGEwWJSTzERMA8GA1UE
ChMIY2VydFNJRO4xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1Qg
QO0GCBYAGBRZWAWQWHQYDVROOBBYEFKZqgj0YRUS|DI4erAJ
3nrvXXwgc3MEKGA1UdIARCMEAWPgYLKwYBBAGBwzkBAQM
wLzAtBggrBgEFBQcCARYhaHROcDovL3d3dy5jZXJ0c2Inbi5yby9
yZXBvc2|0b3J5MIHKBgNVHR8Egclwgb8wgbyggbmggbaGJWhO
dHAGLY9jcmwuY2VydHNpZ24ucm8vZW50ZXJwemlzZS5jcmyGg
YxsZGFwQi8vbGRhcC5jZXJ0c2Inbi5yby9DTj1jZXJOUOIHTiIBFbn
RlcnByaXNIIENBIENsYXNzIDMsT1U9Y2VydFNJR04gRW50ZXJ
wemlzZSBDQSBDbGFzcyAzLE89Y2VydFNJR04sQz1STz9jZXJ0
aWZpY2F02VJIdm9jY XRpb25MaXN0O2JpbmFyeTATBgNVHSU
EDDAKBggrBgEFBQcDCTAPBgkrBgEFBQcWAQUEAgUAMAOG
CSqGSIb3DQEBBQUAA4IBAQAbZo0i2ueh1NtizwvUY xwdkkVmf
Rc9SM1nUjEi7MyoRZusOoLjugCZ4omBbloF77wcKEGKySzw7R
BXvwYI12QgxwRik7pW2pUomMgqj1T/tR242cUsWancToegQJJqHq
3EWINTuwZv74ALMib4ineYUOU4iBw5Qv9ofvGAONnzLRYWQ6B
RhUOunPzvfw4VagABpulzwyTERXk6NthSjvZuWON3Fpy6HKwkw
bm3x9AadgO7jDYXEEDHxaPImZiwO0iNAJoGH2+Ue6GdVKvu5
p9gZfolefiMTIQxHYkS0WAINVY2y3aMK|jP8j+ubAVRVwleNj6sOE
cujIMhDHr+J5aKMaqL

----- END CERTIFICATE-----

SigAlg sha1RSA

SigAlgOID 1.2.840.113549.1.1.5

IssuerDN CN certSIGN Enterprise CA Class 3
IssuerDN OU certSIGN Enterprise CA Class 3
IssuerDN O certSIGN

IssuerDN C RO

SubjectDN CN

certSIGN Validation Service

SubjectDN OU

certSIGN Validation Service

SubjectDN O certSIGN

SubjectDN C RO

NotBefore Thursday, February 19, 2009 9:08:47 PM

NotAfter Saturday, February 19, 2011 9:08:47 PM

PublicKey 30 818902 81 81 00 ca ae bb db 60 63 92 6a b8 a9 9¢c 63 36 eb

16 77 eb a0 7a dd 8b 1f 91 2a bf 34 fe f2 8d 9c 1d 88 30 b6 5a 73
93 b4 b0 ee a6 42 04 c3 f4 98 a8 6a 2b 62 fb 4d d4 3e aa fd 39
21 5e 5e db b5 62 1f e1 15 c7 24 b4 dc b8 30 ea 46 41 34 95 2¢
4c f4 6e ac 83 82 37 5a d9 fa 90 9f fe 68 f7 7d 56 01 5f f7 8b 5a
94 5b 8d 4c a0 7c 8d fa 36 dc 58 04 d3 40 99 15 53 2¢ 93 38 da
d6 7a e7 46 5 da f3 02 03 01 00 01

BasicConstraints

IsCA:false

SubjectKeyldentifier a6 6a 8f 46 11 51 28 ¢3 23 87 ab 00 9d e7 ae f5 d7 c2 07 37
AuthorityKeyldentifier | 6d cd Oc 94 Oc e4 06 9c ae 96 4f 2f 83 fd de ba 25 ce 27 4b
CRLDistributionPoints | URL=http://crl.certsign.ro/enterpise.crl

URL=Idap://Idap.certsign.ro/CN=certSIGN Enterprise CA Class
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3,0U=certSIGN Enterprise CA Class 3,0=certSIGN,C=RO?
certificateRevocationList;binary

KeyUsage

Digital Signature, Non-Repudiation (c0)

SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/Svcstatus/undersupervision

StatusStartingTime

2006-05-16T12:00:00Z
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