ROMANIA : Trusted List

Scheme Information

TSL Id TrustServiceStatusList — 1
TSLTag http://uri.etsi.org/02331/TSLTag
TSLVersionldentifier 3
TSLSequenceNumber 4
TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/TSLType/generic
SchemeOperatorName
Name [en] MINISTRY OF COMMUNICATION AND INFORMATION
SOCIETY OF ROMANIA
Name [ro] MINISTERUL COMUNICATIILOR Sl  SOCIETATII
INFORMATIONALE
PostalAddress
StreetAddress [en] 14 LIBERTATII BVD. SECTOR 5
Locality [en] BUCHAREST
PostalCode [en] 050706
CountryName[en] RO
PostalAddress
StreetAddress [ro] BD. LIBERTA‘!’II NR.14, SECTOR 5
Locality [ro] BUCURESTI
PostalCode [ro] 050706
CountryName[ro] RO
ElectronicAddress
- URI mailto: office@mcsi.ro
- URI http://www.mcsi.ro
SchemeName
[en] Supervision/Accreditation Status List of certification
services from Certification Service Providers, which are
supervised/accredited by the referenced Scheme Operator
Member State for compliance with the relevant provisions
laid down in Directive 1999/93/EC
[ro] Lista furnizorilor de servicii de certificare digitale calificate,

care sunt supravegheati/acreditati in conformitate cu
Directiva 1999/93/EC si cu legile nationale

SchemelnformationURI
URI [en] http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-

MCSI/Tehnologia-Informatiei/Servicii-

electronice/Semnatura-electronica

URI [ro] http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-
MCSI/Tehnologia-Informatiei/Servicii-
electronice/Semnatura-electronica

StatusDeterminationApproach http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/StatusDetn/appropriate

SchemeTypeCommunityRules
URI http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
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http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/TSLType/generic
http://uri.etsi.org/02331/TSLTag

URI

TrustedList/schemerules/common

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/schemerules/RO

SchemeTerritory

RO

PolicyOrLegalNotice

TSLLegalNotice [en]

TSLLegalNotice [ro]

The applicable legal framework for the present TSL
implementation of the Trusted List of
supervised/accredited Certification Service Providers for
Romania is the Directive 1999/93/EC of the European
Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures and its
implementation in Romanian laws.

Cadrul legal aplicabil pentru punerea in aplicare a
prezentei Liste de incredere a Furnizorilor de servicii de
certificare supravegheati/acreditati pentru Romania este
Directiva 1999/93/CE a Parlamentului European si a
Consiliului din 13 decembrie 1999 privind un cadru
comunitar pentru semnaturile electronice si de
transpunerea sa in legile romanesti.

HistoricallnformationPeriod

3650

PointersToOtherTSL
- Other TSLPointer

TSLLocation

https://ec.europa.eu/information_society/policy/esignature/
trusted-list/tl-hr.pdf

TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-ECTrustedList/
TSLType/schemes
SchemeOperatorName European Commission
SchemeTypeCommunity | http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
Rules TrustedList/schemerules/CompiledList/
SchemeTerritory EU
MimeType application/pdf
- Other TSLPointer
TSLLocation https://ec.europa.eu/information_society/policy/esignature/
trusted-list/tl-mp.xml
TSLType http://uri.etsi.org/TrstSvc/eSigDir-1999-93-
ECTrustedList/TSLType/schemes
SchemeOperatorName European Commission
SchemeTypeCommunity | http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
Rules TrustedList/schemerules/CompiledList/
SchemeTerritory EU
MimeType application/vnd.etsi.tsl+xml
ListlssueDateTime 2010-05-12T11:37:20Z
NextUpdate
- dateTime 2010-11-12T11:37:20Z
DistributionPoints
- URI http://www.mcsi.ro/Minister/Domenii-de-activitate-ale-

MCSI/Tehnologia-Informatiei/Servicii-
electronice/Semnatura-electronica#
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TRUSTED SERVICE PROVIDER LIST

1. TSP: Trans Sped S.R.L.

TSPName
¢« Name [en]
*« Name [ro]

Trans Sped S.R.L.
Trans Sped S.R.L.

PostalAddress
StreetAddress [en]

38 Despot Voda Street

Locality [en] Bucharest

PostalCode [en] 020656

CountryName[en] Romania
PostalAddress

StreetAddress [ro]

Strada Despot Voda nr.38

Locality [ro] Bucuresti

PostalCode [ro] 020656

CountryName[ro] Romania
ElectronicAddress

- URI mailto: office@transsped.ro

- _URI http://www.transsped.ro
TSPInformationURI

URI https://ca.transsped.ro/repository/

1.1. Trans Sped Qualified CA Il

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

« Name (en)
* Name (ro)

Trans Sped Qualified CA lI
Trans Sped Qualified CA lI

Service digital identities

X509SubjectName

»  X509SubjectName

CN = Trans Sped Qualified CA Il, OU = Individual Subscriber
CA, O =Trans Sped SRL, C=RO

Certificate fields details

* \Version

3

* serialNumber

00 ¢5 9d 00 01 00 02 2a d3 f4 51 83 89 be 2

*  X509Certificate

MIIFETCCA/mgAwIBAgIPAMWAAAEAAIrT9FGDib7yMAOGCSq
GSIb3DQEBBQUAMHYxCzAJBgNVBAYTAKRFMRwwGgYDVQ
QKExNUQyBUcnVzdENIbnRIciBHbWJIMSIWIAYDVQQLEXIUQ
yBUcnVzdENIbnRIciBDbGFzcyAzIENBMSUwIwYDVQQDExxU
QyBUcnVzdENIbnRIciBDbGFzcyAzIENBIEIJMB4XDTASMTIXM
DA5SMDAYyOVoXDTIMMTIzMTIXNTk10OVowbELMAKGA1UEBhM
CUk8xFzAVBgNVBAOTDIRYyYW5zIFNwZWQgU1JMMSEwWHwWY
DVQQLExhJbmRpdmlkdWFsIFN1YnNjcmliZXIgQOExIzAhBgNV
BAMTGIRyYW5zIFNwZWQgUXVhbGIimaWVKIENBIEIJMIIBIJAN
BgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAYQRkxulKyp
H6rp+KqQodNBJCfILAMRNIXA1huBPT/
+0e1Ays9zOD+xdh7+Uw/evkepUb4H/kevsltc7rWLTdCCzAgKbt
XIfdTi6c4QeDmKIKNCIIvZdIAR6d8rVhByEuUAwWCSixry/xMAOIs
ArnBT1gpSe6HcVISkh2Hdo+ahKZN8oY xire6WX42wmyAMA+E
7i+Yt41zkfDqsSZZgwHQAXQMSIAgTXD2GRseXleArmEOJwBbK
5pMrdJcVmt/zpbFXHb7pFICutC2SvHmMIi0o1mpjHiWeAWG4Pst6
JkNeBDbpuHWABgWBuUK+hBIbP7fdh/Auw7uUM2xg90z9rbB+
Q89wIDAQAB04IBojCCAZ4wgZUGCCsGAQUFBWEBBIGIMIG
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC
https://ca.transsped.ro/repository/
http://www.transsped.ro/

FME8GCCsGAQUFBzAChkNodHRwQIi8vd3d3LnRydXNOY2Vu
dGVyLmRIL2NIcnRzZXJ2aWNIcy9jYWNIcnRzL3RjX2NsYXNzX
zNfY2FfSUkuY3JOMDIGCCsGAQUFBzABhiZodHRwOIi8vb2Nzc
C50Y2NsYXNzMy1JSS50cnVzdGNIbnRIciSkZTAfBgNVHSMEG
DAWgBTUovyfs8PYAINXXAekOCSnwPIA1DASBgNVHRMBAf
8ECDAGAQH/AgEAMEWGA1UdIARFMEMwWQQYLKolUACWBA
QYJAQEwWMjAwBggrBgEFBQcCARYkaHROcDovL3d3dy50cnVz
dGNIbnRIci5kZS9ndWIkZWxpbmVzMA4GA1UdDWEB/wWQEAwI
BBjAdBgNVHQ4EFgQUgMACJIMgVVOpXiMZGvLgm3frM/aYwU
gYDVROfBEswSTBHoEWgQ4ZBaHROcDovL2NybC50Y2NsY X
NzMy1paS50cnVzdGNIbnRIci5kZS9jcmwvdjlvdGNfY2xhc3NfM
19jYV9JSS5jcmwwDQY JKoZlhveNAQEFBQADggEBAJ/PAP4d
5Dh8e1QfeSZG8bKaSd40QBK6DKtvkJdyTBIVZgp9JelQkIgAO
QV4FFKsKhXSXiMVWSjVyEt53wm9htk458nk4Eo0L90o0y3aMa
KO83zrnGEEpLmLg6RUpbeDPwpNvgAFOrXOK6BrNAXzAG1U
sl44jk6zSAnufJudTy/KoKpoCAHEqSvu1errQBdTVazzQ560/R6
olPx3mP/SLo808Rqc21C6h1ANaiszRZkqffW426CG6a52z3wax
TSF/HWONCRMou+iuSnE1SAQBWtU94EYhPOPZ0JoaNSiNCx
CZN7w74HrxNTHfUrEihOOpN6kEzpEefV9860HVQGMjkmc=
----- END CERTIFICATE-----

» SigAlg sha1RSA

» SigAlgOID 1.2.840.113549.1.1.5

* IssuerDN CN TC TrustCenter Class 3 CA
* |ssuerDN OU TC TrustCenter Class 3 CA

* |ssuerDN O TC TrustCenter GmbH

e |ssuerDN C DE

SubjectDN CN

Trans Sped Qualified CA lI

SubjectDN OU

Individual Subscriber CA

SubjectDN O

Trans Sped SRL

SubjectDN C

RO

* NotBefore Thursday, December 10, 2009 11:00:29 AM
* NotAfter Wednesday, December 31, 2025 11:59:59 PM
* PublicKey 30 82 01 0a 02 82 010100 c9 04 64 c6 e2 0a ca 91 fa ae 9f 8a

a90a1d 341242 7¢c 8218991348 c4 0d 61 b8 13 d3 ffed 1e
d4 Ocacf7 3383 fb 17 61 ef e5 30 fd eb e4 7a 95 1b e0 7f e4
7a fb 25 b5 ce eb 58 b4 dd 08 2c c0 80 a6 ed 5¢c 87 dd 4e 2e 9¢c
e1 07 8398 af 64 34 22 08 bd 97 65 01 1e 9d f2 b5 61 07 21 2e
50 0c 02 f2 2¢c 6b cb fc 4c 00 e2 2c 02 b9 c1 4f 5a a9 49 ee 87
71521292 1d 87 76 8f 9a 84 a6 4d f2 86 31 8a b7 ba 59 7e 36
c2 6¢ 80 30 0f 84 ee 2f 98 b7 82 33 91 fO ea b1 26 59 83 01 dO
03 14 Oc e6 50 20 4d 70 f6 19 1b 1e 5¢ 87 80 ae 61 34 27 00
5b 2b 9a 4c¢c ad d2 5¢ 56 6b 7f ce 96 c5 5¢ 76 fb a4 59 42 ba dO
b6 4a f1 e6 8b 4a 35 9a 98 c7 89 67 80 58 6e Of b2 de 89 90 d7
81 0d ba 6e 1d 60 01 81 60 6e 2b €8 41 21 b3 fb 7d d8 7f 02 ec
3b b9 43 36 c6 0f 74 cf da db 07 e4 3c f7 02 03 01 00 01

BasicConstraints

IsCA:true

»  SubjectKeyldentifier a8 c0 02 24 c8 15 57 4a 57 88 c6 46 bc b8 26 dd fa cc fd a6

» AuthorityKeyldentifier d4 a2 fc 9f b3 ¢3 d8 03 d3 57 5¢ 07 a4 d0 24 a7 c0 f2 00 d4

* CRLDistributionPoints URL=http://crl.tcclass3-
ii.trustcenter.de/crl/v2/tc class 3 ca ll.crl

» KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)

SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2008-06-12T00:00:00Z
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http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
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1.2. Trans Sped SAFE CA Il

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Trans Sped SAFE CA ll
Trans Sped SAFE CA Il

Service digital identities

X509SubjectName

e X509SubjectName

CN = Trans Sped SAFE CA II, OU = Individual Subscriber CA,
O =Trans Sped SRL, C =RO

Certificate fields details

* \ersion

3

+ serialNumber

68 9¢ 00 01 00 02 28 f1 a5 10 af 07 65 48

*  X509Certificate

MIIFuzCCBKOgAwIBAglOaJwAAQACKPGIEK8HZUgwDQYJKo
ZIhveNAQEFBQAWdJELMAKGA1UEBhMCREUxHDAaBgNVBA
oTE1RDIFRydXNOQ2VudGVylEdtYkgxljAgBgNVBAsTGVRDIF
RydXN0OQ2VudGVyIENsYXNzIDMgQOExJTABgNVBAMTHFR
DIFRydXN0OQ2VudGVyIENsYXNzIDMgQOEgSUkwHhcNMDkx
MJEXMTIyNDUOWhcNMTkxMjA2ME10TUSWjBpMQswCQYDV
QQGEwWJSTzZEXMBUGA1UEChMOVHJhbnMgU3BIZCBTUkwxI
TABgNVBAsSTGEIuZGI2aWR1YWwgU3Vic2NyaWJIciBDQTEe
MBwWGA1UEAXMVVHJhbnMgU3BIZCBTQUZFIENBIEIJMIIBIJA
NBgkghkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEApI9z3ktqd2
uODONhZIVgx10YB8dZP3I16a3pO0FruOXIH1aPs9JqyIXwtj99Y5
PN4Jvq1ae6/w1008Aru58eTJ2FUDFMf3Ce1W3UZSLP6hxkg6
HqqO0YJdkkjXFBBu3TUBII6uuhKLZAQoczFVJLGUhPK+hanClo
vH84qWHpEhrUhmxqgj1oxHY7GVtRLOXjAw+yMJQa0z/XM8DN
CmlhakgLBegydZ2hcrLcG2LiYilzOlpeBQXDpOlmr2ebYWRVLQ
7Y2DXBkyTuMO0zz7aGL9SfvPBx5xfCTDPfaw4ektFfvNig4z1ou+
+zjqTZiPYfo3FhxtaofOilvY TkCBDJgJFcGwIDAQAB04ICUjCCA
kdwgZUGCCsGAQUFBWEBBIGIMIGFMDIGCCsGAQUFBzABh
iZodHRwOIi8vb2NzcC50Y2NsYXNzMy1JSS50cnVzdGNIbnRIci5
kZTBPBggrBgEFBQcwAoZDaHR0OcDovL3d3dy50cnVzdGNIbnR
Ici5kZS9jZXJ0c2VydmljZXMvY 2FjZXJ0cy90Y 19jbGFzc18zX2N
hX0lIJLmNydDAfBgNVHSMEGDAWgBTUovyfs8PYAINXXAek0
CSnwPIA1DASBgNVHRMBAfSECDAGAQH/AgEAMFQGA1UdI
ARNMEswPwYLKolUACWBAQYQAQEwWMDAuBggrBgeEFBQcC
ARYiaHROcDovL3d3dy50cmFuc3NwZWQucm8vemVwb3NpdG
9yeTAIBgYEAIswWAQEwWDgYDVROPAQH/BAQDAgEGMBOGA1
UdDgQWBBRIITKXrVCqPFo/1FCEgb0OO0AtI3tDCB+QYDVROfBI
HxMIHuMIHrolHoolHIhkFodHRwOI8vY 3JsLnRjY2xhc3MzLWIpL
NRydXNOY2VudGVyLmRIL2NybC92Mi90Y 19jbGFzc18zX2NhX
OlJLmNyblaBn2xkYXA6Ly93d3cudHJ1c3RjZW50ZXIuZGUvQO
49VEMIMjBUcnVzdENIbnRIciUyMENsYXNzJTIwMyUyMENBJT
IwSUksTz1UQyUyMFRydXNOQ2VudGVyJTIwR21iSCxPVT1yb
290Y2VydHMsREM9dHJ1c3RjZW50ZXIsREM9ZGU/Y2VydGIm
aWNhdGVSZXZvY2F0aW9uTGIzdD9iY XNIPzANBgkghkiGOwO
BAQUFAAOCAQEAOHTtcizB7nKpf/nFf4XehDMV+
+MhImGTqrzzT7Zw9T6EhGmBubsBZ/U11IGgb8maDqv8B6oiuV
mgCAwPkIXphaxPs+Shljdg9bFt5a9YO3unr+67gVqvTixFDWfK
YR+aBERw7MfufSDOUIT9ro+UCxigFn28Kq7e9zDrSSW3xE20
vvChwl3+UrAX6kZgHNmWkMyJkpnvwtWMO4kAAUBgP4hLZj6
z7ThRAdf18jWc0VvVm4xVSwoorIxGVS2ILEEu8RotVOUApuUO
HkjBAvO9a5Lz1LadHUGWIS65GG238pPtRtVrdADK870fDQlz/
a4wJRuzgODfRfy3/nJI1ZJ7Y3Hg==

----- END CERTIFICATE-----
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC

» SigAlg

sha1RSA

» SigAlgOID

1.2.840.113549.1.1.5

¢ |ssuerDN CN

TC TrustCenter Class 3 CA Il

¢ |IssuerDN OU

TC TrustCenter Class 3 CA

* |ssuerDN O

TC TrustCenter GmbH

e |ssuerDN C

DE

e SubjectDN CN

Trans Sped SAFE CA I

*  SubjectDN OU

Individual Subscriber CA

e SubjectDN O

Trans Sped SRL

e SubjectDN C

RO

+ NotBefore

Friday, December 11, 2009 2:24:54 PM

* NotAfter

Friday, December 06, 2019 11:59:59 PM

e Publickey

308201 0a 0282010100 a6 5f73 de 4b 6a 77 6b 8e Oc €9
e1 66 55 6ac7 5a 18 07 c7 59 3f 72 3a 6b 7a 4e d0 5a ee 39
72 07 d5 a3 ec f4 9a b2 95 7c 2d 8f df 58 e4 f3 78 26 fa b5 69
ee bf ¢3 5d 28 fO Oa ee e7 c7 93 27 61 54 Oc 53 1f dc 27 b5 5b
7519 48 b3 fa 87 19 20 e8 7a aa d1 82 5d 92 48 d7 14 10 6e
dd 350194 8e ae ba 12 8b 64 04 28 73 31 55 24 b1 94 84 2
be 85 a9 c2 22 8b ¢7 f3 8a 96 1e 91 21 ad 48 66 c6 a8 f5 a3 11
d8 ec 65 6d 44 bd 17 8c Oc 3e ¢8 c2 50 6b 4c ff 5¢ cf 03 34 29
88 85a92a2c17a0c9d6 76 85 cacb 70 6d 8b 89 88 88 cc
€969 78 14 17 Oe 93 88 9a bd 9e 6d 85 91 be d4 3b 63 60 d7
06 4c 93 b8 cd 33 cf b6 86 2f d4 9f bc fO 71 7 17 c2 4¢ 33 df
6b Oe 1e 92 d1 5f bc d8 a0 €3 3d 68 bb ef b3 8e a4 d9 88 f6 1f
a37161c6d6 a8 7ce888bd84ed40810c980915c1b 02
03 01 00 01

+ BasicConstraints

IsCA:true

» SubjectKeyldentifier

48 23 52 97 ad 50 aa 3c 5a 3f d4 50 84 81 bd 34 02 d2 37 b4

* AuthorityKeyldentifier

d4 a2 fc 9f b3 ¢3 d8 03 d3 57 5¢ 07 a4 d0 24 a7 c0 f2 00 d4

* CRLDistributionPoints

URL=http://crl.tcclass3-
ii.trustcenter.de/crl/v2/tc_class_3 ca_ll.crl
URL=Idap://www.trustcenter.de/CN=TC%20TrustCenter
%20Class%203%20CA%2011,0=TC%20TrustCenter
%20GmbH,OU=rootcerts,DC=trustcenter,DC=de?
certificateRevocationList?base?

KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

+ SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2008-06-12T00:00:00Z

1.3. Trans Sped Qualified CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Trans Sped Qualified CA
Trans Sped Qualified CA

Service digital identities

X509SubjectName

e X509SubjectName

CN = Trans Sped Qualified CA, OU = Individual Subscriber CA,
O = Trans Sped SRL, C = RO

Certificate fields details

* \ersion

3

* serialNumber

49 a8 00 00 00 02 53 Oc 2d 49 85 dc e4 3
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

*  X509Certificate

MIIDWTCCAyqgAwIBAgIOSagAAAACUwWWLSY Xc5PMwDQY JKo
ZIhveNAQEFBQAwgbwxCzAJBgNVBAYTAKRFMRAwWDgYDVQ
QIEwdIYW1idXJnMRAwDgYDVQQHEwdIYW1idXJnMTowOAY
DVQQKEzFUQyBUcnVzdENIbnRIciBmb3lgU2VjdXJpdHkgaW4g
RGFOYSBOZXR3b3JrcyBHbWJIMSIWIAYDVQQLExIUQyBUcnV
zdENIbnRIciBDbGFzcyAzIENBMSkwJwY JKoZlhveNAQKBFhpjZ
XJ0aWZpY2F0ZUB0OcnVzdGNIbnRIciSkZTAeFWOWNDEyMTAXxM
DUxMjhaFwOxMDEyMzEyMjUSNTIaMGsxCzAJBgNVBAYTAIJP
MRcwFQYDVQQKEwSUcmFucyBTcGVKIFNSTDEhMB8GA1UE
CxMYSW5kaXZpZHVhbCBTdWJzY3JpYmVyI[ENBMSAwWHgYDV
QQDExdUcmFucyBTcGVKIFF1YWxpZmIlZCBDQTCBnzANBgkq
hkiGOWOBAQEFAAOBjQAwWgYKkCgYEAuXpuuobA57u0XDUU9i/
RZQNdvJuY 1x91GeRnnV72u4L3P+Q+M8thjz6 MiWmduXHNra3
4/iulcFe19Tiq2YgOauuc9rVgNiJO4+j1B3Ri1wEovoYO06oflhVmNe
aNIMv+QVABLOmMWVALtISVi+XuEepR3QrErbaYF2U1fH8P7vs60
0CAWEAAaOCARQwggEQMFWGCCsGAQUFBWEBBFAWTBM
BggrBgEFBQcwAoZAaHROcDovL3d3dy50cnVzdGNIbnRIciSkZS
9jZXJ0c2VydmljiZXMvY2FjZXJ0cy90Y2NsYXNzMyOyMDExLmN
ydDAPBgNVHRMBAfSEBTADAQH/MBgGA1UdIAQRMA8SwWDQY
LKolUACWBAQYJAQEwDgYDVROPAQH/BAQDAGEGMBOGA1
UdDgQWBBT6Id127tVA4vGndyWfxysfvjeG1zBDBgNVHRSEPD
A6MDigNgAOhjJodHRwOIi8vd3d3LnRydXNOY2VudGVyLmRIL2N
ybC92Mi90Y2NsYXNzMyOyMDExLmNybDARBglghkgBhvhCAQ
EEBAMCAQYwDQYJKoZIhveNAQEFBQADgYEAkfYHDfyWCgR
WbMZRNG6+HqWf5GZhLR5MDpxJ3ZEkopWJIBpt2164AHXjvD5s
CW4cW6I1LVhS/D2u5yPVO0Ut2vsdPxel1wWWysvVruOhd7z9L
UZnAFmFWIVbq9eTyCf5IXi/NvBeuea67Np4LEXhjrM26ZkCFXD
VoWGB8SoRdY xk=

» SigAlg

sha1RSA

. SigAlgOID

1.2.840.113549.1.1.5

¢ |ssuerDN CN

TC TrustCenter Class 3 CA

* |ssuerDN OU

TC TrustCenter Class 3 CA

e |ssuerDN O

TC TrustCenter for Security in Data Networks GmbH

e |IssuerDN C

DE

» SubjectDN CN

Trans Sped Qualified CA

e SubjectDN OU

Individual Subscriber CA

e SubjectDN O

Trans Sped SRL

» SubjectDN C

RO

* NotBefore

Friday, December 10, 2004 12:51:28 PM

* NotAfter

Saturday, January 01, 2011 12:59:59 AM

¢ PublicKey

30 8189 02 81 81 00 b9 7a 6e ba 86 cO e7 bb b4 5¢c 35 14 16 2f
d1 65 03 5d bc 9b 98 d7 1f 75 19 e4 67 9d Se f6 bb 82 {7 3f e4

3e 33 cb 61 8f 3e 8¢ 89 69 9d b9 71 cd ad ad f8 fe 2b a5 70 57

b5 f5 38 aa d9 88 Oe 6a eb 9c 6 b5 60 36 22 4e €3 €8 f5 07 74

62 d7 01 28 be 86 34 ea 87 €5 85 59 8d 79 a3 65 32 ff 90 54 00
4b 3a 65 95 02 d2 12 56 2f 97 b8 47 a9 47 74 2b 12 b6 da 60 5d
94 d5 f1 fc 3f bb ec ea 8d 02 03 01 00 01

+ BasicConstraints

IsCA:true

» SubjectKeyldentifier

fa 95 dd 76 ee d5 40 e2 1 a7 77 25 9f c7 2b 1f be 37 86 d7

» AuthorityKeyldentifier

+ CRLDistributionPoints

URL=http://www.trustcenter.de/crl/v2/tcclass3-2011.crl

» KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

* SHA256 Cert.hash
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ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2008-06-12T00:00:00Z

1.4. Trans Sped SAFE CA |

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Trans Sped SAFE CA |
Trans Sped SAFE CA |

Service digital identities

X509SubjectName

e X509SubjectName

CN = Trans Sped SAFE CA [, OU = Individual Subscriber CA, O
= Trans Sped SRL, C =RO

Certificate fields details

* \Version

3

* serialNumber

29 ¢4 00 01 00 02 96 a8 c1 de 58 90 ¢5 76

*  X509Certificate

MIIEKzCCAxOgAwIBAgIOKcQAAQACIqjB3liQxXYwDQYJKoZlh
vcNAQEFBQAWdJELMAKkGA1UEBhMCREUxHDAaBgNVBAoOTE
1RDIFRydXN0Q2VudGVylEdtYkgxljAgBgNVBAsSTGVRDIFRydX
NOQ2VudGVyYIENsYXNzIDMgQOExJTABgNVBAMTHFRDIFRyd
XN0Q2VudGVyYIENsYXNzIDMgQOEgSUkwHhcNMDgwMzA2MT
QyMEXWhcNMTAxMjMxMjl1O0TUSWjBoMQswCQYDVQQGEwJ
STzEXMBUGA1UEChMOVHJhbnMgU3BIZCBTUkwxITAfBgNVB
AsTGEIuZGI2aWR1YWwgU3Vic2NyaWJIciBDQTEdMBsGA1UE
AxMUVHJhbnMgU3BIZCBTQUZFIENBIEkwgZ8wDQY JKoZlhvc
NAQEBBQADgYOAMIGJA0oGBAJ08jB4WUkIx7u19Gt30g7i8d8cS
tkDyarXsvY42nJH3fSa/vVvo10hlYelZtFAOQIEt1WcyDV73jKylvik7
54/0VIPWwtSgkxYPraplpVDvPIc1KtcwN3RD3bjfxPrlOPn6143T
GDEjeacVCcPXUSmydg4mTeZ8NTjVwi3xAAmM5jAgMBAAGjggF
HMIIBQzBCBggrBgEFBQcBAQQ2MDQwMgYIKwYBBQUHMAG
GJmhOdHAGBLY9VY 3NWLNRjY2xhc3MzLUIJLNRydXNOY2VudGV
yLmRIMB8GA1UdIwQYMBaAFNSi/J+zw9gD01dcB6TQJKfA8gD
UMA8GA1UdEWEB/WQFMAMBAf8wWVAYDVROgBEOWSzA/Bgsq
ghQALAEBBhABATAWMC4GCCsGAQUFBwIBFiJodHRwOIi8vd3
d3LnRyYW5zc3BIZC5yby9yZXBvc2l0b3J5MAgGBgQAizABATA
OBgNVHQ8BAfSEBAMCAQYwWHQYDVROOBBYEFMR6x1KEFI]
KAJN+Y4FDFFRz1UGIMEYGA1UdHWQ/MDOwO6A50DeGNWh
0dHAG6LY93d3cudHJ1c3RjZW50ZXIuZGUVY 3JsL3YyL3RjX2NsY
XNzXzNfY2FfSUkuY3JsMAOGCSqGSIb3DQEBBQUAA4IBAQC
uNRZ/0noVi8Xrkq3rdgn75XVt0BG45xg76ILo8fzmQEEk6GjoioVgK
b/kudehnbl86VEOdfeEI6kiL29A9IuK5dvv3Leetz1tbdrduHHSPS6
ULQq7fzKXudTW4EfnU7j3Lr+GQ/R7GoTWQjZ/qztSFILzMi86bhc
6LTFuandbcpfgZDmyOeuKJwvghphkpJxQi/BXjlg+eyuVIYUVp9x
6Dj/tINARAQIfDSAYbOFOJUZ1KUIMx+sAhTyPfU9brACSSZ9%4ei
JVrFHKLBsidYB/x+QYJWhQwG90e5eFJ994Ppkw8rP1QDErGA
QKVYURFbYHGhu9LKTAIhlvx14KKgm352i

----- END CERTIFICATE-----

» SigAlg

sha1RSA

» SigAlgOID

1.2.840.113549.1.1.5

* |ssuerDN CN

TC TrustCenter Class 3 CA Il

¢ |ssuerDN OU

TC TrustCenter Class 3 CA

e |IssuerDN O

TC TrustCenter GmbH

* |ssuerDN C

DE

e SubjectDN CN

Trans Sped SAFE CA |
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

* SubjectDN OU

Individual Subscriber CA

» SubjectDN O

Trans Sped SRL

e SubjectDN C

RO

* NotBefore

Thursday, March 06, 2008 4:22:11 PM

* NotAfter

Saturday, January 01, 2011 12:59:59 AM

¢ PublicKey

308189028181009d3c8c1e 16524971 eeed7d 1adde8
83 b8 bc 77 c7 39 b6 40 f2 6a b5 ec bd 8e 36 9¢c 91 f7 7d 26 bf
bd 5b e8 d4 e8 65 61 e2 19 b4 50 Oe 88 4b 75 59 cc 83 57 bd e3
2b 29 6f 96 4e f9 e3 f3 95 f4 5 b0 b5 28 24 ¢5 83 eb 6a 99 69 54
3b cf 21 cd 4a b5 cc 0d dd 10 f7 6e 37 f1 3e b2 34 3e 7e b5 e3
74 c6 0c 48 de 69 ¢c542 70 f5 d4 4a 6¢ 9d ab 89 93 79 9f 0d 4e
3570 8b 7c 40 02 6e 63 02 03 01 00 01

+ BasicConstraints

IsCA:true

* SubjectKeyldentifier

c4 7ac7 59 04 14 88 ca 00 93 7e 63 81 43 14 54 73 d5 41 a2

» AuthorityKeyldentifier

d4 a2 fc 9f b3 ¢3 d8 03 d3 57 5¢ 07 a4 d0 24 a7 c0 f2 00 d4

* CRLDistributionPoints

URL=http://www.trustcenter.de/crl/v2/tc_class_3_ca_ll.crl

«  KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2008-06-12T00:00:00Z2

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 9



http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

2. TSP: DigiSign S.A.

TSPName

« Name [en] DigiSign S.A.

. Name [ro] D|g|S|gn S.A.
PostalAddress

StreetAddress [en] 2 - 6 Virgil Madgearu Street

Locality [en] Bucharest

PostalCode [en] 014135

CountryName[en] Romania
PostalAddress

StreetAddress [ro]

Strada Virgil Madgearu nr. 2 - 6

Locality [ro] Bucuresti
PostalCode [ro] 014135
CountryNameJro] Romania
ElectronicAddress
- URI mailto: sales@digisign.ro
- URI http://www.digisign.ro
TSPInformationURI
URI http://ca-services.digisign.ro/registru/
http://www.digisign.ro/ro/servicii/semnatura_electronica
http://www.digisign.ro/ro/suport/suport
http://www.digisign.ro/ro/footer/codul_de_practici_si_proceduri
21. Digisign Qualified Root CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Digisign Qualified Root CA
Digisign Qualified Root CA

Service digital identities

X509SubjectName

e X509SubjectName

CN = Digisign Qualified Root CA
OU = DigiSign Root CA

O = DigiSign S.A.

C=RO

Certificate fields details

* \ersion

3

* serialNumber

00 92 9a 83 f9 53 4f 50 69

¢ X509Certificate

MIIDsDCCApigAwIBAgIJAJKag/ITT1BpMAOGCSqGSIb3DQEBB
QUAMGUxCzAJBgNVBAYTAIJPMRYWFAYDVQQKEw1EaWdp
U2InbiBTLKEUMRkwFwYDVQQLEXBEaWdpU2InbiBSb290IENB
MSMwIQYDVQQDExpEaWdpc2InbiBRdWFsaWZpZWQgUm9vd
CBDQTAeFwOWOTAxMDcxMzU5MjdaFw0yOTAxMDcxMzU5M;j
daMGUxCzAJBgNVBAYTAIJPMRYwWFAYDVQQKEw1EaWdpU2|
nbiBTLKEUMRKwFwYDVQQLExBEaWdpU2InbiBSb290IENBMS
MwIQYDVQQDExpEaWdpc2InbiBRdWFsaWZpZWQgUm9vdCB
DQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggE
BAOmMPMNGxhJRB8SACjjLc27MCqcPCGsMtgoyKoG1vBMa8vb
EZ+O+XDHGWJTRiIoEFGW23q0OJmdgB5408HmIFj1E2iv/SUuUN
KdG6c6gOh8R1dvCOp0Cu3X5ps2laelzG20FU4COMuURXtBYUz
WyJKZ/jhywy TtxdrxMHbO9bgOQ/CLYHg3Sm3g6xxvUkReQu3D
cvWIBgKkOQXsUdxkpqyv4i0q15tKJO5bsFjOBA8ezVOelCCvuW
znBLo1PXAhQqSklcnx08b+ZYBbCYhQ63+9ndgfimMIRsoP68Na
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http://uri.etsi.org/TrstSvc/Svctype/CA/QC
http://www.digisign.ro/ro/footer/codul_de_practici_si_proceduri
http://www.digisign.ro/ro/suport/suport
http://www.digisign.ro/ro/servicii/semnatura_electronica
http://ca-services.digisign.ro/registru/
http://www.digisign.ro/
mailto:sales@digisign.ro

dVxqF3PJEPdJgldFgSc635iRnUtGIWw8reVxbbFCdL0/3CuxXKx
cOCAWEAAaNjMGEwHQYDVROOBBYEFKgc7NJblUtfexHAbIPH
eCbrw71SMB8GA1UdIwQYMBaAFKgc7NJblUtfexHAbIPHeCbr

W71SMBIGA1UdEWEB/WQIMAYBAfSCAQEwWCwWYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBBQUAA4IBAQBWMWT7N/GG3U606
RQLhTf33jqgf+mXz/HWs/AsellvGKHtdm4ZP8zghEgKR2HCU+y
YeiEgyp3YuDplgFvzbIXNo6+tgB+a6Qgq9008BRpfWocR4jLgsZvt
stpb5etnPNDAGRDIqC1InCQS4moONgeWIUGEpBT9unK4nUU

C7podFEqGmXYDcMIfV4Bk5g0kELGvOqbOluqgel36fpFcjjv7oh00
HMzO5L+meXwek1Xvi1LxccKFKj2cJgDNNSEh6PPOYEHsbK/VO
VNzbybm78bZnTsj+2rXKDncnqfQ2aVoNYLVhH2ws4cxrfrdbfUD

Z7idcGl4S2pfpyBB/SraC9irOY/

----- END CERTIFICATE-----

» SigAlg

sha1RSA

» SigAlgOID

1.2.840.113549.1.1.5

¢ |ssuerDN CN

Digisign Qualified Root CA

¢ [IssuerDN OU

DigiSign Root CA

* |ssuerDN O

DigiSign S.A.

e |ssuerDN C

RO

e SubjectDN CN

Digisign Qualified Root CA

» SubjectDN OU

DigiSign Root CA

e SubjectDN O

DigiSign S.A.

e SubjectDN C

RO

* NotBefore

1/7/2009 4:59 PM

* NotAfter

1/7/2029 4:59 PM

¢ PublicKkey

30 82 01 0a 0282010100e9 8f30d1b18494 41112002 8e
32 dcdb b3 02 a9 c3c2 1ac32d 82 8c 8a a0 6d 6f 04 c6 bc bd
b1 1918 ef 97 Oc 71 96 25 34 62 a0 41 46 5b 6d ea 38 99 9d a8
1e 78 d3 c1 €6 94 58 f5 13 68 af fd 25 2e 34 a7 46 €9 ce a0 3a
1f 11 d5db c2 3a9d 02 bb 75 f9 a6 cd 88 69 €9 73 1b 6d 05 53
80 bd 32 e4 57 b5 f0 58 53 35 b2 24 a6 7f 8e 1c b0 c9 3b 71 76
bc 4c 1d b3 bd 6e 03 90 fc 22 d8 1e 0d d2 9b 78 3a c¢7 1b d4 91
17 90 bb 70 dc bd 62 01 a8 a9 0e 41 7b 14 77 19 29 ab 2b f8 8b
4a b5 e6 d2 89 3b 96 ec 16 33 81 03 c7 b3 54 €7 88 08 2b ee 5b
39c12e8d4f5c 085089292572 7c74f1 bf99 60 16 c2 62
14 3a df ef 67 76 07 e6 32 54 6¢ a0 fe bc 35 a7 55 c6 a1 77 3c
91 0f 74 98 2574 58 12 73 ad f9 89 19 d4 b4 62 16 c3 ca de 57
16 db 14 27 4b d3 fd c2 bb 15 ca ¢5 ¢d 02 03 01 00 01

+ BasicConstraints

IsCA:true

* SubjectKeyldentifier

a8 1cec d2 5b 21 4b 5f 7b 11 c0 6e 53 c¢7 78 26 eb 5b bd 52

» AuthorityKeyldentifier

a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52

« CRLDistributionPoints

URL= http://crl.digisign.ro/Qualified/drca.crl

KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

+ SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-07-01T16:59:00Z

2.2. DIGISIGN PUBLIC

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

DIGISIGN PUBLIC
DIGISIGN PUBLIC

Service digital identities

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 11



http://uri.etsi.org/TrstSvc/Svctype/CA/QC
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited

X509SubjectName

*  X509SubjectName

CN = DIGISIGN PUBLIC
OU = Digisign Public CA

O = Digisign S.A.
C=RO
Certificate fields details
* Version 3

* serialNumber

7e 79 1f 91 53 56 19 c5 b5 c1 8d f8 fc 8e ad b8

*  X509Certificate

MIIDxDCCAqygAwIBAgIQfnkfkVNWGcW 1wY 34/I6tuDANBgkghk
iGOWOBAQUFADBIMQswCQYDVQQGEwWJSTzZEWMBQGA1UE
ChMNRGInaVNpzZ24gUy5BLjEZMBcGA1UECXMQRGInaVNpZ2
4gUm9vdCBDQTEjMCEGA1UEAXxMaRGInaXNpZ24gUXVhbGIm
aWVkIFJvb3QgQOEWHhcNMDKwNDIzMTUWMTQ3WhcNMTQw
NDIOMTUwMTQ3WjBcMQswCQYDVQQGEwWJSTzEWMBQGA1
UEChMNRGInaXNpZ24gUy5BLjEbMBKGATUECXMSRGInaXNp
Z24gUHVibGIljJIENBMRgwFgYDVQQDEW9ESUdJUOIHTIBQVUJ
MSUMwggEIMAOGCSqgGSIb3DQEBAQUAA4IBDWAwggEKA0IB
AQDXKXDOF+y8SUjVEwcvQdUMSQENQjVD7PSUgRcVY17+jg
uM9lu7pJoT3AREIO6KKkhgAPjLS]PQQZiugZMQvytbspBiFn5E2
GZM/15yXSI138XsXwcGaZkr+7OBNbH5N12LkgmhOWLmM6EsINn8Ry
gMO07UzxJNhknXUNpYUKN93dg+5YZOOOVHpt6fTfKaBi7wsgX
SvoSZW2IWtR2M/c5pCTiGIKOg8ZewUfWUQITuUPjX+up03x7b
0ZuS+eUr05Z0z3m4P2LVId/CgfnFNugNkn+4Z03uaBuXXXJKid
HsGIRPu6S5e0M4XqJu5AJNZOglo1Z/04vbF4g2m/81/1KO0/map
pAgMBAAGjeTB3MBIGA1UdEWEB/WQIMAYBAfSCAQAWEQYJ
Y1ZIAYb4QgEBBAQDAgEGMA4GA1UdDWEB/WQEAwWIBBjAdBg
NVHQ4EFgQUN7PV8s6d5htG6GW4rS7VnixpDtOwHwWYDVRO|B
BgwFoAUqgBzs0IshS197EcBuU8d4JutbvVIwDQY JKoZIhveNAQE
FBQADggEBAFtvWmMPmMcxJAAIBMG7ENzDpGRFVYNSFMCNNT
D50Lmev0YDuZwoxel+WYeqoLHFtpPVA5AImgoTdGVMErpRT
c9YgP5EGCsvPEjglZeVVNTegHURfKi7rgCD+6DUSfaPN3MybM
DyGVONwNvnO732BNfVeFfuiJ8LOWpOnOLTbtFcFDauH6uY6eB
YanCbFCrwWiKF26/zc6fODQn/GN5xgX24vnUsum8/zhGhDzJ8x
QvLoX36vNOcxPk8Nd/9nnVgIFXQT96RNSTIjAIV2ajct7iYNVPIEG
2pWYh17vMhNrde+C3bWraVXR6onOBY7CBaEp8gW7cbyDPS
6GDSR1m5RIKvCI=

. SigAlg

sha1RSA

.+ SigAlgoID

1.2.840.113549.1.1.5

* |ssuerDN CN

Digisign Qualified Root CA

* |ssuerDN OU

DigiSign Root CA

e |ssuerDN O

DigiSign S.A.

* |ssuerDN C

RO

»  SubjectDN CN

DIGISIGN PUBLIC

e SubjectDN OU

Digisign Public CA

e SubjectDN O

Digisign S.A.

» SubjectDN C

RO

+ NotBefore

4/23/2009 6:01 PM

* NotAfter

4/24/2014 6:01 PM

* PublicKey

3082 010a0282010100d72970ce 17 ec bc 49 48 d5 13 07
2f41d50ce5 0127 aa3543 ecf494 8117 1563 5e fe 8e Ob
8c f4 8b bb a4 9a 13 dc 04 44 20 ee 8a 92 1a 80 3e 32 d2 8c f4
10 66 2b a0 64 c4 2f ca d6 ec a4 18 85 9f 91 36 19 93 3f 97 9c
97 48 8d fc 5e ¢5 f0 70 66 99 92 bf bb 38 13 5b 1f 93 75 d8 b9
20 9a 1f 56 2e 6e ac 96 7f 11 ca 03 34 ed 4c f1 24 d8 64 9d 75
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0d a5 85 0a 37 dd dd 83 ee 58 64 €3 8e 54 7a 6d €9 f4 df 29 a0
62 ef Ob 20 5d 2b €8 49 95 b6 95 6b 51 d8 cf dc e6 90 93 88 62
Oa 3a af 19 7b 05 1f 59 44 25 4e e5 0f 8d 7f ae a7 4d f1 ed ba 19
b9 2f 9e 52 bd 39 67 4¢ f7 9b 83 f6 2d 59 5d fc 28 1f 9c 53 6e 80
d9 27 fb 86 74 de €6 81 b9 75 d7 24 a8 9d 1e c1 88 44 fb ba 4b
97 a8 33 85 ea 26 ee 40 24 d6 4e 82 5a 35 67 fd 38 bd b1 78 ab
69 bf fO 8f f5 28 ed 3f 99 aa 69 02 03 01 00 01

+ BasicConstraints

IsCA:true

» SubjectKeyldentifier

37 b3 d5 2 ce 9d e6 1b 46 e8 65 b8 ad 2e d5 9e 5¢ 69 Oe dd

» AuthorityKeyldentifier

a8 1cec d2 5b 21 4b 5f 7b 11 c0 6e 53 c¢7 78 26 eb 5b bd 52

« CRLDistributionPoints

URL= http://crl.digisign.ro/Qualified/drca.crl

« KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-23-04T18:01:00Z

2.3. DIGISIGN FOR UNNPR

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

« Name (en)
* Name (ro)

DIGISIGN FOR UNNPR
DIGISIGN FOR UNNPR

Service digital identities

X509SubjectName

»  X509SubjectName

CN = DIGISIGN FOR UNNPR

OU = UNNPR
O = Autoritati Digisign
C=RO
Certificate fields details
* \ersion 3

* serialNumber

7e 79 1f 91 53 56 19 ¢5 b5 c1 8d 8 fc 8e ad bb

*  X509Certificate

MIID+jCCAuKgAwIBAgIQfnkfkVNWGcW1wY 34/I16tuzANBgkghki
G9wOBAQUFADBIMQswCQYDVQQGEwWJSTzZEWMBQGA1UEC
hMNRGInaVNpZ24gUy5BLJEZMBcGA1UECXMQRGInaVNpZ24
gUm9vdCBDQTEjMCEGA1UEAxMaRGInaXNpZ24gUXVhbGIma
WVkIFJvb3QgQOEWHhcNMDKWNTIZMTITNTEXWhcNMTQWNTI
SMTIMNTEXWjBYMQswCQYDVQQGEwWJSTzEcMBoGA1UECh
MTQXV0b3JpdGF0aSBEaWdpc2lnbjEOMAWGA1UECXMFVUS
OUFIxGzAZBgNVBAMTEKRJROITSUdOIEZPUIBVTk5QUjCCAS
IwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAMFJrR4r
tMgTzSm750ErL1LT9QLB12pg+Emx1Qvy7hwm9Vaa/2610/8m
YWRGB97Na9WtMT+gc+Cpgz/o+51Ck+n20IReokQnygg53RAjY
8jI3ZIREB+BX0tKyfkUPZZuowvdYwet97h9NG5/oF rkX9rNBNkb/
Fusis3oxhSOJrWLuUYDmMNmyh8JIvrfpSjibFmxP3uvO+AxjtSW
xIH+XYaPUMSqpMbnGnj/2Euak3191Z2ulN8hBybKODL1JtzCjYp
JtFYZMO9XZs5KxdFRt6c+PymHGCdoeqE49lkdJbYwPbWTpCum
nBHcDXu+aFC+aks0aE2llulfh07Qtq9K45ukCAWEAAaOBsjCBrz
A2BglghkgBhvhCAQgEKRYnaHR0OcDovL3d3dySkaWdpc2inbiSy
by91dGlscy9yby9jcHAucGRmMBIGA1UdEWEB/WQIMAYBAf8C
AQAWEQYJYIZIAYb4QgEBBAQDAgEGMA4GA1UdDWEB/WQE
AwlIBBjAdBgNVHQ4EFgQUS+EPIhpQE90X4aAMts7MyPIgBsw
HwYDVRO0jBBgwFoAUqBzs0IshS197EcBuU8d4JutbvVIwDQYJK
0ZlhveNAQEFBQADggEBABg5GR19S0fQMmrM3FKJc9L6+uel
0PiONsRsDKDd70mM58fvhgU8exwB1i6zU/WAugNvQOUHEHCc
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njAaSQ47X5MMIVtdl/DCoEktlyYj/gkMICWNWGulMi2XVBlo6ke8S
EAZWpkvJOw2JOGZ+pDcBHaVTSvwiBbbKwMVkIz53J3xaEf01
02YUY+Ep6VIDOQRZ7GFgPO4MMZPL/fLA/9YZzoH9I61n9zEyv
O5kvMnzYB7/jpZGRbeZKobcj8LxLzW+k739WxMAzWx9AFSIJW
Y/DyEV6rFcY1bX2nscegeikbTohtWlyXczvZjbnkQE36jm0C+ailLC
4Z3xvWVLnl71Qhh1aMU=

» SigAlg

sha1RSA

« SigAlgOID

1.2.840.113549.1.1.5

* |ssuerDN CN

Digisign Qualified Root CA

¢ |ssuerDN OU

DigiSign Root CA

e IssuerDN O DigiSign S.A.

» IssuerDN C RO

» SubjectDN CN DIGISIGN FOR UNNPR
»  SubjectDN OU UNNPR

» SubjectDN O Autoritati Digisign

e SubjectDN C RO

+ NotBefore

5/26/2009 3:55 PM

* NotAfter

5/27/2014 3:55 PM

¢ Publickey

308201 0a0282010100c149 ad 1e 2b b4 c8 13 cd 29 bb e4
el 2b 2f 52 d3 5 02 ¢c1 d7 6a 60 f8 49 b1 d5 Ob f2 ee 1c 26 5 56
9a ff 6e b5 a3 ff 26 63 04 46 07 de cd 6b d5 ad 31 3fa0 73 e0 a9
83 3f e8 fb 92 02 93 €9 6 38 84 5e a2 44 27 ca 08 39 dd 10 23
63 c8 c8 dd 99 51 10 1f 81 5f 4b 4a c9 f9 14 3d 96 6e a3 Ob dd
63 07 ad f7 b8 7d 34 6e 7f a0 5a e4 5f da cd 04 d9 1b fc 5b ac
8a cd e8 c6 14 8e 26 b5 8b b9 46 03 98 ¢3 66 ca 1f 09 22 fa df
ab 28 e2 6¢ 59 b1 3f 7b af 3b e0 31 8e d4 96 c6 51 fe 5d 86 8f
50 c4 aa a4 c6 e7 1a 78 ff d8 4b 9a 93 79 7d d5 9d ae 20 df 21
07 26 ca 38 32 f5 26 dc c2 8d 8a 49 b5 6 19 30 ef 57 66 ce 4a
c5d1 51 b7 a7 3e 3f 29 87 18 27 68 7a a1 38 6 59 09 6d 8c Of
6d 64 €9 0a e9 a7 04 77 03 5e ef 9a 14 2f 92 92 cd 1a 13 62 08
b8 87 e1 d3 b4 2d ab d2 b8 e6 €9 02 03 01 00 01

+ BasicConstraints

IsCA:true

« SubjectKeyldentifier

e7 e7 ¢4 3c 88 69 40 4f 74 5f 86 80 32 db 3b 33 23 ¢8 80 1b

» AuthorityKeyldentifier

a8 1c ec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52

+ CRLDistributionPoints

URL= http://crl.digisign.ro/Qualified/drca.crl

« KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

* SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-26-05T15:55:00Z

2.4, Institutul pentru Tehnologii Avansate

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

*  Name (en)
* Name (ro)

Institutul pentru Tehnologii Avansate
Institutul pentru Tehnologii Avansate

Service digital identities

X509SubjectName

CN = Institutul pentru Tehnologii Avansate
OU = Tehnologia Informatiei
O = Autoritati Digisign

e X509SubjectName

CN = Institutul pentru Tehnologii Avansate
OU = Tehnologia Informatiei
O = Autoritati Digisign
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Certificate fields details

*« Version

3

* serialNumber

7e 79 11 91 53 56 19 ¢5 b5 c1 8d 8 fc 8e ad bc

*  X509Certificate

MIIEETCCAvmgAwIBAgIQfnkfkVNWGcW1wY34/16tvDANBgkgh
kiGOWOBAQUFADBIMQswCQYDVQQGEwWJSTzEWMBQGA1UE
ChMNRGInaVNpZ24gUy5BLJEZMBcGA1UECXMQRGInaVNpZ2
4gUm9vdCBDQTEjMCEGA1UEAXxMaRGInaXNpZ24gUXVhbGIm
aWVkIFJvb3QgQOEWHhcNMDKWNJEXMTYZNTIWWhcNMTQwN;
EyMTYzNTIwWjBvMRwwGgYDVQQKEXNBdXRvemIOYXRpIER
pZ21zaWduMR8wHQYDVQQLExZUZWhub2xvZ2lhIEluZm9ybW
FOaWVpMS4wLAYDVQQDEyYVJbnNOaXR1dHVsIHBIbnRydSBU
ZWhub2xvZ2IplEF2YW52zYXRIMIIBIJANBgkghkiGOWOBAQEFAA
OCAQ8AMIIBCgKCAQEA8FDM3FFbUibUN/UpP4Hg+IsG9ww3g
rtMUcXOytgeAY5aP1frz9tmF23NDXyg6KzL0ZQ/dWDxtE2SRKQ
TdXRzgNPBz4RQfIXRwY 1hZkkaLmOzxOg9V/eUFTIWv3mISbriK
[ILAMEQ95ZseoAls5Y+sPo1BK2jiMrxMzSBIw7e3B7MTfromfhLf
KHLNeebSofv8K2A6AUDy1WDDEHMb36+xb8VJb8mlval+hjBL
M3HXJYN9ZUAQYj9hSFTrDObZ2zihcLEg4HLROKwdh7QFjar9t
WRekvJMg8USxntVY2NIHTvmQwh2HhkWB2MxX6qolg5y+VGl
H53c10BmVogLRS1RQIDAQAB04GyMIGVMDYGCWCGSAGG
+EIBCAQpFidodHRwOIi8vd3d3LmRpZ2IzaWduLnJvL3V0aWxzL
3JvL2NwcC5wZGYWEgYDVROTAQH/BAgwBgEB/WIBADARBgIg
hkgBhvhCAQEEBAMCAQYwDgYDVROPAQH/BAQDAgEGMBO
GA1UdDgQWBBQG54mOOKfCE2mY1gfF+quCIlJVGJDAfBgNV
HSMEGDAWgBSoHOzSWyFLX3sRwG5Tx3gm61u9UjANBgkgh
kiGOWOBAQUFAAOCAQEA2w3t37rd87+VIVcDpLMB20rE3330r
GSvllYe2dM/3Cmk+Qj58aDei8+qCtZE/2JHCq5RkGX084iYaUMrl
CvCh+T6Pp3WqcF56FQQOk4zh2qgkZ2eJP7HItsgDoJtTcMHx2
Oesim9GagGWjPHQ1h83IdLa+dJe5P2w3iSmkpabW9gW3bK+R
FhZ9X3m5zBrCceOxGVIIXOBNLnawP8HfN0Q92CO0OyiHcCrEWLXx
glZvSN+edeM8zmbGEIns4kWp/LvTaZMKtdBmBriK40FxYbtOUB
sbeJEpiw9ZWVHDNUG6bXdriKJpgsOTy0ol+kBgJaMbO4QQI0+
C7dX1Ud2sB3GtzNw==

» SigAlg

sha1RSA

» SigAlgOID

1.2.840.113549.1.1.5

¢ |ssuerDN CN

Digisign Qualified Root CA

¢ |IssuerDN OU

DigiSign Root CA

* |ssuerDN O

DigiSign S.A.

e |ssuerDN C

RO

e SubjectDN CN

Institutul pentru Tehnologii Avansate

» SubjectDN OU

Tehnologia Informatiei

e SubjectDN O

Autoritati Digisign

* NotBefore

6/11/2009 7:35 PM

* NotAfter

6/12/2014 7:35 PM

¢ PublicKey

308201 0a 0282010100 f050ccdc515b5226d4 37529
3f 81 e0 fa 5b 06 f7 Oc 37 82 bb 4¢ 51 c5 ce ca d8 1e 01 8e 5a 3f
57 eb cf db 66 17 6d cd 0d 7c a0 e8 ac cb d1 94 3f 75 60 f1 b4
4d 92 44 a4 137574 73 a8 d3 c1 ¢f 84 50 7e 5¢ 51 c1 8d 61 66
49 1a 2e 63 b3 c4 €8 3d 57 f7 94 15 39 56 bf 79 88 49 ba €3 28
82 0b 74 ¢1 10 f7 96 6¢ 7a 80 08 b3 96 3e b0 fa 35 04 ad a3 88
caf1 33348197 0e dedc 1e cc 4d fafa 99 f8 4b 7c a1 cb 35 e7
9b 4a 87 ef fO ad 80 €8 05 03 cb 55 83 Oc 41 cc 6f 7e be ¢5 bf 15
25 bf 26 96 f6 a5 fa 18 ¢c1 2e 6d c7 5¢ 96 0d 5 95 00 a9 88 fd 85
2153 ac 339b 67 6¢ce285c2c48381cb47 d2b0 76 1e d0 16
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36 ab f6 d5 91 7a 4b c¢9 32 0f 14 4b 19 ed 55 8d 8d f4 74 ef 99
0c21d8 7864 58 1d 8c c5 7e aa a0 88 39 cb €546 20 7e 77 73
53 81 99 5a 20 2d 14 b5 45 02 03 01 00 01

+ BasicConstraints

IsCA:true

» SubjectKeyldentifier

06 e7 89 8e 38 a7 c2 13 69 98 d6 a7 c5 fa ab 82 94 95 46 24

» AuthorityKeyldentifier

a8 1cec d2 5b 21 4b 5f 7b 11 c0 6e 53 c7 78 26 eb 5b bd 52

*« CRLDistributionPoints

URL= http://crl.digisign.ro/Qualified/drca.crl

« KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

« SHAZ256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-11-06T19:35:00Z
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3. TSP: Certsign S.A.

TSPName
¢« Name [en]
« Name [ro]

Certsign S.A.
Certsign S.A.

PostalAddress
StreetAddress [en]
Locality [en]
PostalCode [en]
CountryName[en]

107A Oltenitei Avenue
Bucharest

041303

Romania

PostalAddress
StreetAddress [ro]

Soseaua Oltenitei nr. 107A

Locality [ro] Bucuresti
PostalCode [ro] 041303
CountryName[ro] Romania
ElectronicAddress
- URI mailto: office@certsign.ro
-  URI http://www.certsign.ro/
TSPInformationURI
URI https://www.certsign.ro/cgi-bin/pubra/pubra/get_cert
http://www.certsign.ro/certsign/resurse/documentatie/documente
-certsign
3.1. certSIGN ROOT CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

 Name (en)
» Name (ro)

certSIGN ROOT CA
certSIGN ROOT CA

Service digital identities

X509SubjectName

» X509SubjectName

OU=certSIGN ROOT CA,O=certSIGN,C=RO

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 02

» X509Certificate

MIIDODCCAICgAwIBAgIGIAYFFNACMAOGCSqGSIb3DQEBBQ
UAMDsxCzAJBgNVBAYTAIJPMREwDwYDVQQKEwhjZXJOUOI
HTJEZMBcGATUECXxMQY2VydFNJR04gUk9PVCBDQTAeFwOw
NjA3MDQxNzlwMDRaFw0zMTA3MDQxNzIwMDRaMDsxCzAJB
gNVBAYTAIJPMREwDwYDVQQKEwWhjZXJOUOIHT;EZMBcGA1U
ECxMQY2VydFNJR0O4gUkOPVCBDQTCCASIwDQYJKoZIhveNA
QEBBQADggEPADCCAQoCggEBALczuX71JUqOtdu0KBuqV5D
00SLTZLrTk+jUrlZhQGpgV2hUhE28alQCBf/fm50qrlOHj0rDKH/v
+yv6efHHrfAQUyYSQi2bJqlirr1qjAOm+ukbuW3N7LBeCgV5iLKE
CZb0O9xSsAfsT8AzNXDe3i+s5dRdY4zTW2ssHQnIFKquSyAVwd
j1+ZxLGt24gh65AlgoDzMKNDSpCCriUoSe1b16kQOA7+j0xbmO0
bqQfWwCHTDO0IgztnzXdN/chNFDDnU50SVAKOp4yw4sLjmdjltu
FhwvJolQ4uNIIAcEwWF73XVVv4EOLQunpL+943AAAaWYyijj0pxzPjK
HmMKHJUS/X3qwzs08 CAWEAAaNCMEAwWDwYDVROTAQH/BAU
wAWEB/zAOBgNVHQ8BAfSEBAMCACYWHQYDVROOBBYEFO
CMm9sISbPxflbWskKHC9BroNnkMAOGCSqGSIb3DQEBBQUA
A41BAQA+0hyJLjX8+HXd5n9IiPRyTMks1zJO890ZeUe9jjtbkw9Q
SSQTaxQGcu8J06Gh40CEyecYMnQ8SG4Pn0OvU9X7Tk4ZkVJdj
cIDVVc/61JMCopvDISNOFIV20HB5bcOhH88vLbwZ44gx+FkagQn
[16Z0x2DEW8xXjrJ1/RsCCdtZb3KTafcxQdalOL+HsrOWefmg5L6I
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Jd1hJyMctTEHBDa0GpC90oHRxUIItvBTjD4au8as+x6AJzKNIOeD
bZOeStc+vckNwi/nDhDwTgn6Sm1dTk/pwwpEOMfmbZ13pljheX
7NzTogVZ96edhBilL5VaZVDADIN9u6wWk5JRFRYX0KD

----- END CERTIFICATE-----

» SigAlg sha1RSA

» SigAlgOID 1.2.840.113549.1.1.5
» IssuerDN CN

» |ssuerDN OU certSIGN ROOT CA
* |ssuerDN O certSIGN

* |ssuerDN C RO

SubjectDN CN

SubjectDN OU

certSIGN ROOT CA

SubjectDN O

certSIGN

SubjectDN C

RO

» NotBefore Tuesday, July 04, 2006 8:20:04 PM
» NotAfter Friday, July 04, 2031 8:20:04 PM
* PublicKey 308201 0a0282010100b7 33 b9 7e c8 25 4a 8e b5 db b4 28

1b aa 57 90 e8 d1 22 d3 64 ba d3 93 e8 d4 ac 86 61 40 6a 60 57
68 54 84 4d bc 6a 54 02 05 ff df 9b 9a 2a ae 5d 07 8f 4a c3 28 7f
ef fbo 2b fa 79 f1 c¢7 ad f0 10 53 24 90 8b 66 c9 a8 88 ab af 5a a3
00 e9 be ba 46 ee 5b 73 7b 2c 17 82 81 5e 62 2c a1 02 65 b3 bd
c52b 00 7e c4 fc 03 33 57 0d ed e2 fa ce 5d 45 d6 38 cd 35 b6
b2 c1 d0 9c 81 4a aa e4 b2 01 5¢ 1d 8f 5 99 c4 b1 ad db 88 21
eb 90 08 82 80 f3 30 a3 43 e6 90 82 ae 55 28 49 ed 5b d7 a9 10
38 Oe fe 8f 4c 5b 9b 46 ea 41 f5 b0 08 74 ¢3 dO 88 33 b6 7c d7
74 df dc 84 d1 43 Oe 75 39 a1 25 40 28 ea 78 cb Oe 2c 2e 39 9d
8c 8b 6e 16 1c 2f 26 82 10 e2 €3 65 94 0a 04 c0 5e 7 5d 5b 8
10 €2 d0 ba 7a 4b fb de 37 00 00 1a 5b 28 e3 d2 9¢ 73 3e 32 87
98 a1 c9 51 2f d7 de ac 33 b3 4f 02 03 01 00 01

BasicConstraints

IsCA:true

» SubjectKeyldentifier e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 Ob dO 6b a0 d9 e4

» AuthorityKeyldentifier

* CRLDistributionPoints

+ KeyUsage Digital Signature, Non-Repudiation, Certificate Signing, Off-line

CRL Signing, CRL Signing (c6)

SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T712:00:00Z

3.2.

certSIGN CA Clasa 2(Certificate simple)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en) certSIGN CA Class 2(Simple certificates)
« Name (ro) certSIGN CA Clasa 2(Certificate simple)
Service digital identities
X509SubjectName
« X509SubjectName CN=certSIGN CA Class 2,0U=certSIGN CA Class

2,0=certSIGN,C=RO

Certificate fields details

* Version 3
e serialNumber 2006 05 16 70 03 02
« Xb09Certificate | -——-- BEGIN CERTIFICATE-----

MIIE3TCCA8WgAwIBAgIHIAYFFnADAJANBgkghkiGOWOBAQUF
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ADA7MQswCQYDVQQGEwWJSTZzERMAS8GA1UEChMIY2VydFN
JRO4xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1QgQOEWHhcNM
DYWNzA3MTgOMDUyWhcNMTYwNzA3MTgOMDUyWjBcMQsw
CQYDVQQGEwWJSTzERMA8GA1UEChMIY2VydFNJRO4xHDAa
BgNVBASTE2NIcnRTSUdOIENBIENsYXNzIDIxHDAaBgNVBAM
TE2NIcnRTSUdJOIENBIENsYXNzIDIwggEIMAOGCSqGSIb3DQE
BAQUAA4IBDWAwggEKAo0IBAQC22SRim/R/OORrFEUyxtGezF
dpvAsHx7UgDSY8I7IGO6NsghwnhBoKEwByaKM69SQB1tf58/K
OUqjrnxN2cChMJLc/qa4DZw+BzIPF4LPZoEHr9OF70d5sFgG68
VbtKSNXWFu4RLRSOLEAdUWatxqiyNRqVrOyBuPMx/nJOhe39
NYGXe/bXg/mhzOr+vGMErRE2Q1s6cqgUAXtLpaNWdolY/4DR
BFCmWB8yAfEhSsNNjqtPT3JhGg7Uw6dR2Vd7RSehi2pSyCgVz
2uoZEg6BuwFgXuUqZJ1byCTgTIQPjJRC5q6LPsee6dsMFPcw6fr
pgrDVd5pcwc4ywVW69aj0iw6 1AgMBAAGjggHDMIIBvzAzBggrB
gEFBQcBAQQNMCUwIwYIKwYBBQUHMAGGF2h0dHAGLY9VY
3NwLmNIcnRzaWduLnJvMA8GA1UdEWEB/wQFMAMBAf8wDg
YDVROPAQH/BAQDAgGGMGgGA1UdIwWRhMF+AFOCMmM9sISb
PxfloWskKHCOBroNnkoT+kPTA7MQswCQYDVQQGEwWJSTzER
MASGA1UEChMIY2VydFNJRO4xGTAXBgNVBASTEGNIcnRTSU
dOIFJPT1QgQOGCBIAGBRZwWAjAdBgNVHQ4EFgQUt5JBzu090
aF1g04uhF4X2NUL4EcwSQYDVROgBEIWQDA+BgsrBgEEAYHD
OQEBAJAVMCO0GCCsGAQUFBwIBFiFodHRwOIi8vd3d3LmNIicnR
zaWdulLnJvL3JIcG9zaXRvenkwgZIGA1UdHwWSBIjCBhzCBhKCB
gaB/hh9odHRwOIi8vY3JsLmNIcnRzaWduLnJvL3Jvb3QuY3Jshlix
sZGFwOi8vbGRhcC5jZ2XJ0c2Inbi5yby9PVT1jZXJOUOIHTIBSTO9
UIENBLEB89Y2VydFNJR04sQz1STz9jZXJ0aWZpY2F0ZVJIdm9j
YXRpb25MaXN0O2JpbmFyeTANBgkghkiGOWOBAQUFAAOCA
QEAQNrYJSwqzh/eT6Ui1Z+Uo3gFksHOEF/FAmuFyTSt7PBZIWI
+QIDts/5+EZQCMNNc1K6sEHOrafA2e2RMJqgYbgg9P67dHfRC
h8TaDeDHIffxK80lekjn7ZsIfDWZ+PmZ9xFO1uAX7NiKCxCtJuiE
CsmF7x+UtSVB4NdbHekZbZqg/a5cyCh4Axql41KFriIS7TB55G003g
alogaR0dP6fo4NefqiAaMCR+AArDfiWLWaaTn6vks2Bgl/4C4Uhp
Aw1Goc/zUkSGs5QVIPGgHP+y/tZI30Pf/SqRynnjZ02DuhB+uw
HWZDnPblewOfO63iuhFOVZEaXjUk1X8btPDO0i/Zng==

----- END CERTIFICATE-----

SigAlg sha1RSA

SigAlgOID 1.2.840.113549.1.1.5
IssuerDN CN

IssuerDN OU certSIGN ROOT CA
IssuerDN O certSIGN

IssuerDN C RO

SubjectDN CN

certSIGN CA Class 2

SubjectDN OU

certSIGN CA Class 2

SubjectDN O

certSIGN

SubjectDN C

RO

NotBefore Friday, July 07, 2006 9:40:52 PM
NotAfter Thursday, July 07, 2016 9:40:52 PM
PublicKey 308201 0a0282010100b6d9 24 629b f4 7f 38 e4 6b 14 45

32 c6 d1 9e cc 57 69 bc Ob 07 ¢7 b5 20 0d 26 3¢ 23 b2 06 3b a3
6¢c 82 1c 27 84 1a 0a 13 00 72 68 a3 3a f5 24 01 d6 d7 fO {3 f2
b4 52 a8 eb 9f 13 76 70 28 4c 24 b7 3f a9 ae 03 67 0f 81 cc 83
c5e0b3d9al 41 ebf4d el 7bd1 de 6¢c 16 01 ba f2 6 ed 29 23
57 58 5b b8 44 b4 52 d0 b1 00 75 45 9a b7 1a a2 c8 d4 6a 56 b3
b2 06 e3 cc ¢7 f9 c9 d2 17 b7 f4 d6 06 5d ef db 5e 0f e6 87 33
ab fa f1 8¢ 12 b4 44 d9 0d 6¢ €9 ca a0 50 05 ed 2e 96 8d 59 da
08 63 fe 03 44 11 42 99 6f 32 01 f1 21 4a c3 4d 8e ab 4f 4f 72 61
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1a 0e d4 c3 a7 51 d9 57 7b 45 27 a1 8b 6a 52 ¢8 28 15 cf 6b a8
64 48 3a 06 ec 05 81 75 2a 64 9d 5b c8 24 €0 4e 54 0Of 8c 94 42
e6 ae 8b 3e c7 9e €9 db Oc 14 7 30 €9 fa €9 82 b0 d5 77 9a 5¢
c1 ce 32 c1 55 ba 5 a8 f4 8b 0e b5 02 03 01 00 01

e BasicConstraints

IsCA:true

» SubjectKeyldentifier

b7 92 41 ce ed 3d d1 a1 48 83 4e 2e 84 5e 17 d8 d5 Ob e0 47

» AuthorityKeyldentifier

€0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 Ob d0 6b a0 d9 e4

 CRLDistributionPoints

URL=http://crl.certsign.ro/root.crl
URL=Idap://Ildap.certsign.ro/OU=certSIGN ROOT
CA,O=certSIGN,C=R0O?certificateRevocationList;binary

» KeyUsage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL
Signing (86)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.3. certSIGN Enterprise CA Clasa 3(Certificate pentru organizatii)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en)
* Name (ro)

certSIGN Enterprise CA Class 3(Enterprise certificates)
certSIGN Enterprise CA Clasa 3(Certificate pentru organizatii)

Service digital identities

X509SubjectName

» X509SubjectName

CN=certSIGN Enterprise CA Class 3,0U=certSIGN Enterprise CA
Class 3,0=certSIGN,C=RO

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 03 04

e X509Certificate

MIIE8zCCA9ugAwIBAgIHIAYFFNnADBDANBgkghkiGOWOBAQUFA
DA7MQswCQYDVQQGEwWJSTzERMA8GA1UEChMIY2VydFNJR
04xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1QgQOEWHhcNMDY
WNzA3MTgOMzAzZWhcNMTYwNzA3MTgOMzAzWjByMQswCQYD
VQQGEwWJSTZERMA8GA1UEChMIY2VydFNJR04xJzAIBgNVBAS
THmMNIcnRTSUdOIEVudGVycHJpc2UgQOEgQ2xhc3MgMzEnMC
UGA1TUEAxMeY2VydFNJR04gRW50ZXJwecmlzZSBDQSBDbGFz
cyAzMIIBIJANBgkghkiGOWOBAQEFAAOCAQBAMIIBCgKCAQEAX
8FILAhQmMfXXAaxtimnZxGVGxXYOI3tYCb2rqc0qVJ7ILidee5eAH
ilh4Kpc3liCocazSPIxIbZ9w8VKKROULNSne2XHOsQTRiyCStwM
38TrCa9F QuxxlwPWqgnWeGqvVJ4Er3CxcPYTylH6u1cLOrzc+aXK
WuWnO0oTfdJ7P0x1xrGIM2kn/ZkhnjgmBICcoNS5Xaj89WAqgHShp
xrumoPs34U5tY19FmDFmIFMZDfsbFp660XMtSG80y4e23q2jM1
ROE9jalplustdhOKPRk52Khrd2EdRD3pHC1Gj2tEPW5UmC7rRzu
Knsszed9gQaYzfpuE2D6wa68Jtubr1yy1gwlDAQAB041BwzCCAb
8wMwYIKwYBBQUHAQEEJzAIMCMGCCsGAQUFBzABhhdodH
RwOi8vb2NzcC5jZXJ0c2InbiSybzAPBgNVHRMBAfSEBTADAQH/
MA4GA1UdDwWEB/WQEAwIBhjBoBgNVHSMEYTBfgBTgjJvbJUmz
8XyG1rJChwvQa6DZ5KE/pDOWOzELMAKGATUEBhMCUKSXETA
PBgNVBAoOTCGNIcnRTSUdOMRkwFwYDVQQLEXBjZXJOUOIHTI
BSTO9UIENBggYgBgUWCcAIwWHQYDVROOBBYEFG3NDJQM5Aa
crpZPL4P93rolzidLMEKGA1UdIARCMEAwWPgYLKwYBBAGBwzk
BAQMwLzAtBggrBgEFBQcCARYhaHROcDovL3d3dy5jZXJ0c2Inb
i5yby9yZXBvc2I0b3J5MIGSBgNVHR8EgYowgYcwgYSggYGgf4dY
faHROcDovL2NybC5jZXJ0c2Inbi5yby9yb290LmNyblZcbGRhcDov
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http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
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L2xkYXAuY2VydHNpZ24ucm8vT1U9Y2VydFNJR0O4gUk9PVCBD
QSxPPWNIcnRTSUdOLEMY9UK8/Y2VydGImaWNhdGVSZXZvY2
FOaW9uTGlzdDtiaW5hcnkwDQY JKoZIhveNAQEFBQADggEBAD
8hjo4rB6f47SJSJyyt3rArA5/Ef1QYABOViZksco9q0SkwqgZ/kJiuwuU
9ka7N5gYM7LtOpOc717VSIsSI3n4LMk/KLCtx+amGyTEszxDVQ8
e9Lnof6ikl40T6FCfZ7QNLaRC4Htbw4HMrMMpVDiWe6jxt7qB8Ig3
EeQz1/JvF51Zs9bsEd4RLXETthY cjsjKfyoHsY9FRIHAEHFWLEQP
cKBJ2tmSjQ4aCtaXTE+Xs7Jm37+ydadlvvC8Kb2nBgX6vglyhfzs
wKghKdQTzjWIPQU/atmloa3oHNGcaHLcK95AgY3sMYAEtsl1/Za
030lb9FT5F9xhK0OcaGdg8bW4Wkw=

----- END CERTIFICATE-----

» SigAlg

sha1RSA

. SigAlgoID

1.2.840.113549.1.1.5

* IssuerDN CN

e |ssuerDN OU

certSIGN ROOT CA

e |ssuerDN O

certSIGN

 IssuerDN C

RO

* SubjectDN CN

certSIGN Enterprise CA Class 3

*  SubjectDN OU

certSIGN Enterprise CA Class 3

e SubjectDN O

certSIGN

* SubjectDN C

RO

* NotBefore

Friday, July 07, 2006 9:43:03 PM

* NotAfter

Thursday, July 07, 2016 9:43:03 PM

* PublicKey

3082010a0282010100c7c1482c 085099 f5d7 01 ac6d
2269d9 c4 6546 ¢c576 0e 23 7b 58 09 bd ab a9 cd 2a 54 9e c8
2e 2e 1e 7b 97 80 1€ 22 21 e0 aa 5¢ dc 88 82 a1 c6 b3 48 ff 71
21b67dc3c54a911d 14 2c d4 a7 7b 65 c7 d2 c4 13 46 2¢ 82
4adcOcdfcd eb 09 af 45d2 ec 71 23 03 d6 aa 75 9e 1a ab d5
27 81 2b dc 2¢c 5¢ 3d 84 f2 20 7e ae d5 c2 f4 af 37 3e 69 72 96 b9
69 f4 a1 37 dd 27 b3 f4 c7 5¢c 6b 1a 53 36 92 7f d9 92 19 e3 aa
60 65 09 ca 0d 4b 95 da 8f cf 56 02 a1 d2 86 9c 6b ba 6a 0f b3 7e
14 €6 d6 35 f4 59 83 16 69 45 31 90 df b1 b1 69 eb ad 17 32 d4
86 f0 ec b8 7b 6d ea da 333547 41 3d 8d a9 69 96 eb 2d 76 13
8a3d 1939d8 a8 6b 77 61 1d 44 3d €9 1c 2d 46 8f 6b 44 3d 6e
54 98 2e eb 47 3b 8a 9e cb 33 79 df 6a 41 a6 33 7e 9b 84 d8 3e
b0 6b af 09 b6 e6 eb d7 2¢c b5 83 02 03 01 00 01

+ BasicConstraints

IsCA:true

» SubjectKeyldentifier

6d cd Oc 94 Oc e4 06 9c ae 96 4f 2f 83 fd de ba 25 ce 27 4b

» AuthorityKeyldentifier

e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 0Ob d0 6b a0 d9 e4

 CRLDistributionPoints

URL=http://crl.certsign.ro/root.crl
URL=Idap://ldap.certsign.ro/OU=certSIGN ROOT
CA,O=certSIGN,C=R0O?certificateRevocationList;binary

» KeyUsage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL
Signing (86)

e SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.4. certSIGN Qualified CA Clasa 3(Certificate calificate)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

* Name (en)
» Name (ro)

certSIGN Qualified CA Class 3(Qualified certificates)
certSIGN Qualified CA Clasa 3(Certificate calificate)
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Service digital identities

X509SubjectName

* X509SubjectName

CN=certSIGN Qualified CA Class 3,0U=certSIGN Qualified CA
Class 3,0=certSIGN,C=RO

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 03 03

* X509Certificate

MIIFLTCCBBWgAwIBAgIHIAYFFnADAzANBgkghkiGOWOBAQUF
ADA7MQswCQYDVQQGEwWJSTzERMA8GA1UEChMIY2VydFNJ
R04xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1QgQOEwWHhcNMD
YWNzA3MTgOM]E3WhcNMTYwWNzA3MTgOMJE3W]BWMQswCQY
DVQQGEwJSTzERMASGA1UEChMIY2VydFNJR04xJjAkBgNVB
AsTHWNIcnRTSUdOIFF1YWxpZmIIZCBDQSBDbGFzcyAzMSYw
JAYDVQQDEX1jZXJOUOIHTiIBRdAWFsaWZpZWQgQOEgQ2xhc3M
gMzCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEB
Al6X1g0Ra2GpHDXcC17pMRwPduAB+Uz/T508hZGCiwgKendb
OD5ZTIgwRUZBSIESNSz6MmnWQEtwIDcrKPyHCSmObyOIX5RS;
L+sU2Kz233GjpKjdx88hT2//49xVihqVW4tPq5P0CmX7YpmfU3R]
DRdIjfpCj9c07JJIFLG4bxR2xhaPbfkPNgfdfewkAQur+zVW2DGcU
pwl6jf BNOXHqoLASNYT6CqpNkmMfp86ZXEHK7S/Z0rU5t0O8P91
4SGIW9IXUsOYHVWi8TcfjrilUTREigVwZ40eSaH8u5s4k+UhheyN
ZrewKS511Ublwi+O0ritwxrUsouwV9T4PfXmCmcTohMCAWEAAaOC
Af8wggH7MDMGCCsGAQUFBWEBBCcwJTAjBggrBgEFBQCwWAY
YXaHROcDovL29jc3AuY2VydHNpZ24ucm8wDwYDVROTAQH/B
AUWAWEB/zAOBgNVHQ8BAfSBEBAMCAYYwaAYDVROjBGEwX4
AU4lyb2yVJs/F8htayQocL0Gug2eShP6Q9MDsxCzAJBgNVBAYT
AIJPMREwDwYDVQQKEwWhjZXJOUOIHT]EZMBcGA1UECXMQY2
VydFNJR04gUk9PVCBDQYIGIAYFFnACMBOGA1UdDgQWBBS
Qg8MtnCgXgwOcPa4Tyncw8hejRjCBhAYDVROgBHOwezA+Bgsr
BgEEAYHDOQEBAzAVMCOGCCsGAQUFBwIBFiFodHRwQIi8vd3
d3LmNIcnRzaWduLnJvL3JIcG9zaXRvenkwOQYGBACLMAEBM
C8wLQYIKwYBBQUHAGEWIWhOdHAGLY93d3cuY2VydHNpZ24u
cm8vecmVwb3NpdG9yeTCBkgYDVROBIGKMIGHMIGEoIGBoH+
GH2h0dHAGLY9jcmwuY2VydHNpZ24ucm8vem9vdC5jcmyGXGxk
YXA6Ly9sZGFwLmNIcnRzaWduLnJvLO9VPWNIcnRTSUdOIFJP
T1QgQOEsTz1jZXJOUOIHTiXxDPVJPP2NIcnRpZmljYXRIUmV2b2N
hdGlvbkxpc3Q7YmIuYXJ5MAOGCSqGSIb3DQEBBQUAA4IBAQ
ASFe/7TT4ESWPY8F+GxKE81enMBZ1XOXNN+YjyhfO71Dt9A4n|
G3FrYxXIKmMMKCI7Y2JW1j+pVmx44E4TfGzKPZTvYq7x93DoW
HjiLBmxyYzVhAHvk3dhragLLBW+0G4HeF6XXDgNkJwP4fCIBFn
PPyQz8e4s6UV7zDZGIfJcdBofitwLAcrBYrOrrauYqCKOw560qeP
wDAw1xenWTIMh3Y8xWDVB6iLes5HA5ed8C811IFHy5ms0BhV
Ybb2mKM1BLgQSAczOxXHv7YPBO+F+6+0l1YfJ2hvEXqAkzIgfx
bUhOFqBe+IN4FW+Z+/Q7KSr4rPrAdODVx4BgZ8IfaruYw

----- END CERTIFICATE-----

» SigAlg

sha1RSA

. SigAlgoID

1.2.840.113549.1.1.5

e |ssuerDN CN

* |ssuerDN OU

certSIGN ROOT CA

* |ssuerDN O

certSIGN

e |ssuerDN C

RO

»  SubjectDN CN

certSIGN Qualified CA Class 3

» SubjectDN OU

certSIGN Qualified CA Class 3

» SubjectDN O

certSIGN

e SubjectDN C

RO

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 22




* NotBefore

Friday, July 07, 2006 9:42:17 PM

* NotAfter

Thursday, July 07, 2016 9:42:17 PM

* PublicKey

308201 0a02820101008e97d60d 11 6b61a9 1c 35dc0b
5e €9 31 1c 0f 76 €0 01 f9 4c¢ ff 4f 9a 3¢ 85 91 82 8b 08 0a 7a 77
5b 38 3e 59 4e 58 30 45 46 41 e4 81 39 9d 2c fa 32 69 d6 40 4b
70 20 37 2b 28 fc 87 09 29 b4 6f 23 a5 ¢7 94 52 8c bf ac 53 62 b3
db 7d c6 8e 92 a3 77 1f 3¢ 85 3d bf ff 8f 71 56 28 6a 55 6e 2d 3e
ae 4f d0 29 97 ed 8a 66 7d 4d d1 8¢ 34 5d 22 37 €9 0a 3f 5¢ d3
b2 49 21 f2 c6 e1 bc 51 db 18 5a 3d b7 e4 3c da 9f 75 fe b0 90 04
2e af ec d5 5b 60 c6 71 4a 70 97 a8 df 04 df 71 1e aa Ob 01 23
58 4f a0 aa a4 d9 26 31 fa7c e9 95 c4 1e 4e d2 fd 93 ab 53 9b
4e fO ff 75 e1 21 a5 5b d5 d4 b3 46 07 55 68 bc 4d c7 e3 ae 35
1344 48 a0 57 06 78 39 e4 9a 1f cb b9 b3 89 3e 52 18 5e c8 d6
6b 7b 02 b9 d7 55 1b 23 08 be d2 b8 ad ¢3 1a d4 b2 8b b0 57 d4
f8 3d f5 €6 0a 67 13 a2 13 02 03 01 00 01

« BasicConstraints

IsCA:true

» SubjectKeyldentifier

9083 ¢32d 9c 28 17 83 03 9c 3d ae 13 ca 77 30 f2 17 a3 46

» AuthorityKeyldentifier

e0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 0Ob d0 6b a0 d9 e4

 CRLDistributionPoints

URL=http://crl.certsign.ro/root.crl
URL=Idap://Idap.certsign.ro/OU=certSIGN ROOT
CA,O=certSIGN,C=R0O?certificateRevocationList;binary

» KeyUsage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL
Signing (86)

e SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.5. certSIGN Non-Repudiation CA Class 4(Certificate pentru nerepudiere)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

*  Name (en)
* Name (ro)

certSIGN Non-Repudiation CA Class 4(Non-Repudiation
certificates)

certSIGN Non-Repudiation CA Class 4(Certificate pentru
nerepudiere)

Service digital identities

X509SubjectName

e X509SubjectName

CN=certSIGN Non-Repudiation CA Class 4,0U=certSIGN Non-
Repudiation CA Class 4,0=certSIGN,C=R0O

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 03 05

+ X509Certificate

MIIE/TCCA+WgAwIBAgIHIAYFFnADBTANBgkghkiGOWOBAQUF
ADA7MQswCQYDVQQGEwWJSTZzERMA8SGA1UEChMIY2VydFNJ
R04xGTAXBgNVBAsSTEGNIcnRTSUdOIFJPT1QgQOEwWHhcNMD
YWNzA3MTgOMzQwWhcNMTYwWNzA3MTgOMzQwWjB8MQswCQ
YDVQQGEwWJSTzZERMA8GA1TUEChMIY2VydFNJRO4xLDAqBgN
VBAsTI2NIcnRTSUdOIESvbi1SZXB1ZGlhdGIlvbiBDQSBDbGFzcy
AOMSwwKgYDVQQDEyYNjZXJOUOIHTiBOb24tUmVwdWRpY XRp
b24gQ0EgQ2xhc3MgNDCCASIwDQYJKoZIhveNAQEBBQADggE
PADCCAQoCggEBAN;j3aYbDtPIPOtGoYoasffaaUhjadgQCs2IQIA
BHN4dcXTz1al28GkGj+AJSsrXz2zPuR9g2e15s0yn068V1dZRc4/
me1dAGUGNwsNQHR39wjsRFs/WI1tghmVODWM7zhrsOXNrDrN4
dXjNVyty4cgGIAj8CK/WY7cFhGUDc80/m1UUD7VASjLR/Zba/AX
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8kkZyYj/edkl2CpPD2LDcxjSP81HbWrumN6cXzfkgbX1k2JFObI92
N801nDmmQV1ArI9V2FwzAmS5MIBFROMcYomT+YfGb1LjB1FU
PXty/yUbvW3QQ+yQtOnJxzX2mrGzemw5ZNiaDgVSYjwe5gCmT
MosCAWEAAaOCAcMwggG/MDMGCCsGAQUFBWEBBCcwJTA|
BggrBgEFBQcwAYY XaHROcDovL29jc3AuY2VydHNpZ24ucm8w
DwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAfSEBAMCAY Ywa
AYDVROjBGEwWX4AU4lyb2yVJs/F8htayQocL0Gug2eShP6QOMD
sxCzAJBgNVBAYTAIJPMREwDwYDVQQKEwhjZXJOUOIHTEZM
BcGATUECXxMQY2VydFNJR04gUKkOPVCBDQYIGIAYFFnACMBO
GA1UdDgQWBBQKV3iMP0dVa/jl47S3A4001BV3mjBJBgNVHSA
EQJBAMD4GCysGAQQBgcM5AQEEMC8wWLQYIKwYBBQUHAgE
WIWhOdHAG6LY93d3cuY2VydHNpZ24ucm8vemVwb3NpdG9yeTC
BkgYDVROfBIGKMIGHMIGEolGBoH+GH2h0OdHAGLY9jcmwuY 2V
ydHNpZ24ucm8vem9vdC5jcmyGXGxkYXA6LYy9sZGFwLmNIcnRz
aWduLnJvLO9VPWNIcnRTSUdOIFJPT1QgQOEsTz1jZXJOUOIHTI
xDPVJPP2NIcnRpZmljYXRIUmMV2b2NhdGIvbkxpc3Q7YmIuYXJ5
MAOGCSqGSIb3DQEBBQUAA4IBAQBZRIySrLeeCQrqjRf7bLOPv
kWgHydTqv/jQvDbMp/CuPYEolelgJnWLTd/P/tOGApGZi+X5BXs
Uv1ZuoDYRVIV+NTY8T2ad7C7fSoF1YstbdscAjrvPNscYLvZtH6u
x7MEhIxtadJiMv3o1geCM+PM7eZJJaH7dDqgedY7sadlbLeXJQWIt
hUvlaqyy2CYWq5scypqgi3cunnn+qOr/WdMPgch4yu3ljaesTHdVh4
7t3igmXehCH7W27tMfaEN+Ou0z8+4rTfdNy1JNNG/SZLtGxx+vN
0oH90etAvdaNZsnSL9h+TKXUOBjzywiOPOe5/HBNMWnNgDy515

+BKezYs/UjX

----- END CERTIFICATE-----
SigAlg sha1RSA
SigAlgOID 1.2.840.113549.1.1.5
IssuerDN CN
IssuerDN OU certSIGN ROOT CA
IssuerDN O certSIGN
IssuerDN C RO

SubjectDN CN

certSIGN Non-Repudiation CA Class 4

SubjectDN OU

certSIGN Non-Repudiation CA Class 4

SubjectDN O

certSIGN

SubjectDN C

RO

NotBefore Friday, July 07, 2006 9:43:40 PM
NotAfter Thursday, July 07, 2016 9:43:40 PM
PublicKey 308201 0a 0282010100 d8 f7 69 86 c3 b4 f2 0f d2 d1 a8 62

86 ac 7d f6 9a 52 18 da e2 04 02 b3 69 50 94 00 47 37 87 5¢ 5d
3c 568 8d bc 1a 41 a3 f8 02 52 b2 b5 f3 db 33 ee 47 da b6 7b
5e6¢cd329f4ebc5757594 5¢ce3f9 9e d5d0 3a 53 a3 70 b0
d4 07 47 7f 70 8e c4 45 b3 f5 a5 d6 da a1 99 5d 03 58 ce f3 86
bb 3d 5¢c da c3 ac de 1d 5e 33 55 ca dc b8 72 01 a5 02 3f 02 2b
f5 98 ed ¢c1 61 19 40 dc f3 4f e6 d5 45 03 ed 50 3c 8c b4 7f 65 b6
bf 01 7f 24 91 9¢c 98 8f f7 9d 90 8d 82 a4 f0 f6 2¢c 37 31 8d 23 fc
d4 76 d6 ae e9 8d e9 c5 f3 7e 4a 9b 5f 59 36 24 53 9b 97 dd 8d
f3 4d 67 0e 69 90 57 50 2b 23 d5 76 17 Oc c0 99 2e 4c 94 11 51
d0 c7 18 a2 64 fe 61 f1 9b d4 b8 c1 d4 55 0f 5e dc bf c9 46 ef 5b
74 10fb 24 2d 3a 72 71 cd 7d a6 ac 6¢ de 9b Oe 59 36 26 83 81
54 98 8f 07 b9 80 29 93 32 8b 02 03 01 00 01

BasicConstraints

IsCA:true

SubjectKeyldentifier O0a 57 78 8¢ 3f 47 55 6b f8 €5 €3 b4 b7 03 8a 28 d4 15 77 9a
AuthorityKeyldentifier | €0 8c 9b db 25 49 b3 f1 7c 86 d6 b2 42 87 Ob d0 6b a0 d9 e4
CRLDistributionPoints | URL=http://crl.certsign.ro/root.crl

URL=Idap://Idap.certsign.ro/OU=certSIGN ROOT
CA,O=certSIGN,C=R0O?certificateRevocationList;binary
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» KeyUsage

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL
Signing (86)

» SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2006-05-16T12:00:00Z

3.6. certSIGN Autoritate de Marcare Temporala

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/TSA/QTST

ServiceName

* Name (en)
» Name (ro)

certSIGN Timestamping Authority
certSIGN Autoritate de Marcare Temporala

Service digital identities

X509SubjectName

» X509SubjectName

SERIALNUMBER=2009022001,CN=certSAFE Time Stamping
Authority 1,0U=certSAFE Time Stamping
Authority,O=certSIGN,C=RO

Certificate fields details

« Version

3

e serialNumber

20 06 05 16 70 04 05 02

» X509Certificate

MIIFITCCBAmMgAwIBAgIIIAYFFNAEBQIwWDQY JKoZlIhveNAQEFB
QAWfDELMAKGA1UEBhMCUK8XETAPBgNVBAoTCGNIcnRTSUd
OMSwwKgYDVQQLEyYNjZXJOUOIHTiBOb24tUmVwdWRpYXRpb
24gQ0EgQ2xhc3MgNDEsMCoGA1UEAXMjY2VydFNJR04gTm9u
LVJIcHVkaWF0aW9QUIENBIENsYXNzIDQwHhcNMDkwM]ESMTg
wODQ3WhcNMTEWMJESMTgwODQ3WjCBjTELMAKGA1UEBhM
CUK8XETAPBgNVBAoOTCGNIcnRTSUdOMSkwJwYDVQQLEYBjZ
XJOUOFGRSBUaW1IIFNOYW1waW5nIEF1dGhvemIOe TErMCKG
ATUEAXMiY2VydFNBRkUgVGItZSBTdGFtcGluZyBBdXRob3Jpd
HkgMTETMBEGA1UEBRMKMjAwWOTAYMjAWMTCBnzANBgkghki
GO9wOBAQEFAAOBjQAWgYKCgYEAWPOWpP8RXVHIKWSFHjP1yn
Cs6w40/S80dAznsGENOIiNwalXfF6a9CMd6N0BG8aaubRfzmOd
dplgaerSuaTLAMsXobjaXRYTm1Nza5NS8QBcie9u3/1euuB535x
B3dnRwpgKOH7aQNBC1+U5PgbQUglypCn1TIW+
+RpwovZz4gYECAWEAAaOCAhcwggI TMDMGCCsGAQUFBWEB
BCcwJTAjBggrBgEFBQcwWAYY XaHROcDovL29jc3AuY2VydHNpZ
24ucm8wDAYDVROTAQH/BAIWADAOBgNVHQ8BAfSEBAMCBs
AwaQYDVROjBGIwYIAUCId4jD9HVWv45eO0twOKKNQVd5ghP6
Q9MDsxCzAJBgNVBAYTAIJPMREwDwYDVQQKEwhjZXJOUOIH
TIEZMBcGA1UECXxMQY2VydFNJR04gUk9PVCBDQYIHIAYFFnA
DBTAdBgNVHQ4EFgQUR6z9CJeNhwlHNQBUW 18WUKyafh4wS
QYDVROgBEIwWQDA+BgsrBgEEAYHDOQEBBDAVMCOGCCsGA
QUFBwIBFiFodHRwOQIi8vd3d3LmNIcnRzaWdulLnJvL3JlcG9zaXR
venkwgdAGA1UdHwWSBYDCBXxTCBwqCBv6CBvIYhaHROcDovL2
NybC5jZXJ0c2InbiSyby9jbGFzczQuY3JshoGWbGRhcDovL2xkY X
AuY2VydHNpZ24ucm8vQ049Y2VydFNJR04gTm9uLVJIcHVkaW
FOaW9QUIENBIENsYXNzIDQsT1U9Y2VydFNJR04gTm9uLVJIcHV
kaWF0aW9ulENBIENsYXNzIDQsTz1jZXJOUOIHTixDPVJPP2NIcn
RpZmljYXRIUMV2b2NhdGIvbkxpc3Q7YmIuYXJ5MBYGA1UdJQE
B/wQMMA0GCCsGAQUFBWMIMAOGCSqGSIb3DQEBBQUAA4I
BAQCto6yKiQCgA+Nv69zwaqM1BIfIfTY Glg/GOumePcvZDn5NR
gH3HgtxUExpKpOo1hCpk7gt/9RprzqEiYEDRMRqE 1aFfw/3ian50
oN+j006qvRzkYd5CANtUP+/5e89psNKnk4FSUehm61610FkdRdw
7BUQ9dwDdExrxCZwC/sNcxM1iNk1n7D77xRcWUOjdu2I8Xw1mf
MUDXRtnvXOfXtZkTnugheU3jAnaniRBPBxdy3Ayei3k1Ync7qgotR
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ClwjStMBykpyeTlcO/w7CZISbJh8CmCI9uqT5hpzhrTJ81HWISx/6
EwkVBdY1aM7wB+2PGRgY9wTOQWg129hWwX87d
----- END CERTIFICATE-----

» SigAlg

sha1RSA

» SigAlgOID

1.2.840.113549.1.1.5

e |ssuerDN CN

certSIGN Non-Repudiation CA Class 4

* |ssuerDN OU

certSIGN Non-Repudiation CA Class 4

* IssuerDN O

certSIGN

e |ssuerDN C

RO

»  SubjectDN CN

certSAFE Time Stamping Authority 1

» SubjectDN OU

certSAFE Time Stamping Authority

*  SubjectDN O

certSIGN

»  SubjectDN C

RO

* NotBefore

Thursday, February 19, 2009 9:08:47 PM

* NotAfter

Saturday, February 19, 2011 9:08:47 PM

* PublicKey

30818902818100c0f396a7c4 715479 4a5b 9147 8c fd
72 9¢c 2b 3a c3 8a 3f4b ca 1d 03 39 ec 1b a3 74 96 23 70 6a 55
df 17 a6 bd 08 c7 7a 37 40 46 f1 a6 ae 6d 17 f3 98 e7 5d a6 58
1a 7a b4 ae 69 32 c0 32 c5 e8 6e 36 97 45 84 €6 d4 dc da e4 d4
bc4017 22 7Tb db b7 ff 57 ae b8 1e 77 €7 10 77 76 74 70 a6 a2
b4 1f b6 90 34 10 b5 f9 4e 4f a9 b4 14 82 5¢c a9 0a 7d 53 21 6f be
46 9c 28 bd 9¢ f8 81 81 02 03 01 00 01

+ BasicConstraints

IsCA:false

* SubjectKeyldentifier

47 ac fd 08 97 8d 87 09 47 9d 00 54 5b 5f 16 50 ac 9a 7e 1e

* AuthorityKeyldentifier

O0a 57 78 8¢ 3f 47 55 6b f8 €5 €3 b4 b7 03 8a 28 d4 1577 9a

 CRLDistributionPoints

URL=http://crl.certsign.ro/class4.crl
URL=Idap://Idap.certsign.ro/CN=certSIGN Non-Repudiation CA
Class 4,0U=certSIGN Non-Repudiation CA Class
4,0=certSIGN,C=RO?certificateRevocationList;binary

» KeyUsage

Digital Signature, Non-Repudiation (c0)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2009-02-20T12:00:00Z

3.7. certSIGN Autoritatea de Validare a starii Certificatelor Digitale

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/Certstatus/OCSP/QC

ServiceName

* Name (en)
» Name (ro)

certSIGN Digital Certificate Validation Authority
certSIGN Autoritatea de Validare a starii Certificatelor Digitale

Service digital identities

X509SubjectName

* X509SubjectName

CN=certSIGN Validation Service,OU=certSIGN Validation
Service,O=certSIGN,C=RO

Certificate fields details

 Version

3

e serialNumber

20 06 05 16 70 04 04 63

* X509Certificate

MIIE/TCCA+WgAwIBAgIIIAYFFNAEBGMwDQY JKoZIhveNAQEF

BQAwc|ELMAKGAT1UEBhMCUK8XETAPBgNVBAoTCGNIcnRTSU
dOMScwJQYDVQQLEXx5jZXJOUOIHTiBFbnRIcnByaXNIIENBIENS
YXNzIDMxJzAIBgNVBAMTHmMNIcnRTSUdJOIEVudGVycHJpc2Ug
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QOEgQ2xhc3MgMzAeFwO0xMDAyMDkxMzEwMzZaFwOxMTAyM
DkxMzEwMzZaMGwxCzAJBgNVBAYTAIJPMREwDwYDVQQKE
whjZXJOUOIHT]EKMCIGA1UECXxMbY2VydFNJR0O4gVmFsaWRhd
GlvbiBTZXJ2aWNIMSQwIgYDVQQDEXxtjZXJOUOIHTIBWYWxpZG
FOaW9ulFNIcnZpY2UwgZ8wDQY JKoZlIhveNAQEBBQADgYOAMI
GJAoGBAMquu9tgY5JquKmceYzbrFnfroHrdix+RKr80/vKNnB2IML
Zac500s06mQgTD9Jioaiti+03UPqroOSFeXtu1Yh/hFccktNy4MO
pGQTSVLEzObqyDgjda2fqQn/50931WAV/3i1qUW41MoHyN+jbc
WATTQJNn1UyyTONrWeudG9drzAgMBAAG;jgglfMIICGzAzBggrB
gEFBQcBAQQNMCUwIwYIKwYBBQUHMAGGF2hOdHAGLY9VY 3
NwLmNIchRzaWduLnJvMAwWGA1UdEWEB/wQCMAAwDgYDVRO
PAQH/BAQDAgbAMGKGA1UdIWRIMGCAFG3NDJQMSAacrpZPL
4P93rolzidLoT+kPTA7MQswCQYDVQQGEwWJSTzERMAS8GA1TUE
ChMIY2VydFNJRO4xGTAXBgNVBASTEGNIcnRTSUdOIFJPT1Qg
QOGCBYAGBRZWAWQWHQYDVROOBBYEFKZqgj0YRUS|DIl4erAJ
3nrvXXwgc3MEKGA1UdIARCMEAWPgYLKwYBBAGBwzkBAQM
wLzAtBggrBgEFBQcCARYhaHROcDovL3d3dy5jZXJ0c2Inbi5yby9
yZXBvc2I0b3J5MIHKBgNVHR8Egclwgh8wgbyggbmggbaGJWhO
dHAG6LY9jcmwuY2VydHNpZ24ucm8vZWS50ZXJwemlzZS5jcmyGg
YxsZGFwQi8vbGRhcC5jZXJ0c2Inbi5yby9DTj1jZXJOUOIHTiIBFbn
RlcnByaXNIIENBIENsYXNzIDMsT1U9Y2VydFNJR04gRW50ZXJ
wemlzZSBDQSBDbGFzcyAzLE89Y2VydFNJR04sQz1STz9jZXJ0
aWZpY2F0ZVJIdm9jYXRpb25MaXN0O2JpbmFye TATBgNVHSU
EDDAKBggrBgEFBQcDCTAPBgkrBgEFBQCcWAQUEAgUAMAOG
CSqgGSIb3DQEBBQUAA4IBAQADbZo0i2ueh1NtizwvUYxwdkkVmf
Rc9SM1nUjEi7MyoRZusOoLjugCZ4omBbloF77wcKEGKySzw7R
BXvwYI12QgxwRik7pW2pUomMaqj1T/tR242cUsWancToegQJJqHq
3EWINTuwZv74ALMib4ineYUOU4iBw5Qv90ofvGAONzLRYWQ6B
RhUOunPzvfw4VagABpulzwyTERXk6NthSjvZuWON3Fpy6HKwkw
bm3x9AadgO7jDYXEEDHxaPImZiwO0iNAJoGH2+Ue6GdVKvu5
p9gZfolefiMTIQxHYk50WAINVY2y3aMK|jP8j+ubAVRVwleNj6sOE
cujIMhDHr+J5aKMaqL

----- END CERTIFICATE-----

SigAlg sha1RSA

SigAlgOID 1.2.840.113549.1.1.5

IssuerDN CN certSIGN Enterprise CA Class 3
IssuerDN OU certSIGN Enterprise CA Class 3
IssuerDN O certSIGN

IssuerDN C RO

SubjectDN CN

certSIGN Validation Service

SubjectDN OU

certSIGN Validation Service

SubjectDN O

certSIGN

SubjectDN C

RO

NotBefore Thursday, February 19, 2009 9:08:47 PM
NotAfter Saturday, February 19, 2011 9:08:47 PM
PublicKey 30 818902 81 81 00 ca ae bb db 60 63 92 6a b8 a9 9c 63 36 eb

16 77 eb a0 7a dd 8b 1f 91 2a bf 34 fe f2 8d 9¢ 1d 88 30 b6 5a 73
93 b4 b0 ee a6 42 04 c3 f4 98 a8 6a 2b 62 fb 4d d4 3e aa fd 39
21 5e 5e db b5 62 1fe1 15 ¢c7 24 b4 dc b8 30 ea 46 41 34 95 2¢
4c f4 6e ac 83 82 37 5a d9 fa 90 9f fe 68 7 7d 56 01 5f f7 8b 5a
94 5b 8d 4c a0 7c 8d fa 36 dc 58 04 d3 40 99 f5 53 2¢ 93 38 da
d6 7a e7 46 5 da f3 02 03 01 00 01

BasicConstraints

IsCA:false

SubjectKeyldentifier a6 6a 8f 46 11 51 28 ¢3 23 87 ab 00 9d e7 ae f5 d7 ¢2 07 37
AuthorityKeyldentifier | 6d cd Oc 94 Oc e4 06 9c ae 96 4f 2f 83 fd de ba 25 ce 27 4b
CRLDistributionPoints | URL=http://crl.certsign.ro/enterpise.crl
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URL=Idap://Idap.certsign.ro/CN=certSIGN Enterprise CA
Class3,0U=certSIGN Enterprise CA Class 3, O=certSIGN,C=R0O?
certificateRevocationList;binary

» KeyUsage Digital Signature, Non-Repudiation (c0)

» SHA256 Cert.hash
ServiceStatus http://uri.etsi.org/TrstSvc/Svestatus/undersupervision
StatusStartingTime 2006-05-16T712:00:00Z
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4. TSP: AlfaTrust Certification S.A.

TSPName
¢« Name [en]
« Name [ro]

AlfaTrust Certification S.A.
AlfaTrust Certification S.A..

PostalAddress
StreetAddress [en]
Locality [en]
PostalCode [en]
CountryName[en]

155 Calea Victoriei, building D1
Bucharest

010073

Romania

PostalAddress
StreetAddress [ro]

Calea Victoriei nr. 155, bloc D1

Locality [ro] Bucuresti

PostalCode [ro] 010073

CountryName[ro] Romania
ElectronicAddress

- URI mailto: office@alfasign.ro

- URI http://www.alfasign.ro
TSPInformationURI

URI http://www.alfasign.ro/registru/

4.1. ALFATRUST ROOT CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en) ALFATRUST ROOT CA

* Name (ro) ALFATRUST ROOT CA

Service digital identities

X509SubjectName

* X509SubjectName CN = ALFATRUST ROOT CA, OU = ALFATRUST

CERTIFICATION AUTHORITY, O = Alfasign, C = RO

Certificate fields details

* Version 3
* serialNumber 4d eb 65 0f 44 bc 2c a4 4a e5 f8 99 40 cc 6b a7
- X509Certificate @~ | ——-- BEGIN CERTIFICATE-----

MIIDmTCCA0GgAwIBAgIQTetIDOS8LKRK5fiZQMxrpzANBgkgh
kiGOwWOBAQsFADBoMQswCQYDVQQGEwJSTzERMA8GA1UE
CxMIQWxmYVNpZ24xKjAoBgNVBAoTIUFMRkFUUIVTVCBDR

VJUSUZJQOFUSU9OIEFVVEhPUKIUWTEaMBgGA1UEAXMRQ
UxGQVRSVVNUIFJPT1QgQOEWHhcNMTAXMDA4MDQyODAO
WhcNMzAXMDA4MDQzODAzWjBoMQswCQYDVQQGEwWJSTz
ERMA8GA1TUECXMIQWxmYVNpZ24xKjAoBgNVBAoTIUFMRkKF
UUIVTVCBDRVJUSUZJQOFUSU9O0IEFVVEhPUKIUWTEaMBg

GA1UEAXMRQUxGQVRSVVNUIFJPT1QgQOEwWggEIMAOGCSq
GSIb3DQEBAQUAA4IBDWAwggEKAOIBAQCis1TkRmLI4HKsm2

eWfwIC/yKYha8SQbGzVmkeOwwDcJINUyhJnt2tED5fFrXgSEc

QYWMIAKQUEKeMvsOCLtSTi9kFCuNoXRzPe8L6U79jzhhAgGJ
Z\r0Sc3S6fuZ5Xm6gZx/4GX91IXAmM5YY7QL81cRpXtpJCAGuUK
1RUOplsiOifUjzF+4w21N6AVFLWUDPKEIQ8pMXReOngGqg+9Nb
BErkBIEIg8IVIUVWKL1chmZj92gZcVNBjCM2VinLgtND8gVC4cC
Svn52F3D4cpyNyyl1NgbXIX6L1NVLMWTvO5JWH1vuhryevK8b
UWAW30qD/2Q5E52qar4d9NTScNXEKCSMTAgMBAAGjPzA9M

AsGA1UdDwWQEAwIBBjAPBgNVHRMBAfSEBTADAQH/MBOGA
1UdDgQWBBTkKDH8w2GK81U2VgWqyGCMzfCij6 TANBgkqghki

GO9WOBAQsFAAOCAQEACqAQAmMKDskq2jOTrG+vka/txd+9GSi
VYjSg2YpFIROpFaxUe1iYWC1sN6xI8LtV+fAhdI1ib9di2+Pv2lvs

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 29



http://uri.etsi.org/TrstSvc/Svctype/CA/PKC%20
http://www.alfasign.ro/registru/

GMcvK2Y40SLuAygAwdxJRPDau+
+61JbWzoYnf/EDVDtcStByu3HOTuxcmSoprVD+NcyZdMco6fR
0t17AqqChIDY Gyu2hjUtUdx3ENXQhkjiFc9706rOh75kW6UHIS
pAr8eei3nS1JKmCfODC8h8z4FuWJZKHJNC/hs5eMUOD2e1Cm
ncaMozcxoSaT2FsG4MjfngdMmJwk7ck+YNPTy2jfvqgGBTv77b

r9/yPL6zLBOEOHIX7S
TSESRjQqkVfPMLad9Q==
----- END CERTIFICATE-----
* SigAlg sha256RSA
» SigAlgOID 1.2.840.113549.1.1.11

* [ssuerDN CN

ALFATRUST ROOT CA

* [ssuerDN OU

ALFATRUST CERTIFICATION AUTHORITY

* |ssuerDN O

Alfasign

* [ssuerDN C

RO

* SubjectDN CN

ALFATRUST ROOT CA

* SubjectDN OU

ALFATRUST CERTIFICATION AUTHORITY

» SubjectDN O

Alfasign

» SubjectDN C

RO

* NotBefore

Friday, October 08, 2010 7:28:04 AM

* NotAfter

Tuesday, October 08, 2030 7:38:03 AM

* PublicKey

3082010a0282010100a2b3591198b9 78 1c ab 26 d9
e5 9f ¢c2 50 bf c8 a6 21 6b ¢4 90 6¢ 6¢ d5 9a 47 8e ¢3 00 dc 24
83 54 ca 12 67 b7 6b 44 0f 97 c5ad 78 12 11 c4 18 c0 c9 40 91
0b 84 29 e3 2f b0 e0 8b b5 24 e2 f6 41 42 b8 da 17 47 33 de fO
be 94 ef d8 f3 86 10 20 18 96 55 af 44 9c dd 2e 9f b9 9e 57 9b
aa 99 c7 fe 06 5f d9 49 c4 09 b9 61 8e dO 2f cd 5¢ 46 95 ed a4
90 9d 1a e2 b5 45 4d 29 22 c8 b4 89 f5 23 cc 5f b8 ¢3 6d 4d e8
05 45 2f 05 03 3e 41 08 43 ca 4c 5d 17 b4 9e 01 aa fb d3 5b 04
4ae4 04 8108 83 ¢c215954b d5 28 bd 5¢c 86 66 63 f7 68 19 71
53418c23365629cbhaad343f20542e1c092be7e7617
70 f8 72 9¢ 8d cb 22 35 36 06 d7 21 7e 8b d4 d5 4b 31 64 ef f7
92 56 1f 5b ee 86 bc 9e bc af 1b 51 60 16 de 8a 83 ff 64 39 13
9d aa 6a be 3d 3534 9¢ 37 11 24 0b 93 13 02 03 01 00 01

» BasicConstraints

IsCA:true

» SubjectKeyldentifier

e4 Oc 7f 30 d8 62 bc d5 4d 95 81 6a b2 18 23 33 7c 28 a3 €9

* AuthorityKeyldentifier

« CRLDistributionPoints

» KeyUsage Certificate Signing, Off-line CRL Signing, CRL Signing (06)

» SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2010-10-08T07:28:04Z

4.2. AlfaSign Public CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

* Name (en) AlfaSign Public CA

* Name (ro) AlfaSign Public CA

Service digital identities

X509SubjectName

* X509SubjectName CN = AlfaSign Public CA, OU = AlfaSign, O = ALFATRUST

CERTIFICATION AUTHORITY, C =RO

Certificate fields details
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* Version

3

* serialNumber

61 0d 27 20 00 00 00 00 00 06

* X509Certificate

MIIESjCCAzKgAwIBAgIKYQOnIAAAAAAABJANBgkghkiGOwWOBA
QUFADBoMQswCQYDVQQGEwJSTzZERMA8GA1UECXMIQWx
mYVNpZ24xKjAoBgNVBAoTIUFMRkFUUIVTVCBDRVJUSUZJ
QOFUSU90IEFVVEhPUKIUWTEaMBgGA1UEAXMRQUXxGQVR
SVVNUIFJPT1QgQOEWHhcNMTAXMDA4MTM1NzUSWhcNMT
UxMDA3MTM1NzU5WjBpMQswCQYDVQQGEwWJSTzEqMCgG
A1TUEChMhQUxGQVRSVVNUIENFUIRJRKIDQVRJT04gQVVU
SE9SSVRZMREwDwYDVQQLEwhBbGZhU2InbjEbMBKGA1UE
AxMSQWxmYVNpZ24gUHVibGIjIENBMIIBIJANBgkghkiGOwOBA
QEFAAOCAQ8AMIIBCgKCAQEAj8AXxSMrAtHswN8e6magqiiqig
GvTk6rNKEuUSricVVLPHTZ2rUGCM6PyBqeCo8V7MPKwUCKJVI
uUDMRgnQy5LCODW/56w/eju7jRDuPpqllITGfXwA70abA6w\V8
LuNsdQMekmIPo8VnP4fitsEQDO20L58iiK8DDuTjMLe0Od4sAx]
FztnSjKP3LmA4xY 3l+PaKFdUhFDgXTOa9/J3fgwtbttG0Jt7PaQ
J4uRvr28uRtipQMy1rep54bjd4Q9fGzHBaKW1plABdj6vOT/1Phr
F5Zrgu0mmYOEBSVNyM6171ZQtmUhEQ1sbjLXFBCjNXCNkKF8
sCYdrlkhrPYSo88DDSTQIDAQAB04HOMIHXMA4GA1UdDwWEB/
WQEAWIBhjAdBgNVHQ4EFgQUGBAG7Y73hQb25urDtJHkrKjFOB
+EwDwYDVROTAQH/BAUWAWEB/zAfBgNVHSMEGDAWgBTk
DH8w2GK81U2VgWqyGCMzfCij6 TA+BgNVHRSENzA1MDOgM
aAvhi1odHRwOI8vYWxmYXNpZ24ucm8vY3JsL3F1YWxpZmllZ
C9hc3Jvb3RjYS5jcmwwTgYDVROgBECWRTA7Bg8rBgEEAYKg
MwAEAIswAQEwWKDAmMBggrBgEFBQcCARYaaHROcDovL2FsZ
mFzaWduLnJvL2RIcG96aXQwBgYEVROgADANBgkghkiGOw0OB
AQUFAAOCAQEADAN3Z8F4GctdS316Q1ci+fz+JjpMal7cbxgMX
Unb+gDbKSS9FahdUzQGtduu8VUnv2UjlivENE+6wuZUq4bZP
RjtOVROc/82Yg8W+/QkoWCGjVrX52iEEN+R8F6BkXsrymfdb6o
QHuUWqpsOBXsfxgoFuZIx6mvMp23gEJN2NFb7atwlY SxsM+Rh
OyeywvENf/YFDESKb88dpkKzp8EkrYkcdYLssm0SvaAu3O7hlj
WitzTBFrikTOM/gM5I3dXMZP9EG2x0JTZHKzHYmO0z+0G0aOu
V+3UuY+2k9fwBmgUTXmXWO0DbwsjyLfixzXngQAoGih+YJ1kH
UB5PAXgAOX3cHQ==

* SigAlg

sha1RSA

* SigAlgOID

1.2.840.113549.1.1.5

* [ssuerDN CN

ALFATRUST ROOT CA

* [ssuerDN OU

ALFATRUST CERTIFICATION AUTHORITY

* IssuerDN O Alfasign

* IssuerDN C RO

* SubjectDN CN AlfaSign Public CA

* SubjectDN OU AlfaSign

» SubjectDN O ALFATRUST CERTIFICATION AUTHORITY
» SubjectDN C RO

* NotBefore

Friday, October 08, 2010 4:57:59 PM

* NotAfter

Wednesday, October 07, 2015 4:57:59 PM

* PublicKey

308201 0a 0282010100 8fc0 3148 caclb4 7b3037c7 ba
99 aaa28aaB8al1af4 ed eabl3 64 12 e4 ab 95 c5 55 2¢c 1 d3
67 6a d4 18 23 3a 3f 20 6a 78 2a 3c 57 b3 0f 2b 05 02 90 9b e5
b9 40 cc 46 09 dO cb 92 c2 38 35 bf €7 ac 3f 7a 35 3b 8d 10 ee
3e9a 8896 54 c6 7d 7c 00 ef 46 9b 03 ac 15 fO bb 8d b1 d4 Oc
7a 49 88 3e 8f 15 9c fe 1f 8a db 04 f4 33 b6 a0 be 7c 8a 22 bc

0c 3b 93 8c c2 de dO e7 78 b0 Oc 63 17 3b 67 4a 32 8f dc b9 80
e3 16 37 97 e3 da 28 57 54 84 50 ea 5d 33 9a f7 f2 77 7e Oc 2d
6e db 46 dO 9b 7b 3d a4 09 e2 e4 6f af 6f 2e 46 d2 29 40 cc b5
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ad ea 79 e1 b8 dd e1 Of 5f 1b 31 ¢1 68 a5 b5 a6 50 01 76 3e af
39 3ff5 3e 1Tacb e59a el 5349 a6 60 e1 0149537233 a23b
2194 2d 99 48 44 43 5b 1b 8c b5 ¢5 04 28 cd c4 23 64 17 cb
02 61 da ¢8 92 1a cf 61 2a 3c fO 30 d2 4d 02 03 01 00 01

 BasicConstraints

IsCA:true

» SubjectKeyldentifier

e8 01 bb 63 bd e1 41 bd b9 ba b0 ed 24 79 2b 2a 31 74 07 e1

» AuthorityKeyldentifier €4 0c 7f 30 d8 62 bc d54d 95 81 6a b2 182333 7c28ald e

» CRLDistributionPoints http://alfasign.ro/crl/qualified/asrootca.crl

- KeyUsage D!gltgl Signature, Certificate Signing, Off-line CRL Signing, CRL
Signing (86)

» SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2010-10-08T16:57:59Z

4.3. AlfaTrust TS Services

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svetype/TSA/QTST

ServiceName

* Name (en) AlfaTrust TS Services

* Name (ro) AlfaTrust TS Services

Service digital identities

X509SubjectName

* X509SubjectName CN = AlfaTrust TS Services, OU = TimeStamping, O = AlfaTrust

Certification Services SA, C = RO

Certificate fields details

* Version 3
« serialNumber 61 0d 27 20 00 00 00 00 00 06
« X509Certificate @ | =—-- BEGIN CERTIFICATE-----

MIIEUzCCAzugAwIBAgIKKtrfNgABAAABK]ANBgkghkiGOWOBA
QUFADBpMQswCQYDVQQGEwWJSTzEqQMCgGA1UEChMhQUXx
GQVRSVVNUIENFUIRJRKIDQVRJT04gQVVUSE9SSVRZMRE
wDwYDVQQLEwhBbGZhU2InbjEbMBKkGA1UEAXMSQWxmYV
NpZ24gUHVibGIJIENBMB4XDTEXMTEXNzA4NTQON10XDTEy
MTEXNjAANTQON1owcjELMAKGATUEBhMCUK8xLDAgBgNVB
AoTI0OFsZmFUcnVzdCBDZXJ0aWZpY2F0aW9ulFNIcnZpY2VzI
FNBMRUwWEwWYDVQQLEwxUaW1lU3RhbXBpbmcxHjAcBgNVB
AMTFUFsZmFUcnVzdCBUUyBTZXJ2aWNIczCCASIwDQY JKo
ZIhveNAQEBBQADggEPADCCAQoCggEBAL6GfyBeSyyZrPFES
KXSY+KvlgYk+8sWaupJQe8ARjdmt/Ydk43XFsV5JMTXzfiESUr
aSpmQg4+XTDVSIXYHPKQ1SKMpuM6dGecl6trZzAZfKDazBK
yk8nFmiiTkylWDvaoYb/hcKkLZ3iBKE28+I2CDOEoEBmMVIlvs1s
uZefatn9RcAMuKLDoJd0daE4MUtVzwgXqlqW3bmvEcSyQAOQOv
saPaM6YVMRO82Zv0F2cBVOgLgmaY9TDdasX3zjfMTZuMOrG
C4B/jCZWxkJ1zEEB8uU7KD27Qd7eq/rio8 TpoQrvkC+/zkhU84e/
8z+nsdznCA5EwW1Z2VG4C/qJfK365colLY GBCAWEAAaOB8zCB8
DAOBgNVHQ8BAfSEBAMCBsAWHQYDVROOBBYEFPeRKQD
Uswco+/H1iGE9r0g2mNITMB8GA1UdIwQYMBaAFOgBu2094
UG9ubqw7SR5KyoxdAfhMEWGA1UdHWRFMEMwQaA/oD2GO
2h0dHAGLY9hbGZhc2Inbisyby9jcmwveXVhbGImaWVKLOFsZm
FTaWduUHVibGIljQOFsYXRIc3QuY3JsMDgGCCsGAQUFBwWEB
BCwwKjAoBggrBgEFBQcwAYYcaHROcDovL29jc3AuYWxmY X
NpZ24ucm8vb2NzcDAWBgNVHSUBAfSEDDAKBggrBgEFBQc
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DCDANBgkghkiGOWOBAQUFAAOCAQEARxm+J188atNhCm4|
BOz/t9/54PNduftNUzNIJdLJVI19R6GIMI00GUHzhrhUQOdMz0H
4+BHfc6SiVROsSKVjgK+4hGGGnt+423EJ/YgzG8pxrxYbEa4C2
xdU7KrpMCdp2q2V5+/zHzwkKnqOVGqSbxpTxivFUiSejA8flU1g;j
sTkZqv7hLQIltpP+NAOsPKI3bNZaMaNX+dzHwReK2dYDJbFxE
pcwldTvoa/
+Lf9q99kBHaLLrYHZ3bSCZqgiu1juqlige39CVryR1qV70oL77BDQ
4ulf68iINLxOJBVIBVaG1A4G3rkKWY7IFKOUSK+X89VpCvD/n2T
eRLKko9/zFLmRVQ==

* SigAlg sha1RSA

* SigAIgOID 1.2.840.113549.1.1.5

* IssuerDN CN AlfaSign Public CA

* IssuerDN OU AlfaSign

* IssuerDN O ALFATRUST CERTIFICATION AUTHORITY
* IssuerDN C RO

* SubjectDN CN AlfaSign Public CA

* SubjectDN OU AlfaSign

* SubjectDN O ALFATRUST CERTIFICATION AUTHORITY
* SubjectDN C RO

* NotBefore

Thursday, November 17, 2011 10:54:47 AM

» NotAfter

Friday, November 16, 2012 10:54:47 AM

* PublicKey

308201 0a0282010100be9fc817 92 cb 26 6b 3c 51 12 29
74 98 f8 ab c8 a9 89 3e f2 ¢5 9a ba 92 50 7b c0 11 8d d9 ad fd
87 64 e375¢c5b1 5e 49 31 353 7e 31 39 52 b6 92 a6 64 20 e3
e5d3 0d 54 88 c5 81 cf 29 0d 52 28 ca 6e 33 a7 46 79 c9 7a b6
b6 73 01 97 ca 0d ac c1 2b 29 3c 9¢c 59 a2 89 39 32 21 60 ef 6a
86 1b fe 17 0a 90 b6 77 88 12 84 db cf a5 d8 20 ce 12 81 01 99
59 48 be cd 6¢ b9 97 9f 6 d9 fd 45 cO Oc b8 a2 ¢c3 a0 97 74 75
a1 38 314b 55 cf 08 17 a8 8a 96 dd b9 af 11 ¢4 b2 40 0d 2f b1
a3 da 33 a6 1531 13 bc 66 fd 05 d9 c0 55 3a 02 ea 99 a6 3d 4c
37 5a b1 7d f3 8d f3 13 66 €3 Oe ac 60 b8 07 f8 c2 65 6¢ 64 27
5cc4 10 1f 2e ec a0 f6 ed 07 7b 7a af eb 8a 8f 13 a6 84 2b be
40 be ff 39 21 53 ce 1e ff cc fe 9e ¢7 73 9¢ 20 39 13 0d 59 54
6e 02 fe a2 5f 2b 7e b9 72 89 4b 60 6f 02 03 01 00 01

» BasicConstraints

IsCA:false

» SubjectKeyldentifier

f7 91 29 00 d4 b3 07 28 fb f1 f5 88 61 3d af 4a b6 98 d2 13

* AuthorityKeyldentifier €8 01 bb 63 bd e1 41 bd b9 ba b0 ed 24 79 2b 2a 31 74 07 e1

* CRLDistributionPoints http://alfasign.ro/crl/qualified/AlfaSignPublicCAlatest.crl

« KeyUsage Digital Signature, Non-Repudiation (c0))

» SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2011-17-11T10:54:47Z

4.4 ALFATRUST ROOT CA V2

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en) ALFATRUST ROOT CA V2

» Name (ro) ALFATRUST ROOT CA V2

Service digital identities

X509SubjectName

» X509SubjectName CN = ALFATRUST ROOT CA V2, OU = AlfaTrust Certification
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Authority, O = Alfasign, C = RO

Certificate fields details

* Version

3

« serialNumber

1567 2d 01 05 1f 55 b2 47 c3 b1 f1 5f eb 3e 87

» X509Certificate

MIIFnzCCA4egAwIBAglIQFWctAQUfVbJHW7HXxX+s+hzANBgkq
hkiGOWOBAQUFADBrMQswCQYDVQQGEwJSTzERMA8SGA1U
ECxMIQWxmYVNpZ24xKjAoBgNVBAoTIUFsZmFUcnVzdCBDZ
XJ0aWZpY2F0aW9ulEF1dGhvemlOe TEAMBsGA1UEAXMUQUXx
GQVRSVVNUIFJPT1QgQOEgVjlwHhcNMTEXMjAT1MTYzMjM4
WhcNNDEXxMjA1MTYzODUzWjBrMQswCQYDVQQGEwWJSTzE
RMA8GA1UECXMIQWxmYVNpZ24xKjAoBgNVBAoTIUFsZmFU
cnVzdCBDZXJ0aWZpY2F0aW9ulEF1dGhvemlOe TEdMBsGA1
UEAXMUQUxGQVRSVVNUIFJPT1QgQOEgVjlwggliMAOGCSq
GSIb3DQEBAQUAA4ICDwAwgglKAolCAQDzDCUpnVngGDnkt
wh3pDG/Mm9gXQ6Yr/BHrvOHKSugpBGL1d5k1CUrdI3ZNZL0x
4Tes6x5CDwWAVO23tNXIXLINOFfb TFFN45Yis3evwnvDZ7rXYj7e7
NAVCQccUjgmX/wZDIAYN9gRO9/r1FDXNPxwCdaXJ3//BGra8
2BQ6F2TJNTSuef/7z3LjXJSHObCUNWUS5SXZNksdc/bp2b4j3h
ovevrlUNABWcF3yo+u9kp/FB0sD33ZsPJ8spDrad9jpF3wN1mb
D54TTsdCPXghXty9P3zgXhWXWZ66UpytcnTyLtMAT4jWR/04
NDegGEa/RZbaXyfOJXx1nRigJAwKVd3aPgKoBraNhL7T1bCO
phRtFQWJt2NL3qlgGBk61bwwPRYmevkTJecqZJCVyx/QKILE
Q58eYQ2Cu707kLMXUcKoHMdF9w5ZDkvrb1tYMM9OIIRNTK
VTICCxGLbCIS2H62h9gnUIBIz4gPhD5LYd5/Y30vorUYes7N5g
GbKzMLDKHGyHruQCcZHpl3xfwLN6eHOGgXzYxxYpejSRUah
6eglS32ZjCTzuFh74trPqLXV3zUJDXyfw6thGReCufbOK3RYI2Ai
em1gvcYfvDXOfUyFgmyZZn/zZC/soRjNDQ17hc6x+me/
+0vaMMNzUQMCmMLPhsUPm+SEMkPoYxFBIeGBX4QIDAQA
Boz8WPTALBgNVHQS8EBAMCAQYwDwYDVROTAQH/BAUwWAW
EB/zAdBgNVHQ4EFgQUz1kavfauwwOw0iGCg6PRdhVz7S8wD
QYJKoZlhveNAQEFBQADggIBALDRnmrEoVWueeY2rVxbmac
DpOKEVS7ZkZF9ckf7TQCTN90JADYxSVTzIIRELFcp/B5IbMQKE
Oy4ZQrOLt4198FEKbOan8cveiOatrZpXTEYwPwmiNZNWuajxs
O0xE9esCj5T7fxwLg2VESom8qBiONU6uBMyQEBOOABIWfWLE
QDIlyqWhz46gvsqEuf/rVGBMpJGRgR7LaSRUMHaEM1xhhMulL
RByzVahp1znxfnOJnfYg6qOd2AvIt6OPje9pvnSbdbq1UjQFJHt
pYhFLGtFTHKAfMcxR3Sqzyln3ee5pDMEruqlsT10kM3vmCJKrf
Osy88D6GHx+QcLhqCDLgzLRgFsdchySRUEQ3CdIVRTIh7J1y
SQOGxIIpxSa3t9sbovxTRFDPd2cbXgUTdbzCT5XEyR1HYURz
gEQFsw8gLTdiRDYeUZLBT4fGdkojmFfOu+1gFwvyoBG+87Ve
OrBFLhm2KVkrgWPhtBLNNG6jE3eR9ak1n/Hp7sbSiUOL6HJIN270
+L1cug5+YuEBtuNEIf3te42XUtrbJi827C7x/BNUeSZmOmMRNG6O
kC5u4dzB4Yt6HOVNBFBZZjha6dkKVS83CRF7fuxujVQvAbaW
nrGSfE3TgxYxI7g2m6hNwOI53julvg3wvQijdzKHURICoSzEV 3f
wySMNmelV9oucTiAySefANM4Y

----- END CERTIFICATE-----

* SigAlg

sha1RSA

* SigAlgOID

1.2.840.113549.1.1.5

* [ssuerDN CN

ALFATRUST ROOT CA V2

* [ssuerDN OU

AlfaTrust Certification Authority

* |ssuerDN O

Alfasign

* |ssuerDN C

RO

* SubjectDN CN

ALFATRUST ROOT CA V2

» SubjectDN OU

AlfaTrust Certification Authority

* SubjectDN O

Alfasign

* SubjectDN C

RO

ROMANIA Trusted List —according to Decision 2009/767/EC and ETSI TS 102 231 34




» NotBefore

Monday, December 05, 2011 6:32:38 PM

» NotAfter

Thursday, December 05, 2041 6:38:53 P

* PublicKey

3082 02 0a 02 82 02 0100 f3 0c 2529 9d 59 ea 18 39 e4 b7 08
77 a4 31 bf 32 6f 60 5d Oe 98 af f0 47 ae fd 07 29 2b aa a4 11
8b d5 de 64 d4 25 2b 76 5d d9 35 92 f4 ¢7 84 de b3 ac 79 08 3¢
00 be 8d b7 b4 dc 48 c4 b9 67 38 57 db 4d f1 4d e3 96 22 b3 77
af c2 7b ¢3 67 ba d7 62 3e de ec d0 15 09 07 1c 52 38 26 5f fc
19 0c 80 18 37 da 91 3b df eb d4 50 d7 34 fc 70 09 d6 97 27 7f
ff 04 6a da f3 60 50 €8 5d 93 24 d4 d2 b9 e7 ff ef 3d cb 8d 72 52
1c e6 c2 50 d5 94 e5 25 d9 36 4b 1d 73 f6 €9 d9 be 23 de 1a 2f
7afae524d00159c177 ca8faef64a 7f 14 1d 2¢c Of 7d d9
b0 f2 7c b2 90 eb 69 df 63 a4 5d fO 37 59 9b Of 9e 13 4e c7 42
3d 78 21 5e dc bd 3f 7c ea 5e 15 97 59 9e ba 52 9c ad 72 74 {2
2e d3 00 4f 88 d6 47 fd 38 34 37 aa 18 46 bf 45 96 da 5f 27 ce
25 7c 75 9d 18 aa 24 Oc Oa 55 dd da 3e 02 a8 06 b6 8d 84 be
d3 d5 b0 b4 a6 14 6d 15 05 89 b7 63 4b de a2 20 18 19 3a d5
bc 30 3d 16 26 7a f9 13 25 e7 2a 64 90 95 cb 1f d0 2a 22 c4 43
9f 1e 61 0d 82 bb b3 bb 90 b3 17 51 c2 a8 1c c7 45 7 Oe 59 Oe
4b eb 6f 5b 58 30 cf 4e 94 84 67 4c a5 53 f4 20 b1 18 b6 c2 21
2d 87 eb 68 7d 82 75 25 04 8¢ f8 a8 f8 43 e4 b6 1d e7 6 37 d2
fa 2b 51 87 ac ec de 60 19 b2 b3 30 b0 ca 1c 6¢ 87 ae e4 02 71
91e9237¢c5fc0b37a787d06817cd8c7 1629 7a 3e 51 51
a8 7a7a 0952 df 66 63 09 3c ee 16 1e f8 b6 b3 ea 2d 75 77 cd
42 43 5f 27 fO ea d8 46 45 e0 ae 7d bd 0a dd 16 08 d8 08 9e 9b
58 2f 71 87 ef 0d 73 9f 53 21 6a 9b 26 59 9f fc d9 Ob fb 28 46 33
43 43 5e e1 73 ac 7e 99 ef fe d2 6 8c 30 dc d4 40 c0 a6 30 b3
e1b143e6f9210c90fa18 c4 5065786057 e102030100
01

» BasicConstraints

IsCA:true

» SubjectKeyldentifier

cf 59 1a bd 6 ae ¢3 0d 30 d2 21 82 83 a3 d1 76 15 73 ed 2f

* AuthorityKeyldentifier

* CRLDistributionPoints

» KeyUsage

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

* SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2011-12-05T18:32:38Z

4.5 AlfaSign Qualified CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/QC

ServiceName

« Name (en) AlfaSign Qualified CA

* Name (ro) AlfaSign Qualified CA

Service digital identities

X509SubjectName

« X509SubjectName CN = AlfaSign Qualified CA, OU = AlfaSign, O = AlfaTrust

Certification Services, C = RO

Certificate fields details

* Version

3

* serialNumber

61 3f ce 88 00 00 00 00 00 1e

» X509Certificate

MIIFYzCCAOugAwIBAgIKYT/OIAAAAAAAHJANBgkghkiGOWOBA
QUFADBrMQswCQYDVQQGEwJSTZzERMA8GATUECXMIQWx
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mYVNpZ24xKjAoBgNVBAoTIUFsZmFUcnVzdCBDZXJ0aWZpY
2F0aW9ulEF1dGhveml0e TEdMBsGATUEAXMUQUXGQVRSVV
NUIFJPT1QgQOEgVjIwHhcNMTEXMjA1MTgzMzU3WhcNMzEXx
MTMwMTgzMzU3WjBrMQswCQYDVQQGEwWJSTzEpMCcGA1
UEChMgQWxmYVRydXNOIENIcnRpZmljYXRpb24gU2VydmljZ
XMxETAPBgNVBAsSTCEFsZmFTaWduMR4wHAYDVQQDExVB
bGZhU2InbiBRAWFsaWZpZWQgQOEwggEIMAOGCSqGSIb3D
QEBAQUAA4IBDwWAwggEKA0IBAQDMtG/ICHFDIoDxjcv5HJiIEK
6Lc2hUO0wi4LUTv6G8dxJnJfAXIHUAF38x06AIpC/
+feNDKvL7gDWL+e52/6yu/EINSn8Dv/aUnlUwd0519ywlpInfGjO
KFMPghIR1CSdTLHmy7h7Pw/
+uNIWgE9d4wyohjNuq8yDQF2+5TDbRhw+Vhg692pbQMAOW
z7QkILNXWQ36qCqcOy/POIByCpm7C4uoGu3es+vUqgxkvkYjK
JwjgveZE48T+quxZRL/40BjynWN35uS4azf5AGUDekU2QF8hX
Dudn3aD9wLOAvVXP5FN69ehVaxuU71GxbdtCr3fMo0/HDeb7z6
si2A5g10xW5xAgMBAAGjggEHMIIBAzZAQBgkrBgEEAYI3FQEE
AwIBADAdBgNVHQ4EFgQUa2SHVWAxVbbNUQhGHR8X5M1|
Wz4wDgYDVROPAQH/BAQDAgGGMA8GA1UdEWEB/WQFMA
MBAf8wTgYDVROgBEcwRTAGBgRVHSAAMDsGDysGAQQBg
gAzAAQAIzABATAoMCYGCCsGAQUFBwIBFhpodHRwOIi8vYW
xmYXNpZ24ucm8vZGVwb3ppdDAfBGQNVHSMEGDAWgBTPW
Rg99q7DDTDSIYKDo9F2F XPtLzA+BgNVHR8SENzA1MDOgMa
Avhi1odHRwOIi8vYWxmYXNpZ24ucm8vY3JsL3F1YWxpZmllZC
9hc3Jvb3R2Mi5jcmwwDQY JKoZIhveNAQEFBQADggIBAHXL+I
GuBQOhIFRFtHEZ2MVVTFSZhMzT0OV6/0DwujTXLFaarDgQDL
8N9Fgth8/sXrX06SM8XcZuWFo6ZMburezgNtEMvMy1JIVvniBS
aGKNyniZCTCjsQA50WotFmpdW/ITJbxbit5GgG9CnoA+sh7IV7
kPO60OAHwWpDStUzu0s6HGky+9ShfJQi9LcCPxcEFuZcgXyu/dv7
GYYnexifCZpsJnCOtatTXii7faAlG8p/ptlaVkTa69mSsEfq+B0ZV
wZ5u5eyToVb5iAo+WTvFwmOawggkY8Ah2F57iepG8ZWvQxZ
kGC3P9tEwu626ilblCSsyxyuNi93ZBXOQZukFPL905diEuKE103
E6SeCGDNQrEOIHO7n4LAYsrEvpBWzND/Uzt2IggE9UctVNgG
4R379EPmMBVelL50/39vtq8bcrONsUrzxwQho4PnbjdghXrdTGIvk
FYQewnzwUAU3KVQuU7fNnEp+SJNMSw3IZ78NLtOMIR8RJVC
ybilLe/gyOGjAHfCSVXDaHFzUKr5YPH210O;ED8HD6ZN4ERdAN8
2RfNYTcqZnAOfS/UUE8ShUVxXYUrUJTIxxL8epFVJyTfliYz41/iod
2iINNuAg/6p25uGh7LsoSqz0GYW2h99Whq4tJYyO4DdUkkV2P
W+rn+Q1ejwsK10y1slz9ZVUDImcVLS71bsC

----- END CERTIFICATE-----

* SigAlg

sha1RSA

* SigAlgOID

1.2.840.113549.1.1.5

* |ssuerDN CN

ALFATRUST ROOT CA V2

* [ssuerDN OU

AlfaTrust Certification Authority

* IssuerDN O Alfasign

* IssuerDN C RO

» SubjectDN CN AlfaSign Qualified CA

* SubjectDN OU AlfaSign

» SubjectDN O AlfaTrust Certification Services
* SubjectDN C RO

* NotBefore

Monday, December 05, 2011 8:33:57 PM

* NotAfter

Sunday, November 30, 2031 8:33:57 PM
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* PublicKey

3082010a0282010100ccbs46fe508714322801f18dcb
f91c98 ba2ba2dcda1534c22e0b513bfalbc7 712672
5f 03 18 87 50 01 77 f3 1d 3a 02 5a 42 ff e7 de 34 32 af 2f ba
83 58 bf 9e e7 6f fa ca ef c4 94 d4 a7 fO 3b ff 69 49 e5 53 07 74
ed 8f 72 c0 8a 48 9d f1 a3 38 a1 4c 3e a8 48 47 50 92 75 32 c7
9b 2e e1 ecfc 3ffae3 65 5a 01 3d 77 8c 32 a2 18 cd ba af 32
0d 01 76 fb 94 ¢c3 6d 18 70 f9 58 60 eb dd a9 6d 03 00 39 6¢ fb
42 4f 4b 35 75 90 df aa 82 a9 ¢3 b2 fc fd 25 07 20 a9 9b b0 b8
ba 81 ae dd eb 3e bd 4a b1 92 f9 18 8c a2 70 8e Ob de 64 4e 3c
4f ea ae ¢5 94 4b ff 8a 01 8f 29 d6 37 7e 6e 4b 86 b3 7f 90 06
50 37 a4 53 64 052 15 ¢c3 b9 d9 f7 68 3f 70 2¢c e0 2f 5¢ fe 45
37 af 5e 85 56 b1 b9 4e €5 1b 16 dd b4 2a f7 7c ca 34 fc 70 de
6f bc fa b2 2d 80 e6 0d 68 c5 6e 71 02 03 01 00 01

» BasicConstraints

IsCA:true

» SubjectKeyldentifier

6b 64 87 55 60 31 55 b6 cd 51 08 46 1d 1f 17 e4 cd 65 5b 3e

* AuthorityKeyldentifier

cf 59 1a bd 6 ae ¢3 0d 30 d2 21 82 83 a3 d1 76 15 73 ed 2f

* CRLDistributionPoints

http://alfasign.ro/crl/qualified/asrootv2.crl

Digital Signature, Certificate Signing, Off-line CRL Signing, CRL

» KeyUsage Signing (86)

« SHA256 Cert.hash

ServiceStatus http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime 2011-12-05T20:33:57Z
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http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-TrustedList/Svcstatus/accredited
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5. TSP: CENTRUL DE CALCUL S.A.

TSPName
* Name [en]
* Name [ro]

CENTRUL DE CALCUL S.A.
CENTRUL DE CALCUL S.A.

PostalAddress
StreetAddress [en]

Tudor Vladimirescu Nr 17 Street

Locality [en] Targu Jiu
PostalCode [en] 210132
CountryName[en] Romania
PostalAddress
StreetAddress [ro] Strada Tudor Vladimirescu Nr 17
Locality [ro] Targu Jiu
PostalCode [ro] 210132
CountryName[ro] Romania
ElectronicAddress
- URI mailto: office@certdigital.ro
- URI http://www.certdigital.ro
TSPInformationURI
URI http://www.certdigital.ro/suport
http://www.certdigital.ro/download.html
5.1. Cert Digital ROOT CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en)
* Name (ro)

Cert Digital ROOT CA
Cert Digital ROOT CA

Service digital identities

X509SubjectName

» X509SubjectName

CN = Cert Digital ROOT CA, O = Centrul de Calcul SA, OU =
Cert Digital CA, C =RO

Certificate fields details

 Version

3

e serialNumber

20 11 04 20 90 00 00 00 00 01

* X509Certificate

MIIDuzCCAqOgAwIBAgIKIBEEIJAAAAAAATANBgkghkiGOWOBA
QUFADBIMQswCQYDVQQGEwWJSTzEYMBYGA1UECXMPQ2Vy
dCBEaWdpdGFsIENBMROwGwYDVQQKExRDZW50cnVsIGRII
ENhbGN1bCBTQTEdMBsGA1UEAXMUQ2VydCBEaWdpdGFsIF
JPT1QgQOEWHhcNMTEWNDIwWMDgOMDUwWWhcNMzYwNDIwM
DgOMDUwW|BIMQswCQYDVQQGEwWJSTzEYMBYGA1UECXMP
Q2VydCBEaWdpdGFsIENBMROWGwWYDVQQKEXRDZW50cnVsl
GRIIEENhbGN1bCBTQTEdMBsGATUEAXMUQ2VydCBEaWdpdG
FsIFJIPT1QgQOEwggEgMAOGCSqGSIb3DQEBAQUAA4IBDQA
wggEIAocIBAQDQboBFJPesfKPZOHk34wsliFwj63kSDDgkYLBM
N4yJDukDsLuhXQM+gzpiskUFF63UrPnPpawXVrzDprOvRR/OC
ms1Vbt363e05LkbiP7OHLIJmMeduMRGH1uM1x0BfgzxrdEVKFBM
+Q/ss4H600jqgzqHaocaGulowZHLRR9cwVRoTazMXBXtRWmr5w
CLjVAY8cJp+YyY9k71WMwIhY G30OX8X2xseFWLsPWijy
rBSXrIiSWRuewuzrrev61/W4ly/oMjj1g3YsIWjk4TELM6/+YjvKjQul
9q0jqSVD+bHdd6dBKs5LAAMUFAQyjeQZnh6Kb/9NCE3rXzJW/
zGTQgX+uuvPzAgED028wbTAdBgNVHQ4EFgQUf3WVQbM4H
sXGqqYXIN10zvyOvXcwKwYDVROjBCQwIoAUf3WVQbM4HsX
GqqYXIN10zvyOvXeCCiIARBCCQAAAAAAEWDgYDVROPAQH/
BAQDAgHGMA8GA1UdEWEB/wQFMAMBAf8wDQY JKoZIhveN
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http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
http://www.certdigital.ro/suport
mailto:office@certdigital.ro

AQEFBQADggEBACOLOM3JcHy5LPMFEeZX1bR2IiIFAmDgChE
lc/bUH55VGxvMqg7hOc6tcbLif602aS6NO7ZGD4L5DMG7MEhzQ
USRMbRBBY022KzIFbcM65rVGjyi+GXdk6j86rhfosKyUb8HIVDM
q42vocAAKWSY0d70P7LEEtg5qUOVC80fxrmpVELV7nCnB9Eu
3SbQGUOVWI9VRBKUHT/XPEINObAYwXf+XegpOeOjQPR5CISK
WKN3fnTs1/8+xixxN7XnWe+VLSfwFTGsQJh1gj+RQUnsZoHjmH
tekQdgpNQJcq0JKIERVZJGD3DD2vN4/ux5r65EfKXTy9D51D5Q

gjQoDS+udavhs=
----- END CERTIFICATE-----
» SigAlg sha1RSA
» SigAlgOID 1.2.840.113549.1.1.5
e IssuerDN CN Cert Digital ROOT CA
» |IssuerDN OU Cert Digital CA
» |IssuerDN O Centrul de Calcul SA
» IssuerDN C RO
» SubjectDN CN CertDigital ROOT CA
* SubjectDN OU Cert Digital CA
» SubjectDN O Centrul de Calcul SA
» SubjectDN C RO

* NotBefore

Wednesday, April 20, 2011 11:40:50 AM

* NotAfter

Sunday, April 20, 2036 11:40:50 AM

» PublicKey

3082 01080282010100d06e 804524 f7 ac7ca3d9 3879
37 e30b25885c23eb 7912 0c 38 24 60 b0 4c 37 8¢ 89 Oe e9
03 b0 bb a1 5d 03 3e 83 3a 62 b2 45 05 17 ad d4 ac f9 cf a5 ac
17 56 bc c¢3 a6 b3 af 45 1f ce 0a 6b 35 55 bb 77 eb 77 b4 e4 b9
1b 88 fe ce 1c b2 66 79 db 8c 44 61 f5 b8 cd 71 d0 17 ea cf 1a
dd 12 f2 85 04 cf 90 fe cb 38 1f ad Oe 8e ac ea 1d aa 1a 1a e2
28191 cb 45 1f 5¢ ¢c1 54 68 4d ac cc 5¢ 15 ed 45 69 ab e7 00
8b 8d 50 18 f1 c2 69 f9 8c 98 f6 4e f5 58 cc 25 85 81 b7 39 7f 17
db 1b 1e 1562 ec 3d 68 f2 ac 14 97 ae 5e 56 46 e7 b0 bb 3a eb
7a fe b5 fd 6e 25 cb fa Oc 8e 3d 60 dd 8b 25 5a 39 38 4f a2 cc
eb ff 98 8e f2 a3 42 €9 6a a8 e8 ea 49 50 fe 6¢ 77 5d €9 d0 4a
b3 92 c0 02 6b 85 01 Oc a3 79 06 67 87 a2 9b ff d3 42 13 7a d7
cc 95 bf cc 64 d0 a9 7f ae ba f3 3 02 01 03

« BasicConstraints

isCA:true

» SubjectKeyldentifier

7f 759541 b3 38 1e c5 c6 aa ab 17 94 dd 4e ce fc 8e bd 77

» AuthorityKeyldentifier

7f 759541 b3 38 1e c5 c6 aa ab 17 94 dd 4e ce fc 8e bd 77

 CRLDistributionPoints

 KeyUsage

Digital Signature, Non-Repudiation, Certificate Signing, Off-line
CRL Signing, CRL Signing (c6)

e SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2011-04-20T00:00:000Z

5.2. Cert Digital Qualified CA

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en)
* Name (ro)

Cert Digital — qualified certificate provider
Cert Digital — furnizor de certificate digitale calificate

Service digital identities

X509SubjectName

» X509SubjectName

CN = Cert Digital Qualified CA, O = Centrul de Calcul SA, OU =
Cert Digital CA, C =RO
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Certificate fields details

« Version

3

e serialNumber

20 11 04 20 90 00 00 00 00 04

*  X509Certificate

MIIEVDCCAzygAwIBAgIKIBEEIJAAAAAABDANBgkghkiGOwOB
AQUFADBIMQswCQYDVQQGEwWJSTzEYMBYGA1UECXxMPQ2
VydCBEaWdpdGFsIENBMROwWGwYDVQQKEXRDZW50cnVsIG
RIEENhbGN1bCBTQTEdMBsGA1UEAXxMUQ2VydCBEaWdpdGF
sIFJPT1QgQOEWHhcNMTEWNDIwWMDkwODM2WhcNMjEwWNDIw
MDkwODM2WjBgMQswCQYDVQQGEwJSTzEYMBYGA1UECXx
MPQ2VydCBEaWdpdGFsIENBMROwGwYDVQQKExXRDZW50c¢
nVsIGRIIEENhbGN1bCBTQTEIMCAGA1TUEAXMZQ2VydCBEaWd
pdGFsIFF1YWxpZmllZCBDQTCCASAwDQY JKoZlhveNAQEBB
QADggENADCCAQgCggEBAKV6a3GI/Fj3janHNntOCCTW]CNbS
N8kgMgKDOHBMGAYNb+C8dXn0dfJ2XSFeGmVwPJ30RQro9R0
OyqfP9Ffqd+onhLE8sdjufhQmOwBtVm/zp1K0JatInRFI+Cc1jMvy
9Vifiea2gngawOromce/Rcb7LDTyY4xumUaaWdU6US5cJIK26 GA
FLOhF8ghApDMOYTFgrrsLOgHPwWgNVIskXHx7N3Kmxz8vNM8
GKynpf/d+uvuakLtJ/T+YPaOnPt0TdD5TdLhxU99JQ485MXjFbVs
IWDKe6BS+H3w7Rm20imUJaVJ+v9qd17h6lghTxOnD7nOtWG
YIfPcstZWfGW+Fo9HVwkCAQOjggEBMIH+MBOGA1UdDgQWB
BRh9G;j758gxASHF5DuNKpqigCueYTB+BgNVHSMEdzB1gBR/d
Z\/BszgexcaqpheU3U70/169d6FRpESWTTECMBOoGATUECXMT
Q2VydERpZ2I0YWwgUK9PVCBDQTEgMB4GA1UEChMXUOMg
Q2VudHJ1bCBkZSBDYWxjdWwgUOExCzAJBgNVBAYTAIJPggo
gEQQgkAAAAAABMDwWGA1UdHWQ1MDMwMaAroCmGJ2h0dH
BzOi8vY2EuY2VydGRpZ2I0YWwucm8vQ1JMcy9yb290LmNybl
ECAP8wDgYDVROPAQH/BAQDAgHGMA8GA1UJEWEB/WQFM
AMBAf8wDQYJKoZIhveNAQEFBQADggEBACuU2ShyTn7COG+0
E7eFe6BvnmyQ3IDzISDnn/bQXhgAacqWICDGaFLnHnjkCaQPX
EUHYId/poSWyIDIXYMDUzxMLNOhZBzrA7z/rzcKrMm8qqi1ruPc
D2HmMUTj6ReYIiOEWkjLQBYFLs1g00ttu6CjZIFsOT79s1Ni8Nd/c7
BDQnB5zYQWBjqa3s6WvnZwOmSe3TX5HgMSGfUc9IBXLmFM
aQm2Lagxxrtyh2mCsdXd2JCoCgHqe9K2RLpM3XroFAylm7 Xwf
5xNulLu7tzyf+VHbMIp4QIHglaXCzrZFQoqgpJOL3icfelxej8Wt2z4Q
krgxM36nOWFN2xqHpCIIKOXimNO=

----- END CERTIFICATE-----

» SigAlg

sha1RSA

. SigAlgoID

1.2.840.113549.1.1.5

e |ssuerDN CN

Cert Digital ROOT CA

» IssuerDN OU Cert Digital CA

» IssuerDN O Centrul de Calcul SA

» IssuerDN C RO

e SubjectDN CN Cert Digital Qualified CA
» SubjectDN OU Cert Digital CA

s SubjectDN O Centrul de Calcul SA

e SubjectDN C RO

* NotBefore

Wednesday, April 20, 2011 12:08:36 PM

* NotAfter

Tuesday, April 20, 2021 12:08:36 PM

» PublicKey

30820108 0282010100 ab fa6b 71abfc58f78dadc7 9e

d3 8209 35 a3 08 d6 d2 37 ¢9 2a 32 a2 83 d0 70 66 18 06 0d 6f
e0 bc 7579475276 5d 21 5e 1a 65 70 3c 9d f4 45 Oa fd 47

43 b2 a9 f3 fd 15 fa 9d fa 89 e1 2c 4f 2¢ 76 3b 9f 85 09 b4 c0 1b
55 9b fc €9 d4 ad 09 6a d2 27 44 59 7e 09 cd 63 32 fc bd 56 57
e2 79 ad a0 9e a6 b0 d2 ba 26 71 ef d1 71 be cb 0d 3c 98 €3 1b
a6 51 a6 96 75 4e 94 e5 c2 65 2b 6e 86 00 52 ce 84 5f 20 84 Oa
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43 30 e6 13 16 0a eb b0 bd 2a 1c fc 20 35 59 6¢ 91 71 f1 ec dd
ca 9b 1c fc bc d3 3c 18 ac a7 a5 ff dd fa eb ee 6a 42 ed 27 4 fe
60 f6 b4 9c fb 74 4d dO f9 4d d2 e1 c5 4f 7d 25 Oe 3c e4 c5 e3
15 b5 6¢ 9560 ca 7b a0 52 f8 7d fO ed 19 b6 3a 29 94 25 a5 49
fa ff 6a 27 5e e1 e8 88 21 4f 13 a7 0f b9 ce b5 61 98 95 f3 dc b2
d6 56 7c 65 be 16 8f 47 57 09 02 01 03

+ BasicConstraints

isCA:true

» SubjectKeyldentifier

61 f4 68 fb e7 ca b1 01 21 ¢5 e4 3b 8d 2a 9a a2 80 2b 9e 61

» AuthorityKeyldentifier

71759541 b3 38 1e c5 c6 aa ab 17 94 dd 4e ce fc 8e bd 77

+ CRLDistributionPoints

URL=https://ca.certdigital.ro/CRLs/root.crl

» KeyUsage

Digital Signature, Non-Repudiation, Certificate Signing, Off-line
CRL Signing, CRL Signing (c6)

« SHAZ256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2011-04-20T00:00:000Z

5.3. Cert Digital CA Clasa 2 (Certificate Simple)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

 Name (en)
* Name (ro)

Cert Digital CA Class 2 (Simple Certificates)
Cert Digital CA Class 2 (Certificate Simple)

Service digital identities

X509SubjectName

e X509SubjectName

CN = Cert Digital CA Class 2, O = Centrul de Calcul SA, OU =
Cert Digital CA, C =RO

Certificate fields details

 Version

3

e serialNumber

20 11 04 20 90 00 00 00 00 03

* X509Certificate

MIIEUjCCAzqgAwIBAgIKIBEEIJAAAAAAAZANBgkghkiGOWOBA
QUFADBIMQswCQYDVQQGEwWJSTzEYMBYGA1UECXMPQ2Vy
dCBEaWdpdGFsIENBMROwWGwWYDVQQKEXRDZW50cnVsIGRII
ENhbGN1bCBTQTEdMBsGA1UEAXMUQ2VydCBEaWdpdGFsIF
JPT1QgQOEWHhcNMTEWNDIWMDkwODM1WhcNM]EwWNDIwWM
DkwODM1WjBoMQswCQYDVQQGEwJSTzEYMBYGA1UECxM
PQ2VydCBEaWdpdGFsIENBMROwWGwWYDVQQKEXRDZW50cnV
sIGRIIENhbGN1bCBTQTEgMB4GA1UEAXMXQ2VydCBEaWdpd
GFsIENBIENsYXNzIDIwggEgMAOGCSqGSIb3DQEBAQUAA4IB
DQAwggEIAoIBAQCOUcvHMhmH163XWMATGTiBw7Ilw7mWkU;j
kqQFT6GAYKFH357BY oytd4/IXwOWJ/XHIWBIXXMLN3ZgK2RI
SC//Ixpo0qtnDOXicO5yrkUdt+BEdrPDXuQ31DbGmasounbDXe
5kXKm6JkgcfT6f+ZrAYUWVNtCoVK3Sv0ZRLIK8SQf9+
+wsV1igSPiUlu1g7cZGZXjvAzf+NPkwVw2INTOIRTOxjKifk89dDk
MBjJD5I2DW{j2DXNTyVYAUCOYQyt+16ASgJr2m1HgT9sKJRE3
GQLINO9yS1Dg142CU4uW5W+V+Tc9uKYjoN1G2cq2SGIK5nX
9UMvEwkHuaXFdLOFZbLJAgEDo04IBATCB/JAdBgNVHQ4EFgQ
UPUIGOGYtfa2EMmD5ROUyR6¢cWLIswfgYDVROjBHcwdYAUf3
WVQbM4HsXGqqYXIN10zvyOvXehUaRPMEOxHDAaBgNVBAs
TEONIcnREaWdpdGFsIFJPT1QgQOExIDAeBgNVBAOTF1NDIE
NIbnRydWwgZGUgQ2FsY3VsIFNBMQswCQYDVQQGEwJST4I
KIBEEIJAAAAAAATABBgNVHRBENTAzMDGgK6AphidodHRwc
zovL2NhLmNIcnRkaWdpdGFsLnJvLONSTHMvem9vdC5jcmyBA
gD/MA4GA1UdDWEB/WQEAWIBXxjAPBgNVHRMBAfSEBTADAQ
H/MAOGCSqGSIb3aDQEBBQUAA4IBAQDPCPQ3EGCB11ijXcQ6
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KZ7nmIKItYTkj7U89080OKAID8AUyicLFDC3xFAb8FjKZerZ/phk4
UtoS48UuUROMBA3x1L6MoruedTdv4E3elPRhJLSWQG9Ze7Bf
cAAexphdgvWIQR25VtwdKayBAdB8nuOng/YMOOshWnFWdHLT
8hJ3NYWy1pRRAOM|9SIT7vpMSDNQKLPgKHVXmp2mBAJbzz
PGcMhGyu01y1kCJR3H28099ADN69XiclQAOXE7tzq9LPM+VzY
wfdoUqW4d5Fv6/0gOUbFgm/xZGCnmdZJJKkBM64t1rDM/WXT
RSLsczeah+FbF0aJbKD/qs+dSKrnI3BZN

» SigAlg sha1RSA

« SigAlgOID 1.2.840.113549.1.1.5

e IssuerDN CN Cert Digital ROOT CA
» |IssuerDN OU Cert Digital CA

» IssuerDN O Centrul de Calcul SA

* IssuerDN C RO

» SubjectDN CN Cert Digital CA Class 2
* SubjectDN OU Cert Digital CA

e SubjectDN O Centrul de Calcul SA

* SubjectDN C RO

* NotBefore

Wednesday, April 20, 2011 12:08:35 PM

* NotAfter

Tuesday, April 20, 2021 12:08:35 PM

* PublicKey

308201080282010100 b4 51cbc7 3219 87 d7 ad d7 58 cO
1319 38 81 c3 b9 70 ee 65 a4 52 39 2a 40 54 fa 18 06 O0a 14 7d
f9ec 16 28 ca d7 78 fc 85 f0 39 62 7f 5¢ 72 16 06 5¢ 57 30 b3 77
66 02 b6 46 54 82 ff f2 71 a6 8d 2a b6 70 ce 5e 27 Oe e7 2a e4
51 db 7e 04 47 6b 3c 35 ee 43 7d 43 6¢ 69 9a b2 8b a7 6¢ 35 de
€6 45 ca 9b a2 64 81 c7 d3 €9 ff 99 ac 06 14 59 53 6d Oa 85 4a
dd 2b f4 65 12 c8 2b c4 90 7f df be c2 c5 75 8a 04 8f 89 42 2e
d6 Oe dc 64 66 57 8e fO 33 7f e3 4f 93 05 70 da 53 53 d2 24 53
3b 18 ca 89 f9 3¢ f5 d0 e4 30 18 c9 0f 99 76 0d 67 e3 d8 35 cd
4f 25 58 01 40 b4 61 Oc ad fb 5e 80 4a 02 6b da 6d 47 81 3f 6¢
28 94 44 dc 64 Ob 88 d3 bd c9 2d 43 83 5e 36 09 4e 2e 5b 95 be
57 e4 dc f6 e2 98 8e 83 75 1b 67 2a d9 21 bd 2b 99 d7 f5 43 2f
eb 09 07 b9 a5 c5 74 b3 85 65 b2 c9 02 01 03

e BasicConstraints

isCA:true

» SubjectKeyldentifier

3d 48 86 38 66 2d 7d ad 84 32 60 f9 44 e5 32 47 a7 16 2e 5b

» AuthorityKeyldentifier

71 7595 41 b3 38 1e c5 c6 aa a6 17 94 dd 4e ce fc 8e bd 77

 CRLDistributionPoints

URL=https://ca.certdigital.ro/CRLs/root.crl

» KeyUsage

Digital Signature, Non-Repudiation, Certificate Signing, Off-line
CRL Signing, CRL Signing (c6)

e SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2011-04-20T00:00:000Z

5.4. Cert Digital Enterprise CA Class 3 (Certificate pentru organizatii)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

*  Name (en)
» Name (ro)

Cert Digital Enterprise CA Class 3 (Enterprise Certificates)
Cert Digital Enterprise CA Class 3 (Certificate pentru organizatii)

Service digital identities

X509SubjectName

» X509SubjectName

CN = Cert Digital Enterprise CA Class 3, O = Centrul de Calcul
SA, OU = Cert Digital CA, C = RO

Certificate fields details
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Version

3

serialNumber

20 11 04 20 90 00 00 00 00 05

X509Certificate

MIIEXTCCAOWgAwWIBAQIKIBEEIJAAAAAABTANBgkghkiGOwO0B
AQUFADBIMQswCQYDVQQGEwWJSTzEYMBYGA1UECXxMPQ2
VydCBEaWdpdGFsIENBMROwWGwYDVQQKEXRDZW50cnVsIG
RIIEENhbGN1bCBTQTEdMBsGA1UEAXxMUQ2VydCBEaWdpdGF
sIFJPT1QgQOEWHhcNMTEWNDIwMDkwODM4WhcNM]EwWNDIw
MDkwODM4WjBzMQswCQYDVQQGEwJSTzEYMBYGA1UECXx
MPQ2VydCBEaWdpdGFsIENBMROwWGwYDVQQKEXRDZW50c
nVsIGRIIENhbGN1bCBTQTErMCkGA1UEAXMiQ2VydCBEaWdp
dGFsIEVudGVycHJpc2UgQOEgQ2xhc3MgMzCCASAwDQY JKo
ZIhveNAQEBBQADggENADCCAQgCggEBANYiufsOCP7gn+
+7r8D+U7mP0oG24L2SfVVirinVZzZjM7CdUDq6VJB6THXxQoHIi55
eJHLSvtmOapr87Uys/CX9S7pnEwZo8Q8IxfrkVpdgW+veJFQeM
BOhIWfxvjg50M3At9yAX740qJI3+xL9QcJLf+UcTZ41d10TIIFB6bI
wOW7T7ylqvHdObYmyaCtwvr0/GIGXpleWLUHojbYFIWh+eccOV
a9R80cRk2iAs70EqzyVzpihtku29NsEug7V/IWCGtO9ITDHLQZsr
syoDrdPogb7zYhGxQAgeP5MjO5wMD2tm8Bxzcpjys8R3h0xBU
QDbLs2NX55fk1YEHafKUUpocCAQOjggEBMIH+MBOGA1UdDg
QWBBTXaGqTYTbZum123EW7hMOIiK4QJzB+BgNVHSMEdzB
1gBR/dZVBszgexcaqpheU3U70/I169d6FRpESWTTEcCMBoGA1U
ECxMTQ2VydERpZ2I0YWwgUKkOPVCBDQTEgMB4GA1UEChM
XUOMgQ2VudHJ1bCBkZSBDYWxjdWwgUOExCzAJBgNVBAYT
AlJPggogEQQgkAAAAAABMDWGA1UdHWQ1MDMwMaAroCm
GJ2h0dHBzOIi8vY2EuY2VydGRpZ2I0YWwucm8vQ1JMcy9yb29
OLmNybIECAP8wDgYDVROPAQH/BAQDAgHGMA8GA1UJEWE
B/wQFMAMBAf8wDQY JKoZIhveNAQEFBQADggEBAFE3ZTtKv
bvvBAt7CdeVQ+VFck/fjgBxr6+JjCqnr97z/pWQFTxOqgrgXX2LerR
VjuyrenlcHv89UINITYxxB3AadnHv2|14DgoAtB852WDV1bvapcLo
y2Px8VuV/akKmbBAXNBubXCa401QjODkQDoXXECQQmMSQXJ
glYEh7AOHUA2+TJI3anLzd0yVxWbcHYo0zQYHsEru7OPILjISzQ
oVzVzTPohSW6fJuNruwV6Q+/81ajKfSK711N8Z/tLZwG1h/fxD3tC
oh3U5Aer1koleD3uYNsTBGzXm2arV6eE7+OPJ7tRv5y167u7s8
va5Wrf8S+oMbkjARXGV2wQyEkOfeeyM=

----- END CERTIFICATE-----

SigAlg

sha1RSA

SigAlgOID

1.2.840.113549.1.1.5

IssuerDN CN

Cert Digital ROOT CA

IssuerDN OU

Cert Digital CA

IssuerDN O

Centrul de Calcul SA

IssuerDN C

RO

SubjectDN CN

Cert Digital Enterprise CA Class 3

SubjectDN OU

Cert Digital CA

SubjectDN O

Centrul de Calcul SA

SubjectDN C

RO

» NotBefore Wednesday, April 20, 2011 12:08:38 PM
» NotAfter Tuesday, April 20, 2021 12:08:38 PM
» PublicKey 3082 01 08 02 82 01 01 00 d6 22 b9 fb Oe 08 fe e0 9f ef bb af cO

fe 53 b9 8f a0 6d b8 2f 64 9f 55 58 ab 8a 75 59 cd 98 cc ec 27
54 0Oe ae 9524 1€ 93 1f 14 28 1e 2e 79 78 91 cb 4a fb 66 39 aa
6b f3 b5 32 b3 f0 97 5 2e €9 9c 4c 19 a3 ¢4 3¢ 23 17 eb 29 5a
5d 81 6f af 78 91 50 78 c0 74 84 85 9f c6 f8 ea e7 43 37 02 df 72
01 7e f8 a2 a2 48 df ec 4b 5 07 09 2d ff 94 71 36 78 d5 dd 74 4e
59 45 07 a6 e2 ¢3 45 bb 4f bc a5 aa f1 dd 39 b6 26 c9 a0 ad c2
fa f4 fc 69 46 5e 92 1e 58 b5 07 a2 36 d8 16 55 a1 f9 e7 1c f5 56
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bd 47 cd 1c 46 4d a2 02 ce f4 12 ac f2 57 3a 62 86 d9 2e db d3
6¢c 12 e8 3b 57 f2 16 08 6b 4e f4 84 c3 1c b4 19 b2 bb 32 a0 3a
dd 3e 88 1b ef 36 21 1b 14 00 a9 e3 f9 32 33 b9 c0 c0 6 b6 6f
01¢737298f2b3c47 7874 c415100d b2 ec d8 d5f9 e5f9
356041 da7cab 14 a6 87 02 01 03

» BasicConstraints

isCA:true

» SubjectKeyldentifier

d7 68 6a 93 61 36 d9 ba 6d 76 dc 45 bb 84 c3 a5 88 ae 10 27

» AuthorityKeyldentifier

7f 759541 b3 38 1e c5 c6 aa ab 17 94 dd 4e ce fc 8e bd 77

+ CRLDistributionPoints

URL=https://ca.certdigital.ro/CRLs/root.crl

» KeyUsage

Digital Signature, Non-Repudiation, Certificate Signing, Off-line
CRL Signing, CRL Signing (c6)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.org/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2011-04-20T00:00:000Z

5.5. Cert Digital Non-Repudiation CA Clasa 4 (Certificate pentru nerepudiere)

ServiceTypeldentifier

http://uri.etsi.org/TrstSvc/Svctype/CA/PKC

ServiceName

* Name (en)
 Name (ro)

Cert Digital Non-Repudiation CA Class 4 (Non-Repudiation
Certificates)
Cert Digital Non-Repudiation CA Class 4 (Certificate pentru
nerepudiere)

Service digital identities

X509SubjectName

»  X509SubjectName

CN = Cert Digital Non-Repudiation CA Class 4, O = Centrul de
Calcul SA, OU = Cert Digital CA, C=RO

Certificate fields details

 Version

3

e serialNumber

20 11 04 20 90 00 00 00 00 06

* X509Certificate

MIIEYjCCAOqgAwWIBAgIKIBEEIJAAAAAAB]ANBgkghkiGOwWOBAQ
UFADBIMQswCQYDVQQGEwWJSTzEYMBYGA1UECXxMPQ2Vyd
CBEaWdpdGFsIENBMROwGwYDVQQKEXRDZW50cnVsIGRIIE
NhbGN1bCBTQTEdMBsGA1UEAXMUQ2VydCBEaWdpdGFsIFJ
PT1QgQOEWHhcNMTEWNDIWMDkwODQwWhcNM]EwNDIwMD
kwODQwWjB4MQswCQYDVQQGEwWJSTzEYMBYGA1UECXMP
Q2VydCBEaWdpdGFsIENBMROwWGwWYDVQQKEXRDZW50cnVsI
GRIIENhbGN1bCBTQTEWMC4GA1UEAXMnQ2VydCBEaWdpd
GFslE5vbi1SZXB1ZGIhdGlvbiBDQSBDbGFzcyAOMIIBIDANBgk
ghkiGOWOBAQEFAAOCAQOAMIIBCAKCAQEA9N3X4IrvyJOFsd
DStc3WPhC52iK2+BD/gJXv8Wpkul3rxQDu4nulofpGYV20Co0je
1iqZ20iZ4p100SQLkp8H3vo7065rmxZZ0iPyhY3QrOhuV8qgsKU
ulrekFUHTgBJCKcd75NJWVBC5K+509aa2fimgAd3UdnpWntJJ
CPb1v3EAhvQS7Q3JL8N7YiX59sMZWrCoF 3D+I/foSKCYQ/nm3
WQbPKFL6b2WK2+hrmkHNKICPWApJVjy/13H1aMSfMV+uH/jxu
UyhKGkG7AvpHXY18AIQ5aw0hPqsiNwB6zN710iP7+V6mjeWiP
[7C/sTk2HL0o36WMd8C2CzqgKvOwqRPIwWIBA6OCAQEwgf4wHQ
YDVROOBBYEFChgPY78cP/mXpGqwzim+GgJdse1rMH4GA1UdI
WR3MHWAFH91IUGzOB7FxqqmF5TdTs78jr130VGkTzBNMRw
wGgYDVQQLEXNDZXJORGINaXRhbCBSTO9UIENBMSAwWHgYD
VQQKExdTQyBDZW50cnVsIGRIIENhbGN1bCBTQTELMAKGA1
UEBhMCUK+CCIARBCCQAAAAAAEWPAYDVROfBDUwMzAxoC
ugKYYnaHROcHMG6Ly9jYS5jZXJ0ZGInaXRhbC5yby9DUkxzL3Jv
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http://uri.etsi.org/TrstSvc/Svctype/CA/PKC
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b3QuY3JsgQIA/zAOBgNVHQ8BATSEBAMCAcCYwWDwWYDVROTA
QH/BAUWAWEB/zANBgkghkiGOWOBAQUFAAOCAQEAabntue28
Ars4y8nf57LIJx+gdI71a21A6dYb2Q+OXjuWU0zW22jZJj/F
S03N6WKaadpHjpW4dQQvAQ6VjQw355saqoiAeMnMw5Z32cz
dK38dpyw0Dopl7rLgmFBfK8eJFDy8d8z3jPyYsk2mVUOBUiau9P
LI2c6T4aedq9N4dmxaWe8Wcesplrvev7zHEjFsemboSQsjj3FGf40
DNgZOawaQq7aebPLeDGJX0S/jXOzxLq8z4WorYDNr4Lh9aRs
491J7pBR1JpxY960aV/Xh76bvNsWK7m2QjsDha2jMrSxEnJPgr
YAlka6VHjMGuxMcnRaPsBszZWWiYKg5mFIkr7Pmw==

----- END CERTIFICATE-----

» SigAlg

sha1RSA

. SigAlgOID

1.2.840.113549.1.1.5

e |ssuerDN CN

Cert Digital ROOT CA

» IssuerDN OU Cert Digital CA

e |ssuerDN O Centrul de Calcul SA

* |ssuerDN C RO

»  SubjectDN CN Cert Digital Non-Repudiation CA Class 4
e SubjectDN OU Cert Digital CA

* SubjectDN O Centrul de Calcul SA

e SubjectDN C RO

* NotBefore

Wednesday, April 20, 2011 12:08:40 PM

* NotAfter

Tuesday, April 20, 2021 12:08:40 PM

* PublicKey

3082 01080282010100f67dd7 e2 5a ef c8 93 85 b1 d0 d2
b5 cd d6 3e 10 b9 da 22 b6 8 10 ff 80 95 ef f1 6a 64 b8 8d eb ¢c5
00 ee e2 7b 88 a1 fa 46 61 5d a8 0a 8d 23 7b f8 ea 67 63 a2 67
8a 7538 e4 90 2e 4a 7c 1f 7b e8 ec ee b9 ae 6¢ 59 67 48 8f ca
16 37 42 bd 21 b9 5f 2a b0 a5 2e 96 be a4 1541 d3 80 12 42 29
c7 7Tb e4 d2 56 54 10 b9 2b ee 68 f5 a6 b6 7e 39 a0 01 dd d4 76
7a 56 9e d2 49 08 16 f5 bf 71 00 86 f4 12 ed 0d c9 2f c3 7b 62 25
fo 6 ¢3 19 5a b0 a8 17 70 fe 23 f7 db 48 a0 98 43 f9 €6 dd 64 1b
3e 41 4b €9 bd 96 2b 6f a1 ae 69 07 36 42 02 3d 60 29 25 58 {2
ff 5d ¢7 d5a3 12 7c c5 7e b8 7f e3 c6 5 32 84 a1 a4 1b b0 2f
a4 75d8 d7 c0 2543 96 b0 d2 13 ea b2 23 70 07 ac cd ef 5d 22
3f bf 95 ea 68 de 5a 23 ff ec 2f ec 4e 4d 87 2e 8d fa 58 c¢7 7c Ob
60 b3 a8 ab fd c2 a4 4f 23 02 01 03

+ BasicConstraints

isCA:true

» SubjectKeyldentifier

28 60 3d 8e fc 70 ff e6 5e 91 aa c3 32 26 f8 68 09 b1 ed 6b

» AuthorityKeyldentifier

7f 759541 b3 38 1e c5 c6 aa ab 17 94 dd 4e ce fc 8e bd 77

+ CRLDistributionPoints

URL=https://ca.certdigital.ro/CRLs/root.crl

+ KeyUsage

Digital Signature, Non-Repudiation, Certificate Signing, Off-line
CRL Signing, CRL Signing (c6)

« SHA256 Cert.hash

ServiceStatus

http://uri.etsi.ora/TrstSvc/eSigDir-1999-93-EC-
TrustedList/Svcstatus/accredited

StatusStartingTime

2011-04-20T00:00:000Z
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